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O ApoUAlag Avtwviog SnAwvw umevBuva otL:

1)

2)

E{pal 0 KATOXOC TWV TMVEUHOTIKWY SIKALWUATWY TNEG MPWTOTUTING
QUTAG epyaociag kat amd oco yvwpllw n epyocio pou b€
oukodaviel TPOOWTA, OUTE TIPOOPAAEL TA  TIVEUMOTLKA
Sikalwpata Tpitwv.

Arnodéxopat otL n BKM pmopel, xwpig va aAAA€eL TO EPLEXOUEVO
™G gpyaociag pou, va tn dtaBéoel oe nAekTpovikn popdn pEoa
antd ™ Yndraky BiPA0OAKN TG, va TNV aviypayel oe
omnolodnmnote péco n/kat o omolodnmote popdOTUMo Kabwe Kol
Vo KPOTA TIEPLOCOTEPO amoO €va  avilypada yia AOyoug
ouvTtNPNoNG Kal aodAAELOG.
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‘Exovtag epyaoctel otov Topéa Twv Siktuwv w¢ Network Engineer eméle€o T0 GUYKEKPLUEVO
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NepiAnyn

Aviikeipevo t™C OUTAWUATIKAG £pyacioc authg elval n  gykatdaotoon Kol N
napapetpomnoinon tou NMS (network management system) Tou Icinga 2 kat icingaWeb 2 yia
€\eyxo NG Asttoupylag NG Keviplkng Ymnpeoiag Miotomoinong Xpnotwv Tou

TIAVETILOTN LLiOU.

O kUplog otoxog TG epyoaciag autng sivat n dnuoupyia duo edappoywv Plugin n
“Emektdoswv” yla to Icinga 2 wWoTe va €MITNPOULE Kol VA eVTOTI{OUE TPWTOV av KATIOL
BUpa Tou SiktuakoU pog e€omAlopol eivol evepyr 1 QVEVEPYN KoL OTNV OCUVEXELD Vol

UTtOpOUUE va BAETOUE TNV KIVNON TNG EKACTOTE MOPTAG TNV CUYKEKPLUEVN OTLYUN).

Me tov TPOTO AUTO EKTLUATOL WG KABE oTLyur 0 SLaxelplotrc Tou Siktuou Ba pmopsl va
BAEMEL O TPAYMOTIKO XPOVO OV KAmola BUpa QIEVEPYOTOLELTAL 1| av N Kivnon g

SnuLoupyei mpoPAnUA 6Tto cUVOAO TOU SIKTUOU.

Y10 Kedpdalato 1 yivetal avadopd otnv £vvolo TOU GUOTAMATOC opokoAouBnong Katl otnv

Aewtoupyia tou NMS (Network Monitoring System).

210 kedpdalalo 2 yivetal avadopd oT0 AOYLOUIKO OvOLlKTOU KwdIKA Kal otnv emloyn

AOYLOoMLKOU KO ELOIKOTEPO OTNV EYKATAOTOON TOU icinga web2

Y10 kedaAato 3 yivetal avadopd ota Plugins twv Nagios kat Icinga2 otnv Aettoupyla Toug
kot otnv dtadikaoia emthoyng twv Plugins. Mvetal meplypadr) tng Ktaypadng Twv SIKTUAKWY

CUOKEUWV Kal meplypadn tou check_snmp_int plugin.

Y10 kedalalo 4 yivetal meplypadn tou check_iftraffic plugin tng eykatdotacng tou aAAd Kot
nieplypadovtal ta threshold ta omola Ba opicoupe otnv ekdotote BUpa Tou SLKTUAKOU

gfomAlopol.

Y10 kedalawo 5 avadepduoote oto meplPpdrov tou Icinga Web 2 pe ta Plugins

EYKATECTNHEVA KaL TA ANOTEAECUOTA TTOU pag Sivouv Katd tnv SldpkeLla Asttoupylog Toug.

Katd tnv Sldpkela tng SUTAWHATIKAG HOU £pyooiag ouvavinoa OpKETEG TIPOKANOELS TOGO
OTO BeWPNTIKO KOUWATL OO0 KAl OTO TEXVLKO, KATL TTOU TNV €KOVE QTIALTNTLKA OAAA KOl

evbladépouoa ONO TEPLOGOTEPO .
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Summary
The subject of this thesis is the installation and configuration of Icinga 2's NMS (network
management system) and icingaweb2 to control the operation of the University's Central

User Certification Service.

The main purpose of this work is to create two Plugins or "extensions" for Icinga 2 in order
first all to monitor and detect the connectivity of the Ethernet ports of the network devices

and secondly to check in real time the bandwidth and utilization of the Ethernet ports.

This way it is appreciated that at any time the network administrator will know if an
Ethernet port has a problem and if the utilization of the port creates problem in the whole

network.

Chapter 1 deals with the concept of monitoring system and the functioning of the NMS

(Network Monitoring System).

Chapter 2 deals with open source software and software selection and in particular the

installation of icinga web2

Chapter 3 deals with Plugins of Nagios and Icinga2 in their operation and selection process
of Plugins. It also describes the procedure of scanning for network devices and the
check_snmp_int plugin installation but also describes the errors that occurred until its

operation in icinga2.

Chapter 4 describes the check_iftraffic plugin of its installation but describes the errors that

occurred until its operation in icinga2.

In Chapter 5 we refer to the Icinga Web 2 environment after Plugins installed and the

results, they give us during their operation.

During my thesis | encountered several challenges both in the theoretical and in the

technical part which made it demanding but also more challenging in order to complete it.
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KedpdaAawo 1

1.1 Ewcaywyn.

Ta cvotipoata mapakoAolBOnong diktuwv (Network Monitoring Systems) Stadépouv and ta
cuotnuata avixveuong elofolwv (IDSs) 1 ta AeyOpeva CUCTHMATA ATIOTPOTING ELCBOAWV
(IPSs). Evw Ta OUCTAMATO AUTA QVIXVEUOUV €l0BOAEG Kal TpoApUBAvouV eXBpIKEC 1 N
gfouolobotnuéveg Spaotnpldtnteg amd pn €€ouclodoTnUEVOUC XPROTEG, TA CUOTAUOTO
napakoAolBnong Siktuwv (NMS) pog emtpénouv va yvwplloupe O Told KOTAOTAON
Aewtoupylog Bpioketal to SiKTUO pOC KATA TN SLAPKELD TwV cuvnBlouévwy epyootwy. H
TapakoAoUBNGoN Tou SIKTUOU ETUTUYXAVETOL HE TN Xpnon otadopwv AOYLOUIKWY f €va

ocuvbuaoud Avoswv hardware plug-and-play kot cuokeuwv AoyLopKoU.

1.2 H évvoia tou cuctipatog napakoAoudnong diktuou.

Me tov 6po napakorolBnon Siktou (network monitoring) evog cuotipatog MANPOdOPLKAC
€VVOOULE TNV CUVEYXN TtapakoAoUBNaon evog SIKTUOU UTIOAOYLOTWY OXETLKA LLE TO TIOCO apyod
gival  ocov adopa tnv ENewdn oplouévwy otolyeiwv. Eva network monitoring system
napakolouBel TO Oiktuo yla evdexopeva TPoPANUATO TIOU  TPOKOAOUVTOL  ATIO
unepdoptwon, epoppoyEg mou €xouv umootel kamola Eadviky Stakomr, Web servers

nipoPAnuata tou adopouv TIG CUVEECELS TOU SIKTUOU Kal AAAEC CUOKEUEC YEVLKOTEPQL.

Ixebov kaBe eidouc SikTUO pmopei va TapakoAouBeital xwpig va €xeL onpooia av sival
acUpuaTo 1 evolpuato, eTalplko LAN n akopa kot VPN. MmopoUpe va mapakoAouBoupe
OUCKEUEC e SladopeTikd AelToupyLkd cuotrpata, ano BlackBerries kat kivntd thAédwva,
oe servers, routers kal switches. Me autd ta cuotipoTa TapakoAolBnong pmopouv va
EVTOTILOTOUV OUYKEKPLUEVEG SpaoTNPLOTNTEG Kal va Tapaxbouv ta anoteAéopata mou Ba

pog emtpéPouv va BpoU e TOV TPOTIO AVTLUETWITILONG TOUG.

1.3 H Aewtoupyia tou Network Monitoring System (NMS).

O tpomnog Aettoupyiog twv NMS (Network Monitoring System), apopd Tov €AeyX0 OXETIKA LIE
NV 8pacTNELOTNTA KAL TNV UYELQ TWV ECWTEPLKWV CUCTNUATWY TOU SIKTUOU amooTEAAOVTOC
£va onpo, To omolo ovopdletal ping, yla T Stadopeg BUpeg Tou cuotriuatog. To cloThA
£AEyXOU XPNOLUOTOLEL pia LEYAAN TOLKIALO oo SlacTApoTa EAEYXOU, TA OO0 OUGLACTIKA
glval o xpovog petalV twv pings. Ta NMS éxouv tn Suvatotnta va eAéyxouv KABe gidoug
TPWTOKOA WV SIkTUOU Kal Slaitepa Ta MPWTOKOAAQ Stadiktuou. Mo mapdadelypa, ol
umnpeoieg mapakohoUOnong LotooeAidwy PmopolVv va eAéyxouv TI¢ oeAideg HTTP, HTTPS,

SNMP, FTP, SMTP, POP3, IMAP, DNS, SSH, Telnet, SSL kat TCP. Etal, 6tav mpokeLtal yia web
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servers, £va POoypappa mapakoAolBnong tou Siktuou pnopet va otellel éva altnpa HTTP
oe évav web server yla vo kaBoploel Tnv Katdotaoh tou. ANAG OTav TTPOKELTAL YLa €vayv e-
mail server, To AOYLOUIKO TtapakoAoUBNoNG oTEAVEL TIEPLOSIKA €val PUAVUHO EAEyXOU HEOW
SMTP, to omoio avaktatal and to IMAP i POP3. Me tov Tpomo auto, umopel va ppunBel
Slabpoun evog TUTILKOU HNVUUOTOG Kol va EAEYXETOL N UYEla Tou SIKTUOU Kal Tou Server

péca amod To onoio mepvA.

Otav €va epyaAeio mapakoAouBnong SIKTUOU EVTIOTICEL KATIOLO IPOPBANUA G €va GUOTNUA,
MECW EVOC QAMOTUXNMEVOU OQUTAHATOC KOTAOTAONC YO TOPASELYMO KOl OEV UTIAPXEL N
Suvatotnta dnuloupylog olvdeong, TOte QuTO o0dnyel oto Aeydupevo time out. e
TIEPUTTWOEL ONMOU  UTIAPXEL HLO  OMOTUXLO  QUTAMATOG  KOTACTAong, To oUoThUA
napakoAolBnong tou Siktuou Ba mapdyel pla evépyela. OL eVEPYELEG QUTEG TOLKIAAOUY,
KoOwg pmopolV va EVNUEPWOOUV TOV SLAXELPLOTH Tou SIKTUOU UE pia eldomoinaon, éva SMS

KELUEVOU, Eva Urvupa ThAegldonoinong 1 éva email.

1.4 Tueivat to SNMP

To SNMP eival éva mpwTtokoAo tou emunédou epopUoywv Tou omoio SleuKoAUVEL TNV
oavtalayr mAnpodoplwy Staxeiplong Hetafl Twv cuoKeuwyv Tou Siktuou. Elval pépog tou
TCP/IP Kal EMITPENEL OTOUG SLOXELPLOTEG val TtapakolouBouv thv amddocr Tou Kal va
gmAbouv ta mpofAnuata mou spdavidovtal. Me to SNMP, oL SLaXelploTEC Pmopouv va
Slaxelpifovratl kat ta pubuilouv TIC MAPAUETPOUC TWV UTOAOYLOTWV Tou &IKTUOU amo
KATIOLOV KEVTPLKO UTIOAOYLOTH, Xwplg va Xpeldletol va ekTeAoUV AOYLOULKO Slaxeiplong
Siktuou. MmopoUv emiong va xpnotpomnotjoouv to SNMP yla thv enonteia tng anddoong
ToU S1KTUOU, TOV EVTOTILOUO TPOPRANUATWY 0To SIKTUO KL yla vo. 50UV TIOLOG XPNOLUOTIOLEL TO

Siktuo KOl pe ToLov tpomo.

‘Eva 6iktuo to omoio Sioxelpiletal pe SNMP €xel tpla Paocikd otolyeia: Slaxelpl{OPEVES
OUCKEUEC, TIPAKTOPES (agents) kat cuotrjpoto Staxeiptong Siktvou (Network Management
Systems- NMS). Miwa Staxelpl{opevn ocuokeun elval évog kopupocg tou SIKTUOU O OmMoiog
nepléxel éva SNMP mpdktopa kat Ppioketal péoa oto Saxelpl{opevo diktuo. O
SLoxelpL{OPEVEG CUOKEUEG CUANEYOUVY Kal amoBnkelouv Anpodopieg Kal TI¢ Stabétouv oto
clotnua Sloxeiplong tou Siktvou pe xprion tou SNMP. TEToleg OUOKEUEC eival ol
Spopoloyntég, oL yEdupeg, oL SLakOmTeC. Evag TPAKTopag £XEL YVWON TWV TOTLKWY

TIANpodopLWV SLAXELPLONG KOL TIC LETATPENEL O£ popdn Ttou eivat cupPBatr pue to SNMP. Itn
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OUVEXELD €va cUotnpa Slaxeiplong diktuou ektelel edappoyEg oL omoieg mapakoAouBolv
KoL eAéyyouv TIg Slaxelpl{Opeves cUoKeUEC. To cUotnua dlaxeiplong tou Siktou mpoodEépet

ToV KUpPLO OYKO TWV MOPWV eMnefepyaciag mou amaltolvral yLo tn Staxeiplon

H apxttektovikr) tou SNMP ¢aivetal oto mapakdatw oxnua.

SNMP Architecture

C‘SNMP Network Manag@ (SNMP Network Mana@
SNMP SNM
Network
- - >
Managed workstation SNMP"

/ ( Master agent ) \

Subagent (" Subagent
Managed MIBs Managed MIBs
Component Component

—3 E File server '
q_Printer [

Ewova 1. H apyttektovikr tou SNMP.

To mpwTtOKoAAO TIOU Xpnaolpomnoleitat euputata yia th Staxeipton oe TCP/IP Siktua elval to
Simple Network Management Protocol (SNMP). Mo e&eAypéveg ekdbdoelg tou SNMP

amoteAoUv n SNMPv1 n SNMPv2 kat n SNMPv3.

SNMPv1: MMpokeltal yla tnv apxtki edappoyr Tou TPpwtokoAMou SNMP. Asttoupyel
oupdwva pe TG mpodlaypadéc tou SMI oe mpwtokoAla oOnw¢ to UDP, IP kat

xpnotornoleital euputata oto Internet yla tn Staxeiplon tou Siktuou.

SNMPv2: Anotelel pa €€€AEn tou SNMPvI. Asttoupyel eniong pe tig mpodlaypadég tou

SMI kot mpoodEpel KAmoleg BeATwoel o oxéon Pe to SNMP Onwg va emektelvel To
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T(POTUTIO WOTE VO UIopet va xpnotpomnownBel (ektog and 1o TCP/IP) Kal og MPpwWTOKOAA TToU

okohouBouv to mpotumo OSI.

Evw to SNMPv1 unootnpilet povo IP SteuBuvoelg twv 32 bits, to SNMPv2 umopsil va
umootnpifel kat AAAoUG TUTIOUG SleuBUvVaewy. OL LETPNTEC ELVOL N OPVNTIKEG LETABANTEC OL
omoieg auvfavovtal pEXPL VO TIAPOUV UEYLOTN TR Kal PETA va Eavayivouv undév. 3to

SNMPv2 oL petpntég pmopet va eivat 32 f 64 bit.

210 SNMPV2 opilovtal eniong mAnpodoplakd umocUvola, ta onoia kabopilouv pia opada
ord oxetkolG petafld TOUC OplLopoUC. Ymdpyouv Tpla Tétola umocUvoAa: Ta MIB
UTIOCUVOAQ, Ol TIPOTAOEL CUMUPATOTNTAC KOl Ol TPOTACEL( Xwpntikotntog. Toa MIB
UTIOGUVOAQ TIPOOhEPOUV Evay TPOTIO YLa TNV IEpLypadr) TwV SLaXELPL{OUEVWY QVTIKELLEVWV.
Ol mpotdoelg cupPatotntag mMPoodEPoUV Evav TPOMO MePLypadnG Twv SLOXELPLIOUEVWV
OVTIKELUEVWY Ta omola mpEmel va SnuoupynBolv €T0L WOTe va UTIAPXEL CUMBLROOUOC e Ta
uTapxovTa POTUTIA. Kal oL TPOTACELS XWPNTLKOTNTAC XPNOLUoToloUvTaL yia va uttodsiouv
To akpLBEC eminedo umootnpléng mou €xeL €vag mpaktopag yla pio MIB opdada. Eva NMS
umopel va puBulosl T cupmEePLPoOPA TOU WG TPOC TOUG TMPAKTOPEC CUHPWVA HE TIG

T(POTAOELG OUTEG.
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KedpaAaio 2

2.1 AOYLOMLKO avoLXTOU KWwELKaL.

Ol edOplOYEG TIOU TIAPEXOVTAL PECW TOU GUOTHMATOC Linux Kol TWV AOYLOULKWY OVOLXTOU
Kwbka gival dpa oMEC. Ektedolv tnv Slaxeiplon altnuatwy Twv MEAATWV/XPNOTWVY UE
MeYAAn amoteAeopatikotnta. O Xpnotng £xeL tnv duvatdtnta va Slopopdwaoel Tov mnyaio
KWSIKA BACEL TWV ATMALTACEWV TOU XWPIG va emiBaplvetal Ue omoLadAMOTE £MUTALOV

XpEwaon.

Emiong eivat 1o (6l0 aflomoTa PE TA QVTIOTOLXQ EUTIOPLKA TIOKETA UE ETUTAEOV
OVTOYWVLOTIKA XOPOKTNPLOTIKA Kal elval eupéog Stadedopéva kabwg xpnotponolouvtal and
TIOMAEG ETUXELPNOELC avVA TOV KOOUO. 3TN OUVEXELD oKoAouBesl pia olvtopn meplypadn
OPLOUEVWY €K TWV SnuodAéoTtepwy AEITOUPYLKWY 000V adopd TNV mapakoAolBnon Twv
OUOKEUWV, TWV UTNPECIWY, TwWV Bupwv, TwV TPWTOKOAWV KoL TNV avaluon Tng

KukAodoplag tou Siktuou.

ESw Ba avadépoupe Ta SUO KUPLOTEPO AOYLOULKA TIOU cuvdEovTal HeTAV TOUG Kal eival To

Nagios kal To Icinga web 2 yLa To Adyo OTL anmoteAouv TNV KUPLA TINYH TNG LEAETNG HAG.
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Ewkova 2.To monitoring system tou Nagios.
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Ewova 3.To monitoring system tou icinga web2.
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2.2 Erudoyn AoyLlopikou.

Mo tnv SutAwpatikn epyacio eTUAEXONKE yLa va yivel xprion to AoyLloptko Icinga web 2. Autd
nou fexwploe to Icinga web 2 amd ta umolouma cuctripato avolytol Kwdlka eival Tto
yeyovog OtL amotelel to tedeutaio AELTOUpYIKO TTOU KUKAOGOPNOE OTNV ayopd €pyaciog
(DeBpouaplog 2015), kabBwg MapoUCLAlEL TIC TTEPLOCOTEPEG SUVATOTNTEG O CUYKPLON LE T
UTtOAOLTIO.. TO OUYKEKPLUEVO AOYLOULIKO SLoBETEL évav evieAw VEO OXESLAOUO Kol TIOAAEG
BeAtiwoelc oL omoieg GIMKEG TPOG TOV XPrOTN CUYKPLTIKA PE Ta UTOAOUTA AELTOUPYLKA
OUOCTH AT, YEYOVOC TIOU TO KAVEL va UTtEPTEPEL Twv umoAoinwv. To lcinga web 2 eival
oupPatd pe 6Aa ta umapyovta plugins, diemadég xprnotn (m.x Classic Ul, Icinga Web) kait
addons. Exel oxeblaotel yla va gival mo eUKOAO OTNV EYKATAOTAON, KOL E(VOL OPKETA TILO

YPNYOPO Kal Loxupo. ONMwe SLAmMLOTWVOULE TAPAKATW TIOPEXEL:

° AmMAR gykatdotaon: e avtiBeon e TOUC POKATOXOUG ToU, TO Icinga 2 £pxeTal UE
IDO, Livestatus, performance data and Graphite writers, oe oupfatotnta pe Ta

XOPAKTNPLOTIKA TWV OXETIKWV BLBALOBNKWV TOUG.

° EUKOAR Ko anoteAeopatik add-on evowpdtwon: To Icinga 2 laBétel moANamAd
backends, yla omoloénmote add-on kat pnopei va evowpotwOei elkoAa. ‘ETol, Unopolpe va
SlaBEéToupe O TPAYUATIKO XpOvo ypadlkéc mapdotoaong mnapakolouBnong. Emiong,
amooKoTiel otn Helwon ¢optiou tou cuotiuatog, omou ta dedopéva mou Oev eival
Ypoupéva Slaypddovtal oto okAnpo Sloko mavw amo éva script Onmweg cupPaivel oto Icinga

1 ko Nagios.

° NpoocavatoAopévn Anddoon: To Icinga 2 sival ¢ptiaypévo yla va elval ypriyopo.
Xdpn OTov TMOAUVNUATIKO OXeSLaopd Tou, Umopel va tpéfel YIAadeg ehéyxouc KaBe
Seutepolento Ywplg kauia évdelen emBapuvong otnv CPU tou. Auto cuppaivel akplpwg ylo
va elpaote olyoupol, OTL €XOUME EVOWUATWHEVO CUUMAEYUOTO EAEYXOU TIOU TOPAYOUV

Sebopéva amddoong yla To Icinga2 yia dtadopa MEPLOTATIKA 1 yLa pio opada xpnotwv.

2.3 Icinga Web 2

To Icinga 2 &ekivnoe tov DePpoudplo tou 2015 wg eméktaon Tou Icinga to omolo
amnotelolos edappoyr mapakolouBnong tou cuotipatog Nagios. Anote)el eméktaon Tou
Icinga n omola £avaypadtnKe yla va TapEXEL OTOUC XPHOTEC TNG £va GUYXPOVO AELTOUPYLKO
neplBardov epyaciag kol umootnpléng He moAAamAég Paoelg dedopévwy. Ymootnpilel
ypodruaTa, TapEXOVTOCS OTOUG SLAXELPLOTEG ypadIKA amodoong o Mpaypatiko xpovo. Ot
SLOXELPLOTEG UmopoUV va Souv Ta GIATPa, KAl VO KATNYOPLOTIOL|CoUV Ta MPoPARUaTa, yla

v mapakololBnon twv omoiwv €xouv Adn AndBel pétpa. Me £va kavolpylo View
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Interface, emutpénel otoug Slaxelplotég va BAEmouve hosts kal services o pia ogAida. Eival
VYPOUUEVO o C++ Kal TpEXeL o Apache Web Server. OL Baocelg Sedopévwv mou umootnpilet
givat MySql, PostgreSql, Oracle, IDODB. Emiong mapéxet APl (Application Programming
Interface - Sltemadn MpoypapUATIONOU €PAPLOYWV) TIOU ETUTPENMEL OTOUG SLAXELPLOTEG VAl

EVOWUOTWOOUV TIOAAEG EMEKTACELS XWPLG TTOAUTTAOKEG TpOTOTIOiNoN TOL upHva Icinga.

To Icinga 2 €xeL Tnv Suvatotnta va eykotaotabei oe Windows, Linux, Mac OS X, kot dAAa
ocuotiparta mou eivat Unix-like. KatdAAnAa mpokaTaoKEUAOUEVA TTAKETA €ival SlabBéoLia
yta Debian/Ubuntu, Fedora/RHEL/CentOS 6, OpenSUSE/SLES kat ArchLinux. Mapéxst emniong
TNV SuvatotnTa XProng o€ KIWWNTEC CUOKEVEG oL omoleg eival Stabéoiueg oe i0S, Android,
BlackBerry Tablet OS kat webOS kaBw¢ uTtapxeL N ebappoyr OV EMITPENEL TV TTpOcBaAon
ano ££0UCLOSOTNUEVOUG XPNOTEG HECW KLVNTWV CUOKEUWV TOou¢. Ekd0BNnke ocludwva pe
Toug opoug TG GNU General Public License £kdoon 2 kal amoteAel eAsUBepo AOYLOULKO
OMw¢ emiong eival kol (owg to povo mou eival dabéoipo oe 21 yAWOOEG €KTOC TWV
AyyAlkwv. Téhog, aglo avadopdg xpilel to yeyovog OTL mapéxel oto dladiktuo mAnBwpa

TIANPOPOPLWV OXETLKA UE TNV EYKATACTACHN KOL TNV MAPOUETPOTIONGN ToU.

Y€ avTiBeon HE TIG TPONYOUUEVEC EKOOOELG, N Slemadr auTh €XEL LA AETTTOUEPN ELKOVOL yLa
NV unnpeoia uTtoSoxnG Kat yla eAéyxoug mou dev ekteAolvtal oto Xpovo. Exel BeATLWEVN
NV UTnpecio evowpdtwong umnnpeoieg kotaloyou Active Directory kol oe GAAOUG
Slokopnotégtég LDAP. To Icinga web 2 umootnpilel tTnv ¢poptwon xpnotwv, opadeg xpnotwyv
KoOwg Kol OpASEC TWV HEAWV OUTWV OTou €Aeyxog¢ GOPTWONG-TAUTOTNTOC YIVETAL OO TO
Active Directry. EmutA£ov, onpovtiki mpoodog sival n dnuloupyia Twv umnpectwy hosts kat
servers. Mo peydAn eukatpla eivalt n dnuioupyila host cuotnUATwY Kol UTNPECLWY
gfunnpétnong avti va pocdlopifovrtal péow Twv emiPefatwpévwy apyeiwv tou Icigna kabe
XPNOTNG TWwPA UMopPEL va Ta SnLoupynoeL HEow TNG SLemadrg Tou SIKTUOU Kol aKOUO va Ta
KOLVOTIOLNOEL 08 AAAOUC. H pUBULON TTAPAUETPWY LOC ETUTPETEL VO TIPOCOECOUE EVEPYELEG
HOvVo o€ oplopéva hosts kat servers aAAd utootnpillel LaKPOEVTOAEG yLa hosts, service name

YLOL TIPOCOPUOCUEVEG LETAUBANTEC.

TéAog n véa Siktuakn Slemadn mapéxel éva moAu Pacikd APl (Application Programming
Interface - Alemadn Mpoypappatiopol Edapuoywv) yla Tov MPoypapupatiopo adaipeong

host kat eEunnpétnon og vekpoUg XpOVOUG.
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2.3 Xpnon Ewkovikwv pnxavwv (Virtual Machines).
‘Ocov adopd TNV eyKATACTOON KAl TIAPAPETPOTIOinan Tou icinga web 2, apxilkd €ywve xprion
£VOC AoyLopKoU To omoio Ba pog eEMETPENE TNV SnLOUPYLA EVOG ELKOVIKOU TtepLBAAAOVTOG
(Aettoupykol cuothpatog) iSlou pe to meplBAaMlov tou server tou Xapokomeiov, SnAadn
ML €LKOVIKA pnxavn. Ta dnuodléotepa AOYLOMIKA YU auTo Tov okomo ival to Virtualbox
™m¢ Oracle kaBwg kat 10 VMware player
™¢ VMware Inc. Kat ta 600 Aoylopikd dlatiBevral dwpeadv, ol
Sladopécg petafl Toug eival eAAXLOTEG Kal TIOAAEG KPLTLKEG avadEpouy To VirtualBox wg mio

ypniyopo otnv anodoon tou.

EmAé€ape va xpnolpomnowjcoupe to Virtualbox v6.1.4 to omolo pmopeic kaveig va to Bpel
KOLL VO TO EYKATOOTHOEL ATO TNV LOTOoEALSA

M£ow aUToU TOU MPOYPAUUOTOS SNULOUPYOOUE €va lKOVIKO punxavnua (Virtual Machine).

Y€ QUTO TO ELKOVLKO UNXAVNUO EYKATAOTAOAUE TO AEITOUPYLKO cuotnua Debian 9 stretch (64

bit) £kdoon mv omola Kol KoteBacope amno ™mv LotooeAiba

Tnv teheutaia €xkdoon Tou

Icinga web 2 pumopel va TNV PpeL KAmowo¢ otnv emionun otoceAiba  Tou,

. 2TNn OUVEXELO OTNV EVOTNTA TTOU aKOAOUBEL poOKeLTal

va TIOPOUCLOCOTOUV QVOAUTIKA Ta Bripata mou okoAouBnbnkav Kal oL eVIOAEG Tou

EKTEAEOTNKAV L€ OKOTIO TNV EYKATACTAON TNG EGAPHUOYAG KAL TWV TPO-OTALTOUUEVWY TNC.

2.4 Awadikaoia eykataoctaong tou Icinga Web 2.

Apxkd eykaBlotol e To Icinga 2 To omolo yla va yivel owotd Ba mpémnel va emAéEoue Ta
enionua “package repositories” ta omoia Ba Ttopld{ouve PE TO AELTOUPYLKO LOC CUCTNUA
KoL Ta omola Ta €MAEYOUUE QmO TO . 2TN OUVEXELQ,
TPocO£ToUpE TO KATAAANAO repository package yla to AlTOUpyLlKO cUOTNUA HAG TO Omolo
onw¢ eimape eival to Debian 9 Stretch. Mpwv amd autd OUWG, €XOUME OLYOUPEUTEL OTL
ovolfae TO TEPUATLKO TOU root n aAALWG KAVAUE SU- 0TO AmAG TepUATLKO Tou Debian kat
YPADOULE TIC TTAPAKATW EVTOAEG:

EvtoAn eykatdotaong Debian stretch kot makétwv.

wget -0 - https://debmon.org/debmon/repo.key 2>/dev/null | apt-key add

echo 'deb http://debmon.org/debmon debmon-stretch main'
>/etc/apt/sources.list.d/debmon.list
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https://www.virtualbox.org/wiki/Downloads

EvtoAn evnuépwong.

apt-get update

EvtoAn avafabuionc.

apt-get upgrade

ZTNV CUVEXELO KAVOULLE EYKATAOTOCN TOU icinga 2 e TNV akoAouBn evtoAn:

apt-get install icinga2
Mo Tov £AeyX0 TWV €EWTEPLKWY UTINPECLWV OTO icinga 2 xpelaletal vo TpEEoUE OpLOPEVA

plugins ta omola pnmopouv va xpnotpomnotnBolv and to icinga 2, e TNV akOAouBn evioAn:

apt-get install nagios-plugins

2Tn CUVEXELA YiVETAL EKKLVNON TNG Aettoupylag Tou icinga 2 e TV akoAouBn evtoAn:

/etc/init.d/icinga2 start

To enopevo Prua adopd tnv gykataoctocn tou icinga web 2. To DB IDO (Database Icinga
Data Output) Stapopdwvel tnv e€aywyn OAwv Twv pubuicewv Kal TNV KATAOTOON TWV
mAnpodoplwv oe pa Paon Sedopévwy kal umootnpiletal povo amd tn MySQL Katl
PostgreSQL. Epeic emAé€ape va xpnolpomnotnooupe tn MySQL. MNa 1o Adyo autd KAVOUUE
gykataotaon tn MySQL He TV MapakATw eVIOAN (KATA TNV eyKataotaon Ba pag epudoaviost
kamola mopaBupa kat Ba xpelaotel va Bakoupe €va KwdIKO yla vo SnULOUPYHOOUE ToV

root Aoyaploopo):
apt-get install mysql-server mysql-client

Emetta xpeldletal va eykataotriooupse to IDO module tng MySQL omote TPEXOUUE TV

EVIOAN:

apt-get install icinga2-ido-mysq|

Oa esudaviotolv téooepa vEa TapdBbupa OTOU TO TPWTIO HOC PWTAEL av BEAoupe va
gvepyoroljooupe tn Asttoupyia ldo-mysql kat emAéyoupe NO, 81oTL Ba evepyomoinOet
OHEOWC HETA. XTO SeUTEPO TP ABUPO oG pwTdAel yia TV emBeBaiwon tng MySQL 6mou Kot
emPBeBatwvoupe emAéyovtag YES kaBwg oto Tpito mapdbupo pag Intasl Kwdiko
npooBacnc mou opioape ya tnv MySQL kal oto tétapto mapabupo tnv emiBePfaiwon Tou.
MOALG oAokANpwOel n pUBULON, HmopoUue va evtdéoupue To apxeio ldo-mysgl.conf. Oa
TIPETEL VAL €EXOUHE ONUELWOEL TIC SladopeTikég pubuioslg 81otL Ba pog xpnolpeloeL ya Tn

Slapopowon tou web interface.
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Eykatdaotaon Ido-MySQL.

nano /etc/icinga2/features-available/ido-mysql.conf

user="icinga”

password= "#* k% ks

host="localhost”

database= “icingal”

Meta tnv evepyomoinon tng ldo-MySQL kavoupe enavekkivnon to lcinga 2 pe tnv €VIOAR:
service icinga2 restart

KoL ouvexiloupge HMe TNV EyKATAOTOON TOU web server HE TNV EVIOAN:

apt-get install apache2

Eneldn web Siemadég kal ala add-ons tou Icinga eival oe B£on va oteihouv evioAég oto
Icinga 2 péow tou External Command Pipe epeic to evepyomoloUpe HE TNV €VIOAN:

icinga2 feature enable command

2Tn OUVEXELX KAVOUE restart To icinga 2 onw¢ Ba pag {ntnbel kat ouvexiloupe Pe TV
EYKATAOTAON Tou icinga web 2 HE thv EVIOAN:

apt-get install icingaweb?2
IYETIKA HE TNV EYKATAOTOON TOU icinga web 2 £€youpe TNV SuvatoTNTA VA TNV KOAVOUUE UE

SU0o tpomouc péow web setup kal péow source oTNV MEPIMTWON HAG TNV KAVAUE PE web

setup onote ta Bripata mou Ba akoAouBnBoUV sival yla ToV TPOTO AUTO.

Zekwvwvtog xpetalopaote éva token motomnoinong to omoio To maipvouve e TNV EVIOAN:
icingacli setup token create

JTn OUuvEXEl ovolyoupe Tov  browser pag kol mnyaivoupe otn  SevBuvon

http://localhost/icingaweb2/setup. MAnktpoAoyoU e tov Kwdikd Token omweg daivetal otnv

£lKOVO KoL tatape Next.
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File Edit View History Bookmarks Tools Help =] P4
Icinga Web X L
g ks 2 & -

l -
(&) C & ® 192.168.1.2/icingaweb2/setup e @ | | Q Search vy In @ =

Welcome Modules Requirements Configuration Finish

——— e e %

Welcome to the configuration of Icinga Web 2!

This wizard will guide you through the configuration of Icinga Web 2. Once completed and successfully finished you
are able to log in and to explore all the new and stunning features!

1

Setup Token@  de74e67ae840e90e

Generating a New Setup Token

To run this wizard a user needs to authenticate using a token which is usually provided to him by an administrator
who'd followed the instructions below.

In any case, make sure that all of the following applies to your environment:

® A system group called "icingaweb2" exists
® Your webserver's user is a member of the system group "icingaweb2"

| groupadd -r icingaweb2;
usermcd -a -G icingaweb2 apache; ~

Ewkova 4.Apxiko rieptBaAdov Siemaprig.

Jtnv emopevn oelida emihéyoupe to modules mou Béhoupe otn Sk pag mepintwon to

monitoring kot matape Next.

Welcome Modules Requirements Configuration Finish

—_— e

Modules

The following modules were found in your Icinga Web 2 installation. To enable and configure a module, just tick it and click "Next".

Doc frame Monitoring
Extracts, shows and exports This is the core module for most
documentation for Icinga Web 2 Icingaweb users. It provides an
and its modules. abstraction layer for various
Icinga data backends.
[} O

Translation

This module allows developers
and translators to translate
Icinga Web 2 and its modules for
muitiple languages. You do not
need this module to run an
internationalized web frontend
This is only for people who want
to contribute translations or
translate just their own modules.

et

Ewova 5. Modules.
Twpa gival To KUPLO TUAKA YL VO pUBULOOUE OAEG TIC ATIOULTHOELS TIPLV ATIO TN HEeTAPaon

OTO EMOEVO Brua.
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Requirements

<~ iCINGA —

}

Icinga Web 2

PHP Version Running Icinga Web 2 requires PHP version 5.3.2. RGIFEICRaTLL T -8 1
Advanced features like the built-in web server version
require PHP version 5.4. 5.6.20-0+deb8ul.
Default It is required that a default timezone has been set RUUTRZZ RT3
Timezone using date.timezone in /etc/phpS/apache2 ‘date.timezone’ is not

/php.ini. defined.

Linux Platform Icinga Web 2 is developed for and tested on
Linux. While we cannot guarantee they will, other
platforms may also perform as well.

You are running PHP on
a Linux system.

PHP Module: The PHP module for OpenSSL is required to The PHP module
OpenssL generate cryptographically safe password salts. OpensSSL is available.
PHP Module: The JSON module for PHP is required for various [RETEREESGLLTIESSe ]
JISON export functionalities as well as APIs. is available.

PHP Module: if you'd like to authenticate users using LDAP the RGERZZERGGL I EREs7E
LDAP corresponding PHP module is required. is available.

PHP Module: If you want your users to benefit from | The PHP dule INTL is
INTL timezone and date/time format negotiation, the missing.

INTL module for PHP is required.

PHP Module: To be able to export views and reports to PDF, the REGTRE UL TR o LV
DOM DOM module for PHP is required. is available.

PHP Module: In case you want views being exported to PDF, The PHP module GD is
e vou'll need the GD extensian for PHP. available

Ewova 6. PuBuioeic Aoytoutkou.
‘Ocov adopd tnv S16pbwon tou default timezone error mou pog spdoavilel xpeldletol va
avoifoupe to apyelo TMou poG UTIOSELKVUEL Kol va aAldfoupe tnv date.timezone oe
date.timezone ='Europe/Athens', amoBnkeloupe Katl TPEXOUME TNV akdAouBn evtoAr wote
va oBrRoouUE Ta warnings:

apt-get install php5-json php5-gd php5-imagick php5-pgsql php5-intl

Kavoupe refresh tnv oeAida pag yla vo mapel T alAay£EC TOU KAVOUE KOl VO UOG TIC

eudavioel pe mpdovo xpwpa Kot motdpe Next.

[aparxorovdnon Tov diktvov ™ Ounpov péocw NMS - Apoviag Avtdviog

25



Welcome Modules Requirements Configuration Finish

.
‘s

Icinga Web 2

PHP Version Running Icinga Web 2 requires PHP version 5.3.2. Advanced You are running PHP version
features like the built-in web server require PHP version 5.4 54.16

Default Timezone Itis required that a default imezone has been set using The PHP conflg “dale timezone'
date timezone in /etc/php.ini. is sel to "Asia/Kolkala".

Linux Platform Icinga Web 2 is developed for and tested on Linux. While we You are running PHP on a
cannot guarantee they will, other platforms may also perform as Linux system
well

PHP Module: The PHP module for OpenSSL Is required lo generate The PHP module OpenSSL is

OpenSSL cryptographically safe password salts. available.

PHP Module: JSON The JSON module for PHP is required for various export The PHP module JSON is
functionalities as well as APIs. available.

PHP Module: LDAP If you'd like to authenticate users using LDAP the corresponding  REEREEUGETEREs RS

M DA PHP module is required avaifable.

PHP Module: INTL If you want your users to benefit from language, timezone and The PHP module INTL is
datetime format negoliation, the INTL module for PHP is required. [EVEIELIES

PHP Module: DOM To be able to export views and reports to PDF, the DOM module QLRSS EETE IS slel LY
for PHP is required avaitable.

Ewkova 7. Ot puduUiOEL§ TOU OUOTAUATOC UETH TLG dAAQYEC.

Jtnv endpevn 00ovn Ba mpénel va eré€ou e To Authentication Type wg Database.

Welcome Modules Requirements Configuration Finish

~icinca e — —l)

Authentication

Please choose how you want to authenticate when accessing Icinga Web 2. Configuring backend specific details follows in
a later step.

Authentication
Type
© |Database 5 ©

Ewova 8. Optoudg tou Authentication Type.

mysql -u root -p

Enter password:

MariaDB [(none)]> create database icinga2;
Query OK, 1 row affected (0.00 sec)

Yuveyiloupe oto Database Resource Omou Kol SnUIOUPYOUHE MO Kawvoupyla Bdon

Sebopévwy tnv omoia Ba kavoupe Validate kat adou pog epdavioet OTL £yive, matdpe Next.
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Database Resource

Now please configure the database resource where to store users and user groups.
Note that the database itself does not need to exist at this time as it is going to be created once the wizard is about to be
finished.

Resource Name *

©® icingaweb_db ®
Database Type *@ | MySQL s/ C
Host *@  localhost
Port @

Database Name *

© icingaweb2
usemame *@  icingaweb?2

sesssenes ®

[ Back ” Next ” Validate Configuration

* Required field

Ewova 9. Optoudg tou Database Resource.

H enmdpevn 0Bovn database setup pag kaAet va SnAwaooupe To Aoyaplacpd root yia to mysql
wote va SnuwoupynBel n  kowoUpyla database Tmou opiloape TPONYOUHEVWC,

TIANKTPOAOYWVTOC TO username kat password pag.

Welcome Modules Requirements

2icINGA

Database Setup
It seems that either the database you defined earlier does not yet exist and cannot be created using the
provided access credentials, the database does not have the required schema to be operated by Icinga

Web 2 or the provided access credentials do not have the sufficient permissions to access the database.
Please provide appropriate access credentials to solve this.

Username * @ root

Password @  eeeccsee

* Required field

Ewova 10. Anutoupyia Adoyaplacuou root.

3TN ouvexela otnv 006vn Authentication Backend &nAwvoupe to 6vopo tng Database pog.
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Welcome Modules Requirements Configuration Finish

;.-. icinGA _— ———— —%

Authentication Backend

As you've chosen to use a database for authentication all you need to do now is defining a name for your first
authentication backend

Backend Name O icingaweb2

Ewova 11. AnAwaon ovouatoc tn¢ Database.

Ytnv endpevn 00d6vn Administration, Snuioupyolpe tov Administrator yia to Icinga web 2,

SnAwvovtag To username Kol To password mou Ba €xeL.

Weilcome Modules Requirements Configuration Finish

~icinca r———————————————— —

Administration

Now it's time to configure your first administrative account or group for Icinga Web 2.

uUsermname *@  icingaadmin @
Password *@  eseeseee ®

Repeat password *
@  seserees ®

* Required field

Ewova 12. Anuioupyia Administrator.
Jtnv 086vn mou akoAouBel Ba pémel va puBiCOUHE TIG TAPAUETPOUC TNC EGAPLIOYNC

onw¢ daivovral TNV EKOVA.
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Weicome Modules Requirements Configuration Finish

~icinGA e —— —

Application Configuration

Now please adjust all application and logging related configuration options to fit your needs.

Note that choosing "Database" as preference storage causes Icinga Web 2 to use the same database as for
authentication.

Show Stacktraces
0o @

User Preference
Storage Type * | Database

Logging Type *@ | Syslog

Logging Level *@ | Error

Application Prefix *

* Required field

icingaweb2

Ewova 13. PUSULON TOPOUETPWV.
BeBalwvopaote OTL n pubuion tou icinga web 2 €xeL yivel pe emtuyia kot ETUAEYOUE ATIO

miou Ba naipvel Ta SeSopéva.

Welcome Modules Requirements Configuration Finish

L icINGA —

Welcome to the configuration of the monitoring
module for Icinga Web 2!

This is the core module for Icinga Web 2. It offers various status and reporting views with powerful filter capabilities that
allow you to keep track of the most important events in your monitoring environment.

Ewova 14. Emtuync emiBeBaiwon puduicswv.
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Oa SLopopPWOOUHE TWPA TNV EVOTNTA TTApakoAouBnong tou Icinga. Edw oTLg emopeveg SU0
0080veg, Ba pubuicoupe to backend mapakoAlouBnong (to onolo Mapapével wg mpoemAoyn)
& 1oTe Ba mpémel va elodyoupe Eava Tic mAnpodopieg ¢ Baong dedopévwy, oA TIpLY TO
KAVOUE OUTO TIPETEL VAL ELOGYOULE To oXnua IDO.

mysql -u root -p

MariaDB [(none)]> CREATE DATABASE icinga;

MariaDB [(none)]> GRANT SELECT, INSERT, UPDATE, DELETE, DROP, CREATE VIEW,
INDEX, EXECUTE ON icinga.* TO 'icinga'@'localhost' IDENTIFIED BY 'icinga’;

MariaDB [(none)]> FLUSH PRIVILEGES;
MariaDB [(none)]> EXIT;

Welcome Modules Requirements Configuration Finish

~iciNGA ——

Monitoring Backend

Please configure below how Icinga Web 2 should retrieve monitoring information

(i} icinga

@ |Ipo

Ewova 15. AnAwaon emdoyric Sebouévwv.

ESw dnuioupynoape pio @AAn Baon dedopévwy yia to Icinga IDO kat Ba elodyou e Twpa To
oxua IDO ot auTo.
mysql -u root -p icinga < /usr/share/icinga2-ido-mysql/schema/mysqgl.sql

Emniong, kavte tig aAlayec wg faon Sedopévwy oag oto akoAouBo apxeio.

nano /etc/icinga2/features-available/ido-mysql.conf
/**

* The db_ido_mysql library implements IDO functionality
* for MySQL.

*/

library "db_ido_mysql"

object IdoMysqlConnection "ido-mysqgl" {

user = "icinga"

password = "icinga"

host = "localhost"

database = "icinga"

}
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3TN ouvéxela SnAwvoupe tnv ido mysgl database mou ¢pTiaape MponyouUEVWE KL KAVOU e
validate

Monitoring IDO Resource

Please fill out the connection details below to access the IDO database of your monitoring environment.

Resource Name *

@ icinga_ido U]
Database Type *@ | MySQL 3G
Host *@  localhost

Port @

Database Name *

icingaweb?2
Usemname * @ icinga
Password *@  esesccses O]
Character Set @

persistent@® &

l Back ” Next “ Validate Configuration

* Required field

Ewova 16. AnAwan tng ido mysql database.

TNV endpevn 08ovn nou pag epdavilet, adrvoupe lo to Command Transport,

Welcome Modules Requirements Configuration Finish

LicINGA ——

Command Transport
Please define below how you want to send commands to your monitoring instance.

Transport Name *

0 icinga2

Transport Type * | Local Command File :C

Command File *@  Nvar/run/icinga2/cmd/icinga2.cmd

* Required field

Ewéva 17. 0O9ovn Command Transport.
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Onuwg emiong to i8lo kavoupe Kat otnv 086vn Monitoring Security.

Welcome Modules Requirements Configuration Finish

~icInGA ——

Monitoring Security
To protect your monitoring environment against prying eyes please fill out the settings below.

Protected Custom
Variables
©® *pw* *pass*,community

Ewkova 18. 096vn Monitoring Security.
Téhog, otnv 0Bovn mou akoAouBel pmopoUpe vo SOUHE HLOL YEVIKI ETILOKOTNGN TWV
pubuiloewy TIOU €XOUME KAVEL, OAOKANPWVETAL N €gyKOTAoTOOn TOU icinga web 2 kot

ouVOEOOOTE OTNV edapuoyr).

.. Weicome Modules Requirements Configuration Finish

iCINGA —o

Congratulations! Icinga Web 2 has been successfully set up.

AN Ao kA IS ANUAS. ZabASOR. T

Account "icingaadmin" has been successfully defined as initial o Login to Icinga Web 2
administrator.

User Group Backend configuration has been successfully written to:
/etc/icingaweb2/groups.ini

User Group "Administrators" has been successfully created.

Account "icingaadmin" has been successfully added as member to }
user group "Administrators". ‘

Resource configuration has been successfully written to:
/etc/icingaweb2/resources.ini

Monitoring backend configuration has been successfully written to:
/etc/icingaweb2/modules/monitoring/backends.ini

Resource configuration has been successfully updated:
/etc/icingaweb2/resources.ini

Command transport configuration has been successfully created:
/etc/icingaweb2/modules/monitoring/commandtransports.ini

Ewova 19. Tevikn emokonnon twv puBUICEWY Kal EYKATAOTAON).
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P
< ICINGA

admin

Password

I
T —

icinga Web 2 © 2013-2016

The kinga Project ¥ K1 @

Ewkova 20. Apxikny odovn eloaywyrig atn e@apuoyn.

ESw €xoupe tnv duvatotnta va SoUpe TI¢ elOOMOLACELG TNG UNNPEaiag Tou KUpLou Icinga
server pog f priopol e amAd vo repinynBolpe oto URL http: // IP / icingaweb?2 / wote va
€xoupe mpoéoPaon oto web interface. MnopoUue va mpooBécoue omolodnmote aplbuo

KOUBwWV og auTd To cUOTNHA YLa TNV TtapakolouBnon.

i —
File Edit View History Bookmarks Tools Help o6 R
— ——
B3 lcinga Web X (S 3
<> C o @ & 192.168.1.2/icingaweb2/dashboard#!/icingaweb2/monitoring/host/show? e @ | | Q search N D @ =
Current Incidents Mited v © x [EM  Senvices  Histoy v O x
s f
Service Problems wp Kf"qa?.ﬂample.com
since08:53 |00y
| icinga2.eample.com: hitp 1 Hed
HTTP WARNING: HTTP/1.1 403 Forbidden - 5168 bytes in 0.033 second 11 Services: BB
response time
CChecknow ©Comment L Notification % Downtime
[
Recently Recovered Services |=
Plugin Output
oKk icinga2.example.com: pingd
08:53 PING OK - Packet 10ss = 0%, RTA = 0.05 ms PING OK - Packet loss = 0%, RTA = 0.07 ms
oK icinga2.example.com: pingé .
08:53 PING OK - Packet loss = 0%, RTA = 0.06 us |s| Problem handling
ok Y Con ©Add comment
08:53 SSH OK - OpensSH_6. (protocol D & Schedule downtime
icinga2.example.com: disk Hostgroups Linux Servers
& orsox - free spac 1,008 ode-1000: ot &
o 389 M8 (78.46% inode=1 Performance data
icinga2.example.com: icinga Label Value Warning Critical
o ing for 10 minutes an seconds. Version
s T as been running for 10 minutes and 44 seconds. Vers ta 7000ps 3005 500s
ra.
pl 0%  80%  100%
oK icinga2.example.com: disk /
0853  DISK OK - free space: / 15359 ME (91.00% 1node=100%): p B Notifications
oK icinga2.example.com: procs Notifications £ Send notification
08:53 PROCS OK: 106 processes
Contacts Icinga 2 Admin
K KINGAZ Kaniple o, uskrs Contactgroups Icinga 2 Admin Group
08:s3 USERS OK - 1 users currently logged in
oK icinga2.example.com: load Check execution

Ewova 21. Apxikry o9ovn eloaywyrig atn epapuoyn.
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KedpdaAawo 3

3.1 Avadopa wg tpog ta Plugins twv Icinga2 & Nagios.
To Icinga2 eival éva avtiypado mnyaiou kwdika Tou Nagios Slatnpwvrtag £toL TNV
cuppatotnta pe to Nagios kal SleukoAUvovtag tn petdpoon HeTafl Twv SU0 AOYLoOHUIKWY

napakoAolOnong.

Ye avtiBeon pe moAAG dMa epyoleia mapakolouBnong, to Nagios 6ev meplhappavel
ECWTEPLKOUG UNXOVLOUOUG YLOL TOV EAEYXO TNG KATAOTOONG TWV KEVIPLKWY UTIOAOYLOTWVY KOl
TWV UTNPEoLWV oTo 8ikTud. AvtiBeta, to Nagios Baciletal o ewTtepLkA Mpoypappata (mou

ovopalovtal plugins - “emektdoelg”) yia va Kavet 0An tnv dladikaoia.

3.2 Tu eivan ta Plugins 1) “Emektdosig”.

Ta Plugins 1 “emektdoslg” eival HeTAYAWTTIOUEVA eKTEAEOLA apXela | SEOUEG evepyELWV
(6éopec evepyewwv (compiled binaries) Perl scripts, shell scripts, Python, PHP, Ruby k.Am.)
TIOU UMOPOUV VA €KTEAECTOUV QMO MO YPOUUA EVTOAWV yla va eAéyEouv TNV Kataotoon n
£€vav Keviplkd umoloylotn f unnpecia. To Nagios Core otnv MPOKELUEVN TEPIMTWON TO
Icinga2 ypnowlomolel ta amoteAéopata amod Ta plugins yla va kabopioel tnv Tpéxouca
KOTAOTOON TWV KEVIPLKWVY UTIOAOYLOTWY KAl TwV UNthpeotlwv oto Siktuod oag. To Nagios Core
N 1o Icinga2 Ba enefepyaoctel Ta amoteAéopata mou AapPavel amo 1o plugin kot 6a AdBel
OAeg TG amapaitnteg evépyelec  (OLAXELPLOTEG OUMPAVIWY €KTEAECNC, QTIOOTOAN

£L60MOLNCEWV K.ATL.).

3.3 Nwg Aettoupyet €va Plugin.

Ol emeKktdoelg AettoupyolV we eninedo adaipeong Hetall TnG AoyKNG TapakoAolBnong
Tou uTtdpyeL otov Nagios Core fj Tou Icinga2 Kal TwV MPAYHATIKWY UTINPECLWY KOL KEVIPLKWY
UTIOAOYLOTWV TIOU TtapakoAouBouvtal. To MPOTEPNUA OQUTOU TOU TUTOU OPXLTEKTOVLKAG
plugin eival otL pmopolue va mapokoAouBoUpe He okpifela OTOATIOTE UMOPOUUE Vol
okedtoUe. EQV UMOpPOUE VA QUTOUATOTIOL|COUHE TN dladikaoia eAéyXou, UMOPOUE Va To
napakoAouBolpe pe to Nagios Core. Ymdpyxouv ndn moAAd mpocBeta (plugins) mou €xouv
SnuoupynBet yia va mapakohouBoUpe Baolkolg opoug, onwc Gopto enefepyaotr, xpnon
6lokou, puBuoucg ping KAT. To UELOVEKTNO AUTOU TOU TUTIOU plugin apXLTEKTOVIKNG Elval TO
yeyovog otL to Nagios Core Sev €xel kapia amoAUTwg W6€a Tl elval mou mapakoAouBeite. Oa
umopoUoapE va TOPOKOAOUBOUE OTOTLOTIKA oOTolela kivnong Oiktuou, puBuoulg
odbalpatwyv OSebopévwy, eUkpato xwpo, Ttaon CPU, taxlutnta avepiotipa, d¢optio

enefepyaotry, xwpo oto Sioko O Nagios Core 6ev Kotavoel TIG LSLATEPOTNTEG TOU TL
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mapakoAouBeital - mapakoAouBel pHOVOo TIG OAAAYEC OTNV KATAOTOON TWV MOPWV OUTWV.
Moévo ta Plugins kaBavutd yvwpilouv TOo TU aKplBWG mapakoAouBolv Kal TWw¢ va

T(PAY LOTOTIOL| 0O UV TOUG TIPAYHOTLKOUG EAEYXOUG.

Nagios Process Eﬁa lcinga Process

Monitoring Logic Check Logic

Erbsddsd Perl MONITORING
Interpreter LoGIC

MONITORING

ABSTRACTION
ﬁ Plugns  Perl Plugins ER

MONITORED
Manitored Entities ENTITIES

Ewova 22. Aaypauua Aettoupyiag Nagios plugin. Ewkdva 23. Adypappa Aeroupyiag Icinga plugin.

Yndpyouv mavw amno 4.000 StaBoipa Plugins oto Nagios Exchange yia tnv moapakoAouBnon

TIOA WV SLaPOPETIKWY ELEWV CUCKEUWV KaL UTINPECLWY, OTIWG:

=  HTTP, POP3, IMAP, FTP, SSH, DHCP
= CPU Load, Disk Usage, Memory Usage, Current Users
= Unix/Linux, Windows, and Netware Servers

=  Routers and Switches
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Nagios’
I

Nagios Exchange t 4 Search Exchange

Random Project Project Categories
+ Addons (225

Search All Sites

Download Nagios
Naglos Live Webinars

407y 05X Tmertaces

Register Now

« Utilites 4

Project Stats

Newest Nagios Projects

ornbal Paceword

Ewova 24. To Exchange Plugins tou Nagios.

Q¢ SutAwpotik gpyacio Ba acxoAnBolpe pe TNV peAétn kol v Slapopdwon Suo
OUVYKEKPLUEVWV Plugins : to check _snmp_int Plugin kat to check_iftraffic Plugin. TéAog yla va
MUTIOPECOUE VO CUYKEVTPWOOUUE OAEG TG SLKTUAKEG OUOKEUEG Ba XpNOLUOTIOL\COUE €va

script, o icinaga2-autod, pe Tnv xprion Tou snmp.

3.4 Awadikaoio kataypadng SIKTUAKWY GUCKEUWV UE TO icinga2-autod

O SokLpég pag Ba yivouv oe évay test router mou €xoupe eyKataothost o pia VDSL ypopun
ue yoapaktnplotikd 50Mbps download kat 5Mbps upload kal €xel Kol KATOLA TEPUATIKA
ouvdedepéva péow twv Ethernet Bupwv tou. H mapapetpomnoinon tou poltep Bploketal

oto Napaptnua A oel. 58.
TNV ypoupn evioAwyv tou Debian VM mou £xoupe otrost §lvoupe TV Mapakatw eVTOAN:
git clone https://github.com/hobbsh/icinga2-autod.git

AdoU ohokAnpwBel n Swadikacia AQPNE Kal €ykatdaotacng Ttou script Sivoupe tng
TIAPAKATW EVIOAEG £TOL WOTE va SOUME TA TIEPLEXOUEVA TOU PAKEAOU OTIOU E£XEL YiVeL N
gyKataotaon.

root@debian9:~# cd icinga2-autod/

root@debian9:~# cd icinga2-autod/
root@debian9:~/icinga2-autod# s
hosts_home.conf iana numbers.json iciautd.py icinga-autod.py LICENSE README.md util

Ewova 25. To mepLexouevo tou icinga2-autod.
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H evtoAn mou Ba ypnowlomolnBel yla va yivel ektéAecn Tou script TPOKELUEVOU va
€ekvnoel n kataypodr Twv SIKTUAKWY CUCKEVLWVY Tou Siktuou Ba eival cludwva pe TNV

TIAPOKATW CUVTOEN:

./icinga-autod.py [-h] -n NETWORK [-L LOCATION] [-c COMMUNITIES]

Onou NETWORK eival to Siktuo t0o omoio Béhoupe va kataypdalpoupe. Ormou LOCATION
elvat n tonoBeoia émou Bpioketal to diktuo pag. TEhog COMMUNITIES eivat to community
string to omolo xpnolwuomolel to Siktuo pag. Emopévwg otnv Sk Hag Meplmtwon n

Tapanavw evioAr Ba cuvtayBel pe Tov mMApAKATW TPOMO:
.Jicinga-autod.py -n 192.168.2.0/24 -L TEST_HUA -c Icinga

Me 10 TOU TeAewwoel n Sladlkaocia TO scrip KOG EVNHUEPWVEL YlA TO TOOEG SIKTUOKEG
OUCKEUEC €£XeL PBpel Kal To OTL €XeL dNULOUPYNOEL €val KOwoupylo opxeio pe ovoua

hosts_test_hua.conf 6nwc¢ ¢aivetal kal oto mapakdtw.

Starting scan for 192.168.2.0/24
Scan took 11.9320881367 seconds
Found 11 hosts - gathering more info (can take up to 2 minutes)

Discovery took 33.1995248795 seconds
Writing data to config file. Please wait
Wrote data to hosts test hua.conf

Ewova 26. AnotéAeoua evtoAn¢ icinga2-autod

Ev ouvexeia to OUYKEKPLUEVO apxeio To avtypadoupe oto directory /etc/icinga2/conf.d/
€10l wote 1O lcinga va Umopéoel ekwnoel Tov €AEyXO TWV CUCKEUWV TWV OMOLWV
CUYKEVTPWOE. N vo UMOopECEL OUWE va oG epdaviosl Toug hosts Ba mpénel va yivel kat

€va restart To service Tou Icinga e TNV MAPAKATW EVIOAN:
root@debian9:~# service icinga2 restart

‘Enewta nnyaivovtag oto Web Interface tou Icinga kat oto tab 6mou sival cuykevipwpévol ol

host aipvoupe To amotéAeopa Tou BPLOKETAL OTNV TTAPAKATW ELKOVA.
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F3 Hosts :: Icinga Web X | +

&« ¢ o (@ localhost/icingaweb2/monitoring/list/hosts
P Hosts v o
~iCINGA
T
shboard
up 192.168.2.1
since 11:37 PING OK - Packet loss = ©%, RTA = 4.65 ms
O Problems N ’ '
up 192.168.2.10
since Feb 10 PING 0K - Packet loss = 0%, RTA = 0.09 ms
up 192.168.2.150
since Feb 16 PING OK - Packet loss = 8%, RTA = @.68 ms
up 192.168.2.3 (1 unhandled
since 1131 PING 0K - Packer los RTA = 130.14 mMs
DOWN 192.168.25
since 13:59 PING CRITICAL - Packet loss = 100%
up 192.168.2.6 (1 unhand )
since 11:31 PING 0K - Packet los RTA = 381.52 ms
DOWN 192.166.2.8
EULCREURSINN CRITICAL - HOST Unreachable (192.168.2.8)
up debiand (1 unhandled
since Feb 16  PING 0K - Packet loss = 8%, RTA = 0.06 ms
DOWN Router
D History . . . .
LGRS < Terminated by signal 15 (Terminated).>
rstem up TEST_ROUTER (5 unhandled es)
for 3m 12s PING OK - Packet loss RTA = 3.14 ms

# Configuration

& icingaadmin

Ewova 27. KatayeypauueVveg SIKTUAKEG OUTKEUES

3.5 Aladikaoia emAoyng tou Plugin.

EruAéyovtag va SnULOUPYr|COUHE TOV TPOTO eAEyXoU TNG HETPnong tou bandwidth twv
interfaces Twv SIKTUAKWY CUCKEUWY TOU XapoKOTelou MavemnLotniou péow TNG XpHong Tou
icingaweb2 ypeldletal va erulé€oupe amod to directory tou Nagios to plugin mou Ba eival To
KaTdAAnAo yla tnv vAomoinon authg tng Stadikaoiag r va Bpoupe KAmolo 1o KatdAAnAo

amnd 1o exchange plugins tou Nagios.

H emdoyn tou katdAnAou Plugin yla tTnv Aettoupyia TnG EMITAPNONG TN UNNpPeoiag sival
£va cUvolo amd cuvduaopouc StadopeTikwy plugins, LWV Kat eAéyxwv Toug (test) waote va
amokAeiooupe ta mo aduvapa kat vo kataAnéoupe oto BEAtioto Suvatod plugin mou Ba

KOAUEL TO OTOXO HAG.

ZeKLWvWVTOoC Aomov pe BAaon autad mou eival Adn eykateotnuéva oto directory list tou

Icinga2:

EvtoAn yia epdaviong Alotag plugins.

# root@debian9:~# cd /usr/lib/nagios/plugins
# root@debian9:/usr/lib/nagios/pluginst Is
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root@debiand:/usr/1ib/nagios/plugins# 1s
check apt check dig check fping check ide smart  check ldap check mysql

check ntp check ping check sensors check ssmtp  check users

check breeze  check disk check ftp  check ifoperstatus check ldaps  check mysql query
check ntp peer check pop check simap check swap  check wave

check by ssh  check disk smb check game check ifstatus check load check nagios
check ntp time check procs check smtp check tcp negate

check cland  check dns check host  check iftraffic.pl check log check nntp
check nwstat  check radius  check snmp check time  urlize

check cluster check dummy  check hpjd  check imap check mailg  check nntps
check oracle  check real check snmp int.pl check udp utils.pm

check dbi check file age check http check ircd check mrtg check nscp api
check overcr  check rpc check spop check udpport utils.sh

check dhcp  check flexim  check icmp  check jabber check mrtgtraf check nt

check pgsql  check rta multi check ssh check ups

Ewkova 28. Aiota twv plugins

Ta check_snmp_int.pl kat check_iftraffic.pl Ta Bprikape and to Exchange Plugins tou Nagios

OOV Kol aUTA Ba XpNOLUOTIOL| GOV E.

3.6 Tu eivaw to check_snmp_int

To check_snmp_int elvat to plugin to omoio Ba eAéyxel Tnv Katdotaon Twv Bupwv Ethernet
Twv Sdiktuakwy eéomAlopwv. To script Ba pag divel amotédeopa OK otav n ekactote BUpa
Tou SiktuakoU efomAlopol eival evepyr kat Asttoupyikr). Evw Critical otav Ba eival
amevepyomolnpévn f evepyn oA Sev £xel kamolo kaAwdlo Ethernet cuvbebepévo andvw

™ng.

To ouykekpluévo plugin xpnolpomolel TNV evioAr] snmpget yla va KAveL Toug eAEyXoug n
ormoia meptéxetal oto SNMP mtakéto tou Nagios plugins. lMNa va eipaote olyoupol OTL £(oUpE
v 1o Tmpoodatn €kdoon Tou snmp TOKETOou, OIVvoupe TNV TOPOKATW EVTOANR

£YKATAOTAONG:

root@debian9:~# apt-get install snmp
Mo va SoUpe Tov TPOMOo cUVTAENG TN EVTOANG yLa va TPEEEL TO script aA\d kal yla va doU e

TIC TTAPOUETPOUG TIOU XPNOLUOTIOLEL, SIVOUHE TNV MOPAKATW EVIOAN:

root@debian9:/usr/lib/nagios/plugins# ./check_snmp_int.pl -help

N aA\lwg BAEMOU UE TO TTAPOKATW CUVEECUO:
http://nagios.manubulon.com/snmp_int.html

EvtoAn eAéyxou tn¢ Aettoupykotntag twv Bupwv Ethernet tou TEST_ROUTER:
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Ao to Terminal tou Debian £ekwvape va cuvSualoupe TIG TOPAUETPOUG Tou plugin yla va

KOTOVOIOOULLE TNV AELTOUPYLKOTNTA TOU.
EvtoAn yla Sikalwpata root.

root@debian9: su

EvtoAn aAhayng eupetnpiou.

root@debian: cd

EvtoAn petaBaong oto pakelo Twv plugins.

root@debian: cd /usr/lib/nagios/plugins/

210 eMOUEVO Bripa Ba cuVTAEOUE TNV EVTOAN yLa va TPEEEL TO script e TG mapapétpouc —H
omou eivat n IP Tou host tou onoiou Ba yivel o €Aeyxog. Tnv —C Omou eival To community
string to omolo xpnotpomnololpe oto Siktuo pag Kal TEAog TNV —n Omou sival n meplypodn

Tou interface mou mApPAE Ao TO AMOTEAECUA TTOU TPEEALE TO Script icinga2-autod.

MpotoU yivel autd Ba emiPBeBatwoouvpe and to TEST ROUTER oOtL 0Aeg oL BUpeg Ethernet
mou Ba SokLUACoUE elval EVEPYEC KAl AELTOUPYLKEC. AUTO dailvetal KAl oTNV MAPAKATW

£lkOva ard to output tou Router.

Ewova 29. Outpout ano to TEST_ROUTER

Amo to output Tou Router BAémoupe OTL OAeg oL BUpec Ethernet sival AELTOUPYLKEG KAl £XOUV
ouUVOESEUEVEG OUOKEUECG ATIAVW TOUC, OL OToleg ival AELTOUPYIKEG €KTOG amd tnv Fal n

ormoia 8ev €xel KAMoLA CUOKEUT cuvEeSepévn amavw tne.
MNapadelypa ouvtaéng evtoAng tou script check_snmp_int.

./check_snmp_int.pl -H (Host) -C (community string) -n (name in desc_oid)
Ta amoteAéopata TNG VTOANC yla OAeC TIG BUpeg Ethernet tou Router ¢aivovtal otnv

TIAPOKATW ELKOVAL.

root@debian9:/usr/lib/nagios/plugins# ./check snmp_int.pl -H 192.168.2.100 -C Icinga -n FastEthernet0
FastEthernet®:DOWN: 1 int NOK : CRITICAL

root@debian9:/usr/lib/nagios/plugins# ./check snmp _int.pl -H 192.168.2.100 -C Icinga -n FastEthernetl
FastEthernetl:UP:1 UP: 0K

root@debian9:/usr/lib/nagios/plugins# ./check snmp _int.pl -H 192.168.2.100 -C Icinga -n FastEthernet2
FastEthernetZ2:UP:1 UP: 0K

root@debian9:/usr/lib/nagios/plugins# ./check snmp _int.pl -H 192.168.2.100 -C Icinga -n FastEthernet3
FastEthernet3:UP:1 UP: 0K

Ewova 30. AntoteAéouata evtoAric check_snmp_int
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H napamnavw sikova pag emiPefalwvel autd mou BAEMou e kat and To output tou Router. H
BUpa Fa0 svw eival administrative UP amo to poUtep, Snhadn evepyn], dev £xel KaAwdLlo
ouvOESEPEVO QMAVW TNEG KOL Yl QUTO TO AOYO Qo TO script MaipvoUE TO AmMOTEAECUO

FastEthernet0:DOWN: 1 int NOK : CRITICAL

Mo dokiun Ba kAelooupe tnv Fa3 tou Router yla va SoUpe TL anotédeopa Ba pag Swaoel n
eviohnl check_snmp_int. AkolouBel to output to Router pe tnv Fa3 administratively

OUTEVEPYOTIOLNEV.

Ewova 31. Output Router ue anevepyornoinuévn Fa3

H check_snmp_int yia tnv B0pa Ethernet 3.

root@debian9:/usr/lib/nagios/plugins# ./check_snmp_int.pl -H 192.168.2.100 -C Icinga -n

FastEthernet3

To amotéAeopa autng sivat:

FastEthernet3:DOWN: 1 int NOK : CRITICAL

To onolio pag emPeBatwvel 0tL n BUpa Ethernet Tou poUtep elval AMeEVEPYOTOLNUEVD.
3.7 check_snmp_int Configuration

BAua 1°

To object command yia to icingaweb?2.

EvtoAn yla apxelo commands.

root@debian9:~# nano /etc/icinga2/conf.d/commands.conf

object CheckCommand "snmp-int" {
import "plugin-check-command"
command = [ PluginDir + "/check_snmp_int.pl" ]

arguments = {

"-H" ="SaddressS"
II_CII = llscnSU

Il_nll = IISintSII

}

vars.cn = COMN
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210 Object command xpnolponoltioape ta arguments:
—=H --> host IP ADDRESS
-C --> community string

-n --> interface description OID
BAipa 2°
Elval n mapapeTpomnoinaon tou service oto icingaweb?.

H evtoAn yla va mopaETPOTOLCOUE TO Service apyeio to icingaweb?.

root@debian9:~# nano /etc/icinga2/conf.d/services.conf

apply Service "snmp_int:" for (int => config in host.vars.int) {
import "generic-service"
check_command = "snmp-int"

vars += config
assign where host.address

BAua 3°
Eilval n mapapetpomnoinon tou host oto icingaweb?.
H evtoAn yla va mapapeTpomnoljoouple To host apyeio oto icingaweb?.

root@debian9:~# nano /etc/icinga2/conf.d/hosts.conf
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object Host "TEST_ROUTER" {
import "generic-host"
address ="192.168.2.100"
vars.os = "Unknown"
vars.type = "Unknown"
vars.os_details = "Unknown"
vars.description = "Cisco 10S Software, C800 Software (C800-
UNIVERSALK9-M), Version 15.3(3)M5, RELEASE SOFTWARE (fc3)AM"
vars.ports = "Unknown"
vars.location = "HOME"
vars.vendor = "ciscoSystems"
notes = "Technical Support: http://www.cisco.com/techsupport*M"
vars.int["ATMO0"] = {

int ="ATMO"

}
vars.int["Ethernet0"] = {
int = "EthernetQ"

}
vars.int["FastEthernet0"] = {
int = "FastEthernetQ"

}
vars.int["FastEthernet1"] = {
int = "FastEthernet1"

}
vars.int["FastEthernet2"] = {
int = "FastEthernet2"

}
vars.int["FastEthernet3"] = {
int = "FastEthernet3"

}

}
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Kedaiawo 4

4.1 Tw eivau to check_iftraffic Plugin.

To check_iftraffic elvat o plugin to omoio Ba pag BonBroeL va doupe tnv kivnon (utilization)
NG ekdotote BUpag Ethernet tou Siktuakol pag eEOMALGUOU. ITNV TPOKELEVN TIEPIMTWON
tou TEST_ROUTER. To script cav anotéAsopa Ba pag emotpédel TNV CUVOALKN Kivnon Tou
£XEL Yivel wg TNV oTyun mou dwoape TV evioAn. To péyebog tou Bandwidth tng BUpag to
OTOL0 KATOVAAWVETAL EKELVN TNV OTLYUH, OMWG KAL TO TTOCOOTO MANPOTNTAG TNG HEYLOTNG

ToxutnTag tng Bupag Ethernet.

To ouyKeKpPLUEVO script xpnoluomolel kat autd To SNMP mpwtokoAAo yla va pag SWoeEL To
utilization tng BUpag Ethernet. To script auto 6mMwW¢ Kat ta TiLo TIOAAG TToU XpnotponolouvTal

oto Nagios aAAd kal oto Icinga €xouv ypadTtel o€ yA\wooa nmpoypoppoticpou Perl.

Ma va mpoXwpeHOooUE OTNV gykataotaohn tou plugin akoAouBoUUE TOV MOPAKATW TPOTIO LE

TIG £€NG EVTOAEC:

ZeKLVAUE e TNV eVTOAN oTo terminal su yla va yivel n aAAayn Tou xproth os root.
EvtoAn evnuéPwong TOU GUCTAHUATOG

root@debian9:~# apt-get update

EvtoAn avaBabuiong

root@debian9:~# apt-get upgrade

EvtoAn aAhayng eupetnpiou

root@debian9:~# cd /usr/lib/nagios/plugins/

EvtoAn eykatdotaong Perl

root@debian9:~# apt-get -y install libnet-snmp-perl

4.2 Eykataotaon check_iftraffic oto Icinga2.

EvtoAn eykataotaong tou check_iftraffic script.

root@debian9:~# wget https://github.com/NETWAYS/check_iftraffic.git
EvtoAn petadopdg Tou script 0To CWOTO EUPETAPLO

root@debian9:~# install -o root -g root -m755 *.pl /usr/lib/nagios/plugins/

EvtoAn enavekkivnong tou Icinga?2
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root@debian9:~# systemctl restart icinga2
EvtoAn eAéyxou tou status tou Icinga2
root@debian9:~# systemctl status icinga2

Ma va SoUpe ToV TPOTIO cUVTAENC TNG EVTOANG Yo va TPEEEL TO script ald Kot yia va SoU e

TLG TTOPOAUETPOUG TIOU XPNOLUOTIOLEL, SIVOUE TNV MOPAKATW EVTOAN:
root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -help

N aA\lwg BAEMOU UE TO TAPOKATW CUVEECUO:
https://github.com/NETWAYS/check_iftraffictrun

EvtoAn eAéyyxou tou utilization twv Bupwv Ethernet tou TEST_ROUTER:

Ano to Terminal Tou Debian £ekiwvape va ouvdualoupe TIC MOPAPETPOUS Tou plugin yla va

KOITOVONOOULE TNV AELTOUPYLKOTNTA TOU.
EvtoAn yia Sikawwpoata root.
root@debian9: su

EvtoAn aAhaync eupetnplou.

root@debian: cd

EvtoAn petaBaong oto pdakeAo twv plugins.
root@debian: cd /usr/lib/nagios/plugins/

Y10 endpevo Prpa Ba cuvtafoue TNV eVTOAN yla va TPEEEL TO script pe TIg mapapétpoug —H
omou eilval n IP tou host tou omoiou Ba yivel o €Aeyxoc. Tnv —C Omou eivol To community
string to omoio xpnowpomowoUue oto Siktuo pag. Tnv —i omou eival n mepypadrn Tou
interface mou M pape anod to anotéAeopa ou TpEEape To script icinga2-autod. Tnv —b 6mou
opiloupe to PEYLOTO HEyeBOC TNC TaXUTNTOC TNG ekAoTote BUpag Ethernet. Itnv Sikld pog
nepimtwon n TAg tng Ba elvat 100 emeldn) ot BUpeg pag sival FastEthernet. Tnv —u 6mou
opiloupe tO PUBPO petadoonc twv Oebopévwv pEow NG BUpag Ethernet, &nAadn
giga/mega/kilo | bits avd eutepoAemnto. Tnv —w omou Ba gival n T mpoeLdonoinong mou
Ba oplooupe, € oplopol Tto script Tnv €xeL oto 85%. TEAOG TNV —C OMOU €lval N TR TNG

kplowng kataotaong tng BUpag Ethernet, 6mou e£6pLopol oto script elval oto 98%.

MpotoU yivel autd Ba emPeBatwoouvpe and to TEST ROUTER otL 0Aeg oL BUpeg Ethernet
mou Ba SOKLUACOUUE €ival eVEPYEG KAl AELTOUPYLKEG. AUTO GAIVETAL KOL OTNV TTAPOKATW

€lKOVa amod To output tou Router.
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Protocol Description
down
down

_ROUTER#
Ewova 32. Outpout ano to TEST_ROUTER

Amo 1o output Tou Router BAémoupe 6Tl 6Aeg oL BUpeg Ethernet sival AELTOUPYLKEG KAl EXOUV
OUVOESEUEVEG OUOKEUEG QMAVW TOUG, OL OTIOLEG Elvail AELTOUPYLKEG €KTOG amo tnv Fal n

omola 6ev €XeL KATOLA CUCKEUT oUVEESEEVN AMAVW TNG.

MNapadelypa ouvtaén evtoAng tou check iftraffic script.

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i (oid
description) -b (1000/100/10) -u (g/m/k) -w 85 -c 98

To anmoteAéopata TG eVTOANG yla OAeg Tig BV peg Ethernet tou Router daivovtal mapakdtw.
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root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetO -b 100 -u m -w 85 -c 98

Total RX Bytes: 0.00 MB, Total TX Bytes: 0.00 MB<br>Average Traffic: 0.00 kB/s (0.0%) in, 0.00
kB/s (0.0%) out|inUsage=0.0%;85;98 outUsage=0.0%;85;98 inAbsolut=c outAbsolut=c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 1151.45 MB, Total TX Bytes: 503.72 MB<br>Average Traffic: 1.10 kB/s (0.0%) in,
1.01 kB/s (0.0%) out|inUsage=0.0%;85;98 outUsage=0.0%;85;98 inAbsolut=1179068c
outAbsolut=515796c¢

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernet2 -b 100 -u m -w 85 -c 98

Total RX Bytes: 3748.07 MB, Total TX Bytes: 0.00 MB<br>Average Traffic: 0.44 kB/s (0.0%) in, -
0.88 kB/s (-0.0%) out|inUsage=0.0%;85;98 outUsage=-0.0%;85;98 inAbsolut=2329162c
outAbsolut=3028547c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernet3 -b 100 -u m -w 85 -c 98

Total RX Bytes: 342.67 MB, Total TX Bytes: 969.90 MB<br>Average Traffic: 0.13 kB/s (0.0%) in,
0.30 kB/s (0.0%) out|inUsage=0.0%;85;98 outUsage=0.0%;85;98 inAbsolut=350885c
outAbsolut=993162c

To anotéAecuo aUTO pag emiBePotwvel OTL €XOULE Kivnon Kol oTig Tpelg BUpeg Ethernet tou

Router.

Ma Tig avAaykeg aAAd Kol ylo TNV UKoAia Twv SOKLHWY pag Ba eAEyYOUHE pOvVOo ula Bupa
Ethernet. Apydtepa edoowv €xoupe PByaAel aflOMOTA OMOTEAECUATO HMOPOUUE Vva
EVTAEOUE Kal TIC UTtOAoLeG BUPEC oToV €AeyX0 PMECW TOU script. EMOMEVWG YLa TIC OVAYKES
TwV SOKLWWWV pag anod edw Kal mépa Ba xpnolpomnolol e tTnv Bupa Fal tou Router n omoia

oto Icinga €xeL Tnv ovopaoia FastEthernetl.

Zav mpwtn Sokiun Baloupe éva apxeio va kateBaivel yia va SoU e TNV Kivnon mepvael anod
v BUpa Ethernet. H kivnon gival otaBepr) onodte Sivoviag cuvexoueva TNV eVIoAn eAéyxou
Ba pumopoUlue va BAEMOUUE TIC SlakUPAvVOoELG Tou Bandwidth. Yto mapakdtw daivovrtal ta

anoteAéopata.

[TapaxorovBnon tov dtktvov g Ounpov péow NMS - Apodiiag Avidviog

47



root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 155.28 MB, Total TX Bytes: 225.56 MB<br>Average Traffic: 3.62 MB/s (28.9%) in,
17991 kB/s (1.4%) out|inUsage=28.9%;85;98 outUsage=1.4%;85;98 inAbsolut=147895c
outAbsolut=230437c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 177.59 MB, Total TX Bytes: 226.67 MB<br>Average Traffic: 5.58 MB/s (44.6%) in,
284.12 kB/s (2.2%) out|inUsage=44.6%;85;98 outUsage=2.2%;85;98 inAbsolut=159005c
outAbsolut=230976¢

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 200.78 MB, Total TX Bytes: 227.81 MB<br>Average Traffic: 5.80 MB/s (46.4%) in,
290.65 kB/s (2.3%) out|inUsage=46.4%;85;98 outUsage=2.3%;85;98 inAbsolut=181856c
outAbsolut=232112c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 256.75 MB, Total TX Bytes: 230.46 MB<br>Average Traffic: 5.57 MB/s (44.6%) in,
27468 kB/s (2.1%) out|inUsage=44.6%;85;98 outUsage=2.1%;85;98 inAbsolut=240082c
outAbsolut=234889c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 335.06 MB, Total TX Bytes: 233.94 MB<br>Average Traffic: 6.02 MB/s (48.2%) in,
274.63 kB/s (2.1%) out|inUsage=48.2%;85;98 outUsage=2.1%;85;98 inAbsolut=262910c
outAbsolut=235987c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 549.14 MB, Total TX Bytes: 243.40 MB<br>Average Traffic: 5.68 MB/s (45.4%) in,
252.66 kB/s (2.0%) out]|inUsage=45.4%;85;98 outUsage=2.0%;85;98 inAbsolut=411194c
outAbsolut=242670c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 85 -c 98

Total RX Bytes: 625.69 MB, Total TX Bytes: 246.58 MB<br>Average Traffic: 4.87 MB/s (39.0%) in,
208.10 kB/s (1.6%) out]inUsage=39.0%;85;98 outUsage=1.6%;85;98 inAbsolut=595798c
outAbsolut=250620c

[TapaxorovBnon tov dtktvov g Ounpov péow NMS - Apodiiag Avidviog

48



A6 TouG SLaboXIKOUC €AEYXOUG HECW TNG eVIOANC PBAEMOUUE TIC SLAKUUAVOELS OTNV
taxVTNTa. AUuTOG OUWC TIOU TOPOTNPELTOL elvol OTL TO MOCOOTO Tou pag 6ivel cav
QIMOTEAECUA YL TNV TTANPOTNTA TNG YPAUUAG KOG SEV OVTIOTOLXEL OTNV TPAYUATIKOTNTA.
Onwg £youpe mpoavadEpel ol SOKIPEG pag yivovtal os pa VDSL ypauun npodlaypadwv
50Mbps oto downlink kat 5Mbps oto uplink. Emopévwg yla va pog epdavifovtal opba ot
evnuepwoelg ya ta Warning kat Critical Ba mpémel va ¢trdfoupe TG avtioTol e
TIAPAUETPOUC OTNV €VIOAN Hag. H péylotn taxutnta mou pmopel va mepdocel otnv Bupa
Ethernet péow tng VDSL ypappng pag sival epimou 5,80MB/s oto downlink, evw oto uplink
500KB/s. Apa cav warning UnmopoUpe 0piooupE To 28% TNG HEYLOTNC TaxuTnTag tng Bupag
Ethernet kauw oav Critical va oplooupe 10 42% NG KEYLOTNG TOXUTNTAG TG BUpag Ethernet.

AUTA TO TTOCOOTA AVTLOTOLXOUV OTLG —W KOl —C TIAPAUETPOUC OTNV EVTOAN Tou lcinga.

Apa Bacn Twv TapAMAvVW N EVIOAN ylo Tov €Aeyxo tng Bupag Ethernet Ba €xeL tnv

TMAPAKATW SLatumwon.
./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i FastEthernetl -b 100 -u m -w 28 -c 42

Emopévwe Slvovtag TNV eVIoA HE TG KALWVOUPYLEC TIOPOUETPOUG TTAIPVOULE TA TIOPOKATW

anoteAéopaTa.
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root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3665.63 MB, Total TX Bytes: 1746.07 MB<br>Average Traffic: 4.95 MB/s (39.6%) in,
236.13 kB/s (1.8%) out<br>WARNING bandwidth utilization.
|inUsage=39.6%;28;42 outUsage=1.8%;28;42 inAbsolut=3621952c outAbsolut=1781838c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3739.03 MB, Total TX Bytes: 1749.56 MB<br>Average Traffic: 5.65 MB/s (45.2%) in,
274.73 kB/s (2.1%) out<br>CRITICAL bandwidth utilization.
|inUsage=45.2%;28;42 outUsage=2.1%;28;42 inAbsolut=3753609c outAbsolut=1787977c

root@debian9:/usr/lib/nagios/plugins# ./check iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3750.62 MB, Total TX Bytes: 1750.20 MB<br>Average Traffic: 3.86 MB/s (30.9%) in,
217.39 kB/s (1.7%) out<br>WARNING bandwidth utilization.
|inUsage=30.9%;28;42 outUsage=1.7%;28;42 inAbsolut=3828762c outAbsolut=1791548c

root@debian9:/usr/lib/nagios/plugins# ./check iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3782.23 MB, Total TX Bytes: 1751.69 MB<br>Average Traffic: 5.00 MB/s (40.0%) in,
257.80 kB/s (2.0%) out<br>WARNING bandwidth utilization.
|inUsage=40.0%;28;42 outUsage=2.0%;28;42 inAbsolut=3862773c outAbsolut=1793217c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3803.14 MB, Total TX Bytes: 1752.72 MB<br>Average Traffic: 4.83 MB/s (38.6%) in,
257.03 kB/s (2.0%) out<br>WARNING bandwidth utilization.
|inUsage=38.6%;28;42 outUsage=2.0%;28;42 inAbsolut=3884529c outAbsolut=1794276c

root@debian9:/usr/lib/nagios/plugins# ./check_iftraffic.pl -H 192.168.2.100 -C Icinga -i
FastEthernetl -b 100 -u m -w 28 -c 42

Total RX Bytes: 3933.01 MB, Total TX Bytes: 1758.77 MB<br>Average Traffic: 5.78 MB/s (46.3%) in,
319.84 kB/s (2.5%) out<br>CRITICAL bandwidth utilization.
|inUsage=46.3%;28;42 outUsage=2.5%;28;42 inAbsolut=4015564c outAbsolut=1800339c

Mapatnpwvtog to amoteAéopata BAEMOUPE OTL TAEOV EXOULE TLG EVNEPWOELC TTOU B€Aoupe
Baoel ¢ kivnong tng VDSL ypapung tnv omoia dokiualoupe. OL TponyOUUEVEG TUUEC TWV
TAPAPETPWY —W KoL —C OTou NTav 85 kal 98 avtiotowa Ba Asttoupyoloav dfoya av n
TaXVTNTA TNG YPAUUNG MOG NTOV CUUHETPLKN LE XapakTnplotika 100 Mbps oto downlink kot
100 Mbps oto uplink.
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4.3 check_iftraffic configuration

BApa 1°
To object command ywa to icingaweb?2.
EvtoAn yla apxelo commands.

root@debian9:~# nano /etc/icinga2/conf.d/commands.conf

object CheckCommand "traffic-int" {
import "plugin-check-command"
command = [ PluginDir + "/check_iftraffic.pl" ]

arguments = {
"-H" = "Saddress$"
"-C"="ScnS"
it ="Sints"
"-w" ="Ssnmp_warn$"
"-c" = "Ssnmp_critS"
"_p" = "100"
gt =
}

vars.cn = COMN

Zto Object command xpnoyionoujoape ta arguments:
—=H --> host IP ADDRESS

-C --> community string

-i --> interface description OID

—W --> warning constant

-c --> critical constant

-b --> bandwidth integer

—u --> unit

BAua 2°
Elval n mapapeTpomnoinaon tou service oto icingaweb?.
H evtoAn yla va mopaETPOTOLCOUE TO Service apyeio to icingaweb?.

root@debian9:~# nano /etc/icinga2/conf.d/services.conf
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apply Service "traffic_int:" for (int => config in host.vars.int) {
import "generic-service"
check_command = "traffic-int"

vars += config
assign where host.address

BAua 3°
Elvaw n mapapetponoinon tou host oto icingaweb?.
H evtoAn yla va mapapetpormnoloou e to host apyeio oto icingaweb?.

root@debian9:~# nano /etc/icinga2/conf.d/hosts.conf

object Host "TEST_ROUTER" {
import "generic-host"
address ="192.168.2.100"
vars.os = "Unknown"
vars.type = "Unknown"
vars.os_details = "Unknown"
vars.description = "Cisco 10S Software, C800 Software (C800-
UNIVERSALK9-M), Version 15.3(3)M5, RELEASE SOFTWARE (fc3)AM"
vars.ports = "Unknown"
vars.location = "HOME"
vars.snmp_warn = "28"
vars.snmp_crit = "42"
vars.vendor = "ciscoSystems"
notes = "Technical Support: http://www.cisco.com/techsupport*M"
vars.int["ATMO0"] = {

int ="ATMO0"

}
vars.int["Ethernet0"] = {
int = "EthernetQ"

}
vars.int["FastEthernet0"] = {
int = "FastEthernet0"

}
vars.int["FastEthernet1"] = {
int = "FastEthernet1"

}
vars.int["FastEthernet2"] = {
int = "FastEthernet2"

}

vars.int["FastEthernet3"] = {
int = "FastEthernet3"

1
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Kedalawo 5

Ta check_snmp_int kot check_iftraffic oto mepiBaAAov tou Icinga Web2

Kavovtag login otov localhost vy T0 icinga Web2

http://localhost/icingaweb?2/authentication/login eloepxopaote oto meptdAiov Ul (user

interface) tou Icinga Web 2.

To Icinga Web 2 éxeL éva Loxupo mAaiolo PHP yia web edappoyég mou npoodépetal pe
KoBapo kal pelwuévo oxeblaopo. Eival ypriyopo, guaicbnto, mpoofdcipo kal gUKoAa

ETIEKTACLUO LIE TIC LOVASEG.
AuTH elval n Baolkr evOTnTa yla TOUG TIEPLOCOTEPOUG XPHOTEG Tou Icinga Web 2.

Mapéxetl pa €€umvn Slemadn xprnotn yla mapakoAouBOnon e to Icinga 2. EL8k& undpyouv
TIOAAEG TtpoBOAEC AloTag KaL AEMTOUEPELWV (TT.X. YLt KEVTPLKOUE UTIOAOYLOTEG KOl UTINPECIEG)

TOU Umopeite va Taflvopnoete Kat va GIATPAPETE avaloya e To TL OéAete va Selte.

Mropeite emiong va eléyéete tnv la tnv Sladkooia mopakoAolONONG oTéAvovtag
e€WTEPLKEG €VIOAEC oOTO Icinga. Ol MepLOCOTEPEC QMO OUTEG TIC EVEPYELEG (OTWC N
avadlatan evog eAéyxou) Umopouv va yivouv He éva LOVo KALK.

Icinga Web 2 Login - Mozilia Frefox x

13 icinga Web 2 Login x|+
« ¢ ® D localhosbcin t i ACR neoe¢ =

Ewova 33. Eloaywytkn @opua oto Icinga Web 2.
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http://localhost/icingaweb2/authentication/login

Services = Icinga Web - Mozilla Firefox x

B Servies - lcingaWieb % | +

« [cIR) @® localhostic @ neoe =

Seices

<" ICINGA

¢ 100 * Sortby CumenSendoeswm ™ It

pingt o1 debiang

tratfic_intEthernet on TEST ROUTER

pingt 21 TEST_ROUTER

Stemp_int:FaslEthenets on
# n fortBmdts  F: t3:UP:

pinod 07 182.168.23 (DOWM)

[ 1]
Ewkéva 34. Ta services mou eivat o€ Attoupyia oto Icinga Web 2.
Hosts : Icinga Web - Mozilla Firefox x
B Hostszlcnga Web X | +
e @ % noe =

4 % v Soriby Hosiname i3

u 15216621
ue 192168210

1924682450

siceMarZ) PI4G O

L= - ]
Ewova 35. Ot Hosts oto Icinga Web2.
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TEST_ROUTER = Hosts : kcinga Web - Moxilla Firefox

BB TEST_ROUTER : Hosts % +

5 Cf @ localhasticingawsb2/manitaring listhosts #ficingaweb2/monitoring

€25 * Soduy Hosiname

U 19216021
P 192160210
UF- 1921682150
g;m.a.s
19216026
192.16028
debiand

up  TEST_ROUTER
snco M 73 "

snmp_IntATIO

i [EONTTRN srp_ii:Ethernatd
dort v -

P T T srmp_ it FasiEtharnatd

snmp_n FaslEthernat!

' ok snmp_int:FastEthernatz

o snmp_i FaslEthernetd
m e -

! ok tftc_intATMO
Mar

ok rafe_inkEthernetd
ratic_intFastEterenn

affic_ink-FastEtharnet!

raffic_inlFastEtharnet2

ok trafic_inkFastEthermet

ovons @ @

Ewova 36. Ta services yto tov TEST_ROUTER

BB Tactical Overview = lcing X | +

0@ @ localhost/cingaweb2/monitoring/tact

Host Summary
°
A
Hosts Down
aw
0o
2
o sy
yr—

Tactical Overview :- lcinga Web - Mozilla Firefox

Service Summary

3

Services Critical

o

Warning

B voown

Ewova 37. To Tactical Overview tou Icinga Web 2.
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B Current Incidents ;- Dash X+

Current Incidents :: Dashboard :: Icinga Web - Mazilla Firefox

€2 Ce

@ localhost/icingaweb 2/dashboare

Service Problems
- snmp_intEthernetd on TEST_ROUTER
_ cumica. g "
8 Dasrboard et 12:0u
oF z ‘snmp_int:ATMO on TEST_ ROUTER
BTN v co15 Loy LowerLayer oo
a2y
— anmp_intFasiEthernetd o1 TEST_ROUTER
o - e
ralbc_in-FastEtharnet2 on TEST ROUTER
& Iomgaadir

apt o1 debiand
an Routar [DOWN)
119216823 {DOWN)
192.168.28 [DOWN)
a1 192.168.26 (DOWN)

or Routet (DOWN)

Recently Recovered Services
1 oK snmp_int:FasiEthernetd o1 TEST ROUTER

ok pingt on TEST_ROUTER

ok pinglon 152168210

' ok pington debiand
nae
' Ok precsn debiand

ok pinglon 19216825

1 1148
o traific_int:FastEthernet on TEST_ROUTER
Ao 13133
L ]

pingt o 1921662150

ok pingdon 19216821

ratfic_int:Ethernatd o1 TEST_ROUTER

Mar 23

Ewéva 38. Ta incidents tou Icinga Web 2.

B TEST_ROUTER : Hosts - X | +

SN

~icinGa

e 2 = sovy

us  ts2ieezt
ue 182468240

1921682150

19296023
19216025
1216820

19216828

TEST_ROUTER

Ewova 39. TEST_ROUTER Host

@ Iocalhost/icingaweb2/monitoring/lisyhosts#iicing

TEST_ROUTER : Hasts : Icinga Web - Mozilla Firefox

Hosinams “n W TesTRouTER
Spae—r-1: |
P T Y ———
Plugin Output
PING OK - Packet Loss = o, RIA =
a
[ L

Problem handling

Tochnical Support: NEp:www csca comtachsupport
Performance data

Label Vaks  Warning Gritcal

M 118ms 3005 5005

' ploo% sow i

Notifications

Check execution

10 s @) @
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oz "
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Tuunepaocpato

KaBnuepwva n texvoloyia yivetal ohoéva kal 1o TOAUTIAOKN TO (610 Kal n acdAlela Twv
SIKTUWV TWV UTIOAOYLOTWV pag. O €Aeyxoc aodAAELOG O AUTA KABWE N AMOTEAECUATIKOTNTA
KOL OKEPALOTNTA TOUG £(vVOL TO CNUOVTLKOTEPO TUAUA TOOO yla €va cUoTNUA ETULTAPNONG

SKTUOU 000 YL TOUG AvBPWIOUG oV €ival EMLPOPTIOUEVOL UE AUTO.

AopBavovtag umodn oOtL ol ebappoyEC avolxtou Kwdika €xouv davel aflomioteg Kal
avtaywvilovtal oe peyaho Babuo, tig edbapUoOYEG TTOU amalteital KataBoAr XpnUatikou
TOOOU Yl TNV AIOKTNGON TOUG N emiAoyr] avolxtol KwdLka Aoylopkol Atav n KaAUtepn

Sduvarn.

EmAéyovtag £tol to IcingaWeb2 poag 666nke n duvatotnta va €pboupe oe enadn He TV
Snuoupyla evog TETOLOU CUOTAMATOC Slaxeiplong SIKTUOU AVOLKTOU AOYLOMLKOU Qamo Tnv
opxn. Ta otddla g eykaTAotoong NG SLopdpdwong Tou Kol TG AETOUpylog TOU pag
£depav avTIHETWOUG Ue SLadopa TEXVIKA {NTAUOTO TTOU MO £KAVOV VO KOTOVONOOUUE

OKOWO TIEPLOCOTEPO TNV APXLTEKTOVLKH TOU.

TNV mapouod PEAETN KatadEPae vo SNULOUPYNOOULE KAl VA TIAPAUETPOTOLOOUME U0
Sladopetika plugins, to check_snmp_int kat to check_iftraffic mou ta ebapudoaue oe éva

SoklpaoTikod Router.

Me to check_snmp_int urmopoucape va eAEyXOUE TNV AELTOUPYLKOTNTA TNG EKACTOTE BUpOC
Ethernet, evw pe to check_iftraffic umopovoape va eAéy€ou e TNV Kivnon mou MePVAEL amo

TNV ekdotote BUpa Ethernet kal va oplooupe ta avtiotolya threshold evhuépwonc.

JUUMEPAOUATIKA TO MAEOVEKTNHA avaBabuioswv Kal n mpocbnkn véwv duvatoTATWY CTo
Icinga web 2 aAAG Kal n TEXVOYVWOLO TTOU QTTOKTOULE 000 TO XPNOLUOTOLOUUE KABLoTA TO

oUOTNUO EUKOAOTEPO aTNV £TAUGCH TPOBANUATWY KAl OMOSOTIKOTEPO.
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https://debian-handbook.info/browse/stable/sect.installation-steps.html
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https://labs.consol.de/nagios/check logfiles/
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https://www.pcwdld.com/best-network-monitoring-tools-and-software
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https://en.wikipedia.org/wiki/Central Authentication Service
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https://www.virtualbox.org/wiki/Downloads

10. Network management system list

https://www.pcwdld.com/best-network-monitoring-tools-and-software

11. Icinga instructions

https://www.terena.org/activities/tf-noc/meeting12/slides/20150408-icinga.pdf

12. Check_http

https://www.monitoring-plugins.org/doc/man/check http.html

https://nagios-plugins.org/doc/man/check http.html

13. Icinga Troubleshooting

https://icinga.com/docs/icinga2/latest/doc/15-troubleshooting

14. Icinga Network Monitoring — Viranch Mehta by Packt Publishing
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Napaptnua

A) Napapetponoinon TEST_ROUTER
TEST_ROUTER#sh run

Building configuration...

Current configuration : 3315 bytes

!

I Last configuration change at 17:11:44 GMT+2 Wed Apr 1 2020 by adroul
version 15.3

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname TEST_ROUTER

|

boot-start-marker

boot-end-marker

agm-register-fnf

aaa new-model

aaa authentication login default local enable
aaa authorization console

aaa authorization exec default local

aaa session-id common
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memory-size iomem 10
clock summer-time GMT+2 recurring last Sun Mar 3:00 last Sun Oct 4:00

multilink bundle-name authenticated

license udi pid C887VA-K9 sn FCZ1924C254

!

username adroul privilege 15 secret 5 $15dgZQSfAJLORzLYPvBpiv3HF3Yx.
!

controller VDSL O

interface ATMO
no ip address
shutdown

no atm ilmi-keepalive

interface Ethernet0O
no ip address

shutdown

interface FastEthernetO

no ip address

interface FastEthernetl

description CONNECTION TO ROUTER

no ip address
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interface FastEthernet2
description CONNECTION TO PC

no ip address

interface FastEthernet3
description CONNECTION TO RASPBERRY

no ip address

interface Vlanl
description LAN

ip address 192.168.2.100 255.255.255.0

ip forward-protocol nd

no ip http server

no ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 192.168.2.1
!

ip access-list standard management
permit 192.168.2.10

permit 192.168.2.150

snmp-server community Icinga RO 10
access-list 10 remark ICINGA
access-list 10 permit 192.168.2.10

access-list 10 permit 192.168.2.150
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control-plane

mgcp behavior rsip-range tgcp-only
mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable

mgcp behavior comedia-sdp-force disable

mgcp profile default

banner login AC

3k 3k 3k sk sk sk 3k ok sk sk sk sk sk sk ok ok 3k 3k 3k sk sk ok ok sk 3k 3k sk sk sk ok sk 3k 3k 3k sk sk ok 3k sk 3k sk sk sk ok sk sk ok 3k sk sk sk sk sk ok ok ok sk sk skosk sk skook sk sk k sk sk ksk ok sk k
* This system is for the use of authorized personel only. *

* Individuals using this computer system without authority, orin  *

* excess of their authority, are subject to having all of their *

* activities on this system monitored and recorded by system *

* personnel. *

* In the course of monitoring individuals improperly using this system, *
* or in the course of system maintenance, the activities of authorized *

* users may also be monitored. *

* Anyone using this system expressly consents to such monitoring and is *

* advised that if such monitoring reveals possible evidence of criminal *
* activity, system personnel may provide the evidence of such monitoring*

* to law enforcement officials. *

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 5k %k %k 3k 5k 3k 3k 5k %k %k %k >k 5k 3k %k %k 3k 3k 3k 3k %k %k >k 3k 3k %k 5k 3k %k %k %k >k 3k 3k 3k %k %k %k 5k %k %k %k %k kk ok k
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* TEST_ROUTER *

3k 3k 3k 3k 3k >k >k 3k 3k 3k 3k 3k >k 5k 5k 3k 3k >k 3k 3k 3k 3k %k %k %k 3k 3k 3k %k %k 3k 3k 3k >k %k %k %k >k 5k 3k 3k %k %k %k 3k 3k %k %k >k 3k 3k 3k >k >k %k 5k 3k 3k 3k %k %k >k 5k 3k %k *k kk*kkkk*k

e

linecon 0

logging synchronous

no modem enable

line aux 0

linevty 04

access-class management in
logging synchronous
transport input all

!

scheduler allocate 20000 1000

end
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