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dnAwvw umevBuva otL:

1)

3)

E{pal o KATOX0G¢ TWV MVEUUOTIKWY SIKALWUATWY TNEG TPWTOTUTING
QUTAG €pyaoiag kat amd oco yvwpllw n epyacia pou e
oukodaviel TPOOWMA, OUTE TIPOOBAAEL TA TIVEUUATIKA
Sikalwpata Tpltwv.

Arntodéxopal otL n BKM pmopel, xwpic va aAAAEEL TO TtEPLEXOUEVO
¢ gpyaociag pou, va tn SLobéoel oe nAekTpovik pHopdn HéEoa
and ™ Yndlakq BiBAOAKN NG va TNV aviypdyel oe
omolodnmote pHéco r/kal os omolodnmote popdoTuUTo KABWE Kal
Vo KPOTA TIEPLOOOTEPA amod €va  avilypoada ywo AOyoug
ouvtnpnong Kat aodpAaleLog.

Omnou udiotavral Swawwpata AAMwv  Snuloupywv  €XOUV

Staodaliotel OAeC oL avaykaieg Adeleg xpriong EVw To avtiotoLyo
UALKO elval eudlakpito otnv untoBAnBeioa epyaocia.
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H mapouoa rtuxlakn epyacia eivat aplepwUEVN 0TNV OLKOYEVELA
HoU, aAAd KUplwg oTN ylayld pou XpLotiva Kol oTov Armou Hou
l'ewpyLo, TOoUG omoioug ayamouaoa oAU Kot Epuyav amnod tn {wr KoTa T
Slapkela twv omoudwv pou. Oa ABgAav oAU va npoAdBouv va pe Souv
va opkilopat wg VEOG TUXLOUXOG.
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Mnyv a@r|o€ig MoTé va ofifoel
N GAOYQ NG EATIIOOG HEGQ GOU.
Xwpic eAnida de (el T0 OVELpO...

4
Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



EYXAPIZTIEZ

H nmapouoa Mtuylakr Epyacia ekmovrBnke oto MAALoLO TOU TIPOTITUXLOKOU
TPOYPAUHATOG omoudwv Tou TuAuoato¢ MAnpodoplkng Kot TNAEUATIKAG, TOU
Xapokoreiou Mavemniotnuiov, umo tnv enifAedn tou k. Toadnua Avapyupou.

Apxikd, Ba nBela va €euxapPLOTOW TOUG YOVEIC MOU Yyl TN OUVEXN
umootnplEn toug kKad’ OAn tn Sldpkela TNG doltnong MPOKELUEVOU VO TIETUXW TOV
QMWTEPO OTOXO, AUTOV TNG amodoiltnong Kal TNG amoKINong Twv KATAAANAwWV
YyVwoewv. H cupmapdotoon Kal n eumiotoocuvn mou €8elfav oto mMpoocwrnod Hou
arnoteAel KaBopPLOTIKO MAPAYOVTA AUTHG TNG EMLTUXLAG.

Tnv el\ikpvp pou suyvwpoouvn Ba nBeha va deifw otoug diloug kal
OUUGOLTNTEG HOU OTMWEG KAl TO UTIOAOLTO TIPOCWTIILKO TOU TAVETLOTNUIOU Tou
anotéAecav Kot eKkelvol €va eMUMPOOHETO KivnNTPOo HE T TOPOTPUVOELG Kall
OUUPBOUAEG TOUG 0 OAN TN SLAPKELD QUTWV TWV XPOVWV YEYOVOC TO OTOLO EKTLUW
Wlattépwe.

Télog, Ba nBela va suxaplotiow Babutata tov k. Toadnua Avdpyupo,
pnéAog E.ALM. tou TuAuaTtogylad TNV £UNMVEUCN TIOU HOU £6WOE yla QUTAV TNV
epyaoia péoa anod tn Stbaokalia Ttou, tn duvatotnta Mou pou £6waoe va aoXoAnbw
HE éva T0oo evlladepov BEpa oto xwpo tng MAnpodopknc Kat TNV oTRPLEN Kal TIG
ouolwdeLg oUPBOUAEC, KATEUOUVOELG TTOU OV TTAPELXE KATA TNV €KmOvnon t¢. Me
BonBnoe va gpumAoutiow To yVwoTiko nedio oto avtikeipevo tng NMANPodopLkAG Kot
KUPLWC va Le e€OLKELWOEL e VEEC TEXVOAOYLEC Kal peBOdouc, avamtiooovtog LT
HoG aplotn ocuvepyaoia. Eniong, 6a nBsAa va euxaplotiow ta PLEAN TNG EEETAOTIKNAC
ETUTPOTNG, K. Koualoupr lewpylo, Emikoupo KaBnyntr) oTo yVWOTIKO QVTLKEIPLEVO
Texvoloyieg kat Anodoon Ynnpeolootpedwv Edpapuoywyv kat Yrodouwv, LEAog AEM
Kal Tov K. Alou Xpnoto, Emikoupo KaBnynty oto yvwoTikd avTlKeipevo Texvntn
Nonpoouvn kat Mnxaviky MaBnon, nélog AEM, yla tn moAUTIun BorBela toug otnv
MEPATWON Twv omoudwv pou. MAnpodopieg yla Ttoug K. Kouatloupn kot K. Alou otn
oglida [professors-info].

5
Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag


https://dit.hua.gr/index.php/el/department/faculty-a-staff/faculty-members

NINAKAZ NEPIEXOMENQN

MepiAnyn

Abstract

KATAAOIOz EIKONQN
KATAAOIOz NMINAKQN
KATAAOIOz 2XHMATQN
SYNTOMOIPA®DIEZ/AKPQNYMIA
KE®. 1: Eloaywyn

KE®. 2: AvadAuon & Zxedioon ALaSIKTUAKOU ZUOTHLATOG
2.1 Elcaywyn
2.2 AvaAuon Antottoswv & XapaKTnpLoTKA ZUOTHUOTOC
2.3 Ixeblaypappota

KE®.3: TexvoAoyieg Tou ALaSIKTUAKOU ZUCTHHOTOG
3.1 Python - FastAPI Framework
3.2 Javascript - VuelS Framework
3.3 VSCode IDE
3.4 SQLite - DB Browser for SQLite, PostgreSQL - PgAdmin
3.5 Uvicorn, Nginx
3.6 Docker, Ansible, Jenkins, Kubernetes

KE®.4: YAomnoinon kat Mapapetponoinon ZuctTALATOG

4.1 Baowkn Aopn - Mapadoxég

4.2 AuBevtikomoinon Xpnotwy
4.2.1 Aladikaoia Evowpatwong otnv FastAPl Epappoyn
4.2.2 Atadikaocia Evowpatwonc otnv VuelS Edappoyn

4.3 Backend Edappoyn - FastAPI

4.4 Frontend Edpappoyn - VuelS

4.5 EpyaAeia DevOps

10
14
15
16
17

20
20
20
21

25
25
30
34
35
38
39

56
56
57
57
59
59
63
65

6

Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn

Aswtoupyia web epappoywv / Navayiwtng MnéAAag



KE®.5: Evowpdtwon tov Docker kot tov Docker Compose 66

5.1 Eykataotaon Docker 66
5.2 Evowpatwon tou Docker Compose 67
5.3 Github Container Registry 72
5.4 Security Scanning 73

5.5 PUButon Domain Name & Eykataotaon SSL Certificates - HTTPS
MNepBailov 75
KE®.6: Evowpdtwon tng Ansible 81
6.1 Ansible Repository 81
6.2 YUvbeon SSH 82
6.3 Playbooks 83
KE®.7: Evowpdtwon tou Jenkins Server 84
7.1 Jobs - Pipelines 84
7.2 Awoxeipion MetafAntwv NeptBailovtocg yia Mapapetpormnoinon 85
KE®.8: Evowpdatwon tov Kubernetes 86
8.1 XUvbeon pe Kubernetes Cluster 86
8.2 PUBuLon Domain Name 86
8.3 MeptBaArlov Kubernetes 89
8.4 Eykatdaotaon SSL Certificates - HTTPS MNeptBaAAov 92
KE®.9: Zevapia Xpriong 93
9.1 JeAiba Eyypadnc & Tuvdeong 93
9.2 Aeltoupyieg Xpnotwy 95
KE®.10: Zupunepdopata kat MeAlovtikég KateuBovoelg 96
10.1 Zupnepaopata 96
10.2 MeA\ovtikeg KateuBuvoelg 97
BIBAIOTPADIA 98
Napdptnua A’ - BonOntikog Kwdikag 99
Napdaptnua B’ - AnoBetriplra Kwdika Epyaciag 99
7

Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



NepiAnyn

O oKomog NG mapoVoOG TTUXLAKAG Epyaciag eival n avamtuén, vAomoinon
Kal TapapeTpornoinon evog Sladlktuakol ocuotipato¢ Slaxeiplong altioswv
OUCTATIKWY ETILOTOAWV TOU Ba  SleUKOAUVEL ¢olTtnTEG, KaBnyntég oAAA Ko
e€wTtepLkoUG dopelc OMwG mavenotHua [ etalpeieg (mou xpeldlovtal CUCTATLKA
ETILOTOAN TPOKELPEVOU va dexToUV 1 va mpooAdBouv éva doltnth 1 anodolto) va
autopatonowjoouv Oladopeg Sladikaociec. Oa efokelwBolpe pe ouvadeig
texvohoyiec mMAnpodopLkAG OXETIKA UE TNV oxedlaon, avamrtuén, autopatomnoinon,
EYKATAOTAON KL OLUVTHPNON AOYLOMLKOU SlaBEatpuou oto web.

To avtlkeihevo TNG epyaciag elval n eyKATAOTOON KAl TIAPAUETPOTOLNON TOU
OUOTNUATOC TIPOKELPEVOU va gival SlaBéoipo oto Stadiktuo alAd Kal vo Pmopel va
BeAtiwvetal eUKOAA Pe aUTOHATOMOLNUEVO TPpOTo. OL Sladikacieg yla tnv emniteuén
TwV Mapanavw ovopalovtal cuxva development operations (DevOps).

H peBodoloyia mou akoAouBnBnke eival n MOPAKATW. ZEKIWVAHUE HE TN
oxeblaon Tou AoylopLKOU KoL TIC QMOULTAOEL TWV SUVNTIKWV XPNOTwV. Juvexilouue
LE TNV €TAOYN TWV KATAANAWY TIPOYPOUUOTIOTIKWY YAWCSOWV KoL TwV OVTioToLXWV
frameworks (étowuec mpoypappaTIoTIKES BLBALOBNKEG POC emavaxpnoLionoinon)
Kal avaAapBavoupe tTnv ulomoinon tng epappoyng cUUPWVA UE TIC ATIALTACELG KOl
™ oxediaon mou mponyndnke.

Jtnv mopeia gpeguvnOnke o Tpomog tou dockerization Tou cuoTAUATOC AAAQ
KAl O TPOMOG QUTOMATONOINONG TNG €ykataotacng outol. Efetdotnkav ot
eVOANQKTIKEC TeXVoAoyiec docker yia virtualization kal containerization, 6nwg to
Github Container Registry. To onUaAVTIKOTEPO AOYLOULKO TIOU XPNOLUOTOLONKE oTa
mAaiola tng DevOps &wadikaociag eivat o KuPBepvrtng (Kubernetes), to omoio
Slaxelpiletal containers oav avtlkeipeva Aoylopikol cuvdedepéva Kal Ue AAAa
ETOLUA AOYLOMLKA TIOU uTtdpxouv N Pacelg dedopévwy. To EMOUEVO KOUUATL TNG
Stadikaotag elval n cuvexng EVowWUATWON, AVATUEN Kal cuvtrpnon te ebapuoyng
xpnotpomnowwvtag ClI/CD servers.

TéNog, kavoupe pla avadopd kat okl oe kamola epyodeia Stdyvwong
npoPfAnudatwyv alAd kat emifAedng Aoylopikou (monitoring - logging tools). Na tnv
EKTIOVNON NG Mapol oG epyaciag Kot tTnv ektéAeon tng neplypadeioag Stadikaoiog
xpnolgomnowdnkav epyaleia version control onmwg github, kot 1beatéc pnxavég
(virtual machines - VMs) mou avrikouv oTLg UTIOSOWEC Tou TUpatog NMAnpodoptkig
kat TnAepatikng tou Xoapokomeiou Mavemiotnuiov ABnvwv, oAAd kat oe cloud
napoyouc (BA. Microsoft Azure kat Google Cloud Platform).

NEEELC KAELOLA: [Alaeiplon oUCTOTIKWY EMLOTOAWY, AOYLOUIKO, AUTOUOTOTIOINGN,
DevOps, Kubernetes]
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Abstract

The purpose of this thesis is the development, implementation and
configuration of a web reference letter request management system that will
facilitate students, faculty and external bodies such as universities or companies
(that need a reference letter to accept or hire a student or graduate) automating
various procedures. We will be familiar with IT technologies related to the design,
development, automation, installation and maintenance of software available on the
web.

The object of the thesis is the installation and configuration of the system in
order to be available on the internet but also to be able to be easily improved in an
automated way. The processes to achieve the above are often called development
operations (DevOps).

The methodology followed is as follows. We start with the design of the
software and the requirements of the potential users. We continue with the
selection of the appropriate programming languages and the corresponding
frameworks (ready programming libraries for reuse) and we undertake the
implementation of the application according to the requirements and the previous
design.

In the course, the way of dockerization of the system was investigated, as
well as the way of automation of installation of its. Alternative docker technologies
for virtualization and containerization, such as the Github Container Registry, were
examined. The most important software used in the DevOps process is the
Kubernetes, which manages containers as software objects linked to other existing
software or databases. The next part of the process is the continuous integration,
development and maintenance of the application using Cl / CD servers.

Finally, we make a report and test on some problems of diagnostics and
software monitoring (monitoring - logging tools). For the elaboration of the present
thesis and the execution of the described process, version control tools such as
github, and virtual machines (VMs) belonging to the infrastructure of the
Department of Informatics and Telematics of Harokopio University of Athens, but
also to cloud providers were used (see Microsoft Azure and Google Cloud Platform).

Keywords: [Github, Software, Docker, Jenkins, Kubernetes]
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SYNTOMOIPA®DIEZ/AKPQONYMIA

DevOps Development Operations

Dev Development

IT Information Technology

SDLC Systems Development Life Cycle

KPI Key Performance Indicator

Cl/CD Continuous integration / Continuous Delivery - Deployment
UML Unified Modeling Language

VM Virtual Machine (16eatn - Etkovikry Mnxavn)

fgdn Fully Qualified Domain Name

ASGI Asynchronous Server Gateway interface

JS JavaScript

HTML HyperText Markup Language

npm Node Package Manager

VSCode Visual Studio Code

IDE Integrated Development Environment

PostgreSQL Postgre Structured Query Language

URL Uniform Resource Locator

HTTP/HTTPS | Hypertext Transfer Protocol / Hypertext Transfer Protocol Secure
IP Internet Protocol

TCP Transmission Control Protocol

YAML Yet Another Markup Language

SSH Secure Shell (protocol)

CWI Centrum Wiskunde & Informatica

FastCGl Fast Common Gateway Interface

CPU Central Processing Unit

INI Initialize/Initialization/Configuration file

CRUD Create, Read, Update and Delete

REST API REpresentational State Transfer Application Programming Interface
DNS Domain Name Server
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KE®. 1: Elcaywyn

‘Evag ammod toug Kuploug otoxoug tou DevOps eival va yedupwoeL TO XAOUA HETAEY
Business, Dev kal IT pe otoxo va petatpePel to SDLC o otpatnyko mopo. Qotoco,
yla va eTiteuxBel autodg 0 oTtdX0G, £lval EMITAKTLIKA QVAYKN va EMIAEYOUV TA CWOTA
epyoadeia. Ta owotd epyaleia MpayUATOTOLOUV OAd Ta TAeoveKTHata Tou DevOps
BeATlwvoVTag TNV MOPAYWYLKOTNTA, auvfavovtag tn StadAavela, LELWVOVTOC TO XPOVO
yla Ta mpotdvta Kal Tig umnpeoieg va Byouv otnv ayopd, BeAtiwvovtag toug KPI,
OTMWG HETPNOELG amddoong KWK Kal afLOTILOTIA, EVW OUGCLOOTLKA ETLTAXUVETAL N
Swadkaoia dnuoupyiag afiag. H ohokAnpwpévn Alota twv epyaleiwv DevOps sivat
€va Brila Ipog TNV Katavonaon autol Tou tomiou. QoTO00, TPETEL VA EXETE KATA VOU
OTL N QITOKTNON AELTOUPYLKNG WPLULOTNTOG SEV elval KATL TTOU Umopel va emiteuyBOel ev
pio VUKTE, okOpn Ko PETA tnv epapuoyn Twv epyaleiwv DevOps. Oa smitpEPel va
TIAPEXETAL KAAUTEPO AOYLOUIKO Kol va Staodaliletal BeAtiwpévn Siaddvela oe
0AOKANpPN TNV aAucida aflac. Autd ta epyaleia DevOps and pova toug v odnyoluv
OE UETACXNUATIOUO, Elval amAwg €va KPLoWo Brua yla vo CUUMOPPWVECTE WE TIG
odnylec Agile/DevOps, wote va UMOpPEiTe va €0TLAOETE oTn BeATiwon Tt TaxUTNTAC

KalL TNG akpiBeLag kal va evepyomolnBel n cuvepyaoia pHeTaty opadwvy.

ITOXOC TNG TTUXLOKNG €pyooiag elval To nNAEKTpOVIKO ocloTtnua Slaxeiplong
OUOCTOTIKWY EMLOTOAWV va aflomolel Tn péBodo tou DevOps Kal vo SLEUKOAUVEL TNV
KaOnuepwotnta otnv enayyeApatiki {wh Twv ¢oltnTwy Kal Twv Kadnyntwv aAld
Kol UMOAAAAWV O€ TIOVETLOTAULO KOl €TOlpEie wote pe T Ponbswa twv
TIPOYPOUMOTIOTWY VA  OUTOUOTOTOLOUV  SLaSIKAOIEG, va TETUXALVOUV CUVEXN
Evowpatwon kat mpowbnon oe mepfariov napaywyns (CD) Tou cuoTAUATOG LETA
and kABe allayr TPOCAPUOCHEVN OTLC QAVAYKEG TOUG, va €xouv duvatotnta
TOPOPETPOTOLINONG,  EMEKTACLIUOTNTAG TOU  OUuOTAMOTOGC Ot  SladopeTika
neptBalovta  ektédeong Xwpic Ta MPOoPARUOTO TNG OVAXPOVLOTIKAG HeBOSou

TUPOYPOAULATIOHUOU.

Ocov adopd tn Soun TNG MapoUCaC TTUXLAKAG £PYOOLOC EXOUUE TO TIAPOKATW
kedalala.
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Jto Kepdlawo 2 yivetar mopouciaon TG O€ag, tng oxedlaong Kal Twv
XOPOKTNPLOTIKWY TOU CUCTAMOTOG yla va kataAdBoupe nmwg Ba Ponbdrnoet tnv
akadnuaikn Kkat Oxt Movo kowotnta. H moapouciaon tng oxedlaong kat tng

OPXLTEKTOVLKAG TOU CUOTAMATOC yivetal pe tn xprion UML Staypappdtwy.

Jto KepaAawo 3 meplypAdovral oL TEXVOAOYIEC TOU XpnoLdomolénkav ywo thv
avVATTUEN TOU OUYKEKPLUEVOU OLaSIKTUAKOU OUOCTHUATOC KOl TIG OUVIOTWOEG

(components) autou.

Jto keddlao 4 PAEmoupe  KAmola  EMUTAéoV  components, TOV  TPOTO
TIAPAUETPOTIONGCNG TNG CUCTNLOTOC WOTE Va UMopPEel va eykatactabel og servers kal
va yivetat public available kat mapoucialovtal umootnPL{OUEVEG AELTOUPYLEG.
EmutAéov, KAvoupe avadopd o€ TPOMOUG Kal EPYOAELD AUTOUATOTIOLNUEVNG SOKLUNG

TOU AoYyLopLKOU Kal epapUoyEC TTAVW OTO CUCTN LA TIOU TTEPLYpAdETAL.

1o kedpdalalo 5 mapouotdletal o TPOMOG TOU containerization kot virtualization
edappoywv pe xprion tou docker kat tou GitHub Container Registry aAAG Kol WG

yilvetal n aviyveuon Tpwtwv onueiwv pé€oa ota containers Tou CUOTAATOC.

210 KedAlalo 6 eEnyeltal mwg Umopet va autopatonolnbel n eykataoctaocn Kwdika
AoylopikoU oe VMs 1} servers xpnolponowwvtag tv Ansible, ta umapyovta docker

services, kot avtiotolyo kwdika (ansible galaxy roles).

1o kepahawo 7 PBAEmoups mw¢ pmopst va xpnotpormown®el évag CI/CD server
(jenkins) ywa to ouvexn €Aeyxo Kol Tn SLAVOUR TOU CUCTAUATOC OTOUG TEALKOUG

XPNOTEC HE KABe aAhayn TTou Umopel va YivEL 0TOV KwdLKAL.

2to kedalalo 8 yivetal xprion tou AoylopikoU kubernetes kat eme€nynon tng évvolag

tou helm. Eniong avaAvou e tov tpomo nou pubuiloupue fgdn (fully qualified domain

name) yla tnv epappoyn Hog.
Y10 kedpalalo 9 mapouaotalovrol T CEVAPLO XPrONG TOU GUOTHHOTOG.
Jto kedpdlawo 10 Pyaloupe XPAOLUA OCUUTIEPACUATA TIOU EVOEXETOL Vv

XpnotomnolnBouv o€ LEANOVTIKEG ETTEKTAOELG TOU BEUATOG.
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TéMNog, yivetal mapaBdeon tng BLBAloypadiag yia 0An tn Bonbela mou nmpocédepav
0TNV €KTOVNON TNG TTOPOUCAG TITUXLAKAG EPYACLOG KAL TTOPAPTNHATWY LE TOV KWK

mou Bonbnoe otnv avamntuén Tou CUCTAHUATOC.
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KE®. 2: AvaAuon & Zxediaon AladilktuakoU ZUOTHHOTOC

2.1 Elcaywyn

JITO OUYKeKPLUEVO kKedaAalo Ba mapouclaoctel N avAAUCN TWV ATIOTHCEWV TWV
XPNOTWV KAl TWV XOPAKTNPLOTIKWY TTou Ba BgAape va KaAUTTeL To cuotnua. Mvetatl
avadopd otoug poAoug NG edapUOYAG KoL aVaSEIKVUETOL N onuacio TnG XpHong

DevOps gpyaAeiwyv yLa TNV OPXLTEKTOVIKH TOU CUOTHMOTOG.

2.2 AvaAuon Antotioewv & XopaKTnPELOTIKA ZUGTAOATOG

To ovotnua mou BéAoupe va OvVAMTUEOUUE KOl VO  TIOPOAUETPOTIOL|OOULE
SloxelplleTal CUOTATIKEC ETMLOTOAEG KOl UTOoTNPilel Toug €€nc poAoug: poltnTig
(student), kaBnyntig (teacher) kat Staxelplotn¢ ovotiuatog (admin). Ixedialetal

yla va e€umnpetel TNV akadnpaikn Kowotnta Kot KAOs mavemnioTtruLo.

O dountng MPEMEL va UMOPEL va KAveL aitnon oe €vav amo toug Slabéoiuoug
EYYEYPAUUEVOUG OTO CUOTNHA KABNYNTEG YL CUCTATIKI ETLOTOAN YLA VA AMOOTAAEL
elte oe kamowov ¢dopéa epyaciag (etalpeia), €lte 0 KAMOLO TAVETLOTHMLO Yla

HETATITUXLAKO TIPOYPOLA OTIOUSWV.
O kaBnyntn¢ mpénet:

1) Noa pmopel va 8eL mAnpodopieg yla TIG attrioelg mou tov adopouv Kal va
arnodacilel av TIG amoSEXETAL I) AV TLG ATIOPPLITTEL.

2) Edooov anoddoioe va tnv anodextel, Oa uTTOPBAAAEL TO OXETIKO KELUEVO TNG
EMIOTOANG Kal Oa amooTtéAeTal evnuéPwOn OTOV €EWTEPLKO ¢opéa 1
TLOVETILOTH ULO.

3) Oa eVNUEPWVETOL YLO VEEG QLTI OELG TTOU ameuBuvovTal o€ auTov.

Y10 ouotnua, Ba uTapyEL Kol 0 SLaXELPLOTAC O omoiog Ba £xel mpooBaon os OAa Ta
Sebopéva aTHoEWV KaL Xpnotwv. Oa Urmopel eniong va 8L OTATIOTIKA OXETIKA HE TLC

QLT OELG CUOTOTLKAG ETLOTOANG KAl TNG MOPELAC AUTWV.
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Kamola amo ta embupuntd xapaktnpLloTikad mou Ba €xeL To cuoTNUA €ival n ypadLkn

QTTELKOVLON OTOTLOTIKWY KoL N tapoxn ¢opuag emkowvwviag. Akopn, Oa OeAaue:

1) va napéxetal ypopun avalitnong yLo AtioeLg Kat kabnynteg,

2) va TMETUXOUUE aVeKTIKOTNTA o€ AdBo¢ dedopéva eloodou 1 o eAattwpaTa
AAAOU AOYLOULKOU TIOU XPNOLUOTIOLEL,

3) va pmopei va xpnotpornownBei pe docker kat kubernetes yla Tig avaykeg g
epyaoiag,

4) €UKOAN MOPAUETPOMOLNON TIUWV TOU cuoTnuatog (onmwcg cuvdeon pe Baon,
anodektol hosts k.A.), kKAtL Mou Bewpeital autovonto Kot TN OLApPKELA

avantuéng pag Stadlktuakng edapuoyng.

2.3 Ixeblaypapparo

Visual Paradigm Online Free Edition

Deployment Environments

L A
<<device>> VM-2 Docker Deployment
Local PC
<<component>> a)

docker-compose

<<component>> 8] <<component>> g
Back-end (FastAPI Server) Front-end (VueJS Client)
Commity Push / Merge

Pipeline for deployment Uvicorn m
<<component>> a) with Docker using Ansible FastAPl

Reference Letters
System Repository
(git submodules) RIS
PostgreSQL
<<component>> &
FastAPI Server
Clone & Trigger <<device>>
Wethook vm-1
I i
<<component>>  &] Jenkins Server
Ansible Code
<<component>> & VM3 Kubernetes Deploy
VueJs Client Vueds
ConfigMap
Pipeline for Ingress VueJdS VuedsS | 3
\pel_ne Controller —— clusterip —— App
deployment with Kubernetes \\
using Ansible FastAPI
cluster ip
PostgreSQL PostgreSQL
e eluster o EastAPI
S App | | FastAP|
ConfigMap

Visual Paradigm Online Free Ediliq

IXAMa 1 ApXLTEKTOVIKA ZUCTALOTOG
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210 MaPOV SLAYPAUHUA OPXLTEKTOVIKAG BAEMOUE OAOUC TOUG TPOTIOUG OTOU UMOopEL
va yivel deploy to cvotnua pag. Mapoatnpoupe dnAadn ta epyaleia devops, TIG
TeEXVOAOylec Tou xpnotpomolovvtal o kabe tpomo deployment, tov CI/CD Jenkins
Server oU OTOXEVEL OTNV auTopatomnoinon tng 0Ang Stadikaciag, evoelktika ta VM
(ElKOVIKEG pnxavég) omou umopel va yivel deploy to olotnua kot Ta Tpla
anoBetnpla kwdika (ansible code repository, backend fastapi repository, frontend
vuejs repository) omou meplExetal o KwSIKAG OANG TNG epyaciag. toug servers - VMs
KOl OTOV TOTIUKO TPOOWTILKO UTIOAOYLOTH HAG, ONMOU ETLTUYXAVETOL OUVOEON,
enwowwvia kat deploy Tou CUCTARATOG XPNOLUOTIOLETAL TO TIPWTOKOAAO SSH pe
avtiotolya KAEWSL& Tou Snuloupyouvtal. Exovtag otoxo 1o deployment tou
ouotipatog amno to VM nou mepLéxeL Tov Jenkins server ota umtoAouta Kot v SoUpe

™V edapuoyn Hag TOTKA, xpnolpomnotlouvtal jenkins pipelines.

ANTyEIgIrTE Hpronrg
Usernamse : siring Usernans: - sirng
Bl : shring U o Bl © siring
FF—— 0 sXpoTng])
SEmErpyario LKy rpenm]) HEnzirpyacia Koo
* LTy P ARTEEI TR FiuTy poge) Xp o)
Boas Koy
Cpoparte Tyupsn: siring Deopace ey siring
B 1B 04 WL pioa: String Emallzstring
Ensall Pomnmy: string BB porm: string| ]
Eyakf ot string Mruygha: serimg] |

Ayohumsry Babpohoyio: Nie *Ergmyuyn Trongehaw)

SEITmyTay i} Troageha] SEMEfEpyarhn TN ek
SEmzfrpyachn Tnogekal “Emokdenor Ay sl
ooy o Ateren gl ~Eugrankn Emorodng

Mpofokn Amfeecm) 1
1

Biinm

Ao Deoromeng oo
Kabmyns Emiotokis:string

Indanm
Dopios Emoroakg:siring
Emsall Popeaistrireg
o FARNENQ

“Amnioyr ATOm])
“Ambppign Arnons

Ixnua 2 Class Alaypoppo
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O SLOXELPLOTIC TOU CUOTHUOTOG UMOPEL va emeepyaoTel Ta SIKA TOU OTOLKEL 1) TwV
umOAomwv xpnotwv. OL XpRoTEG UmopoUV va enefepyaoTolV Ta SLKA TOUG OTOLXELA.
Xprotng unopel va givat évag kadbnyntng n évag dottntig. Ot poltnTEG Umopouv va
otéAlvouv attioelg n va BAémouv tnv €€EALEN Toug. OL kaBnyntég BAEmouv TIg
QLTAOELS TWV POoLTNTWV KOl OTEAVEL KEIPMEVO OUOTATIKNAG EMLOTOANG £dOCOV TNV
anodéxetal. ITnv aitnon avaypadetal kot To email Tou popéa WOoTe Oe MEPLTTWON
arnodoxn¢ va oTtoAel To KE(UEVO CUOTOTIKAG ETMLOTOANC QUTOMATA OTOV £EWTEPLKO

dopéa otov omoio aneuBUVeTAL 0 poLTNTAG.

Visual Paradigm Online Free Ediion UTINPEGIT CUCTATIKGY STIOTOMIV

NEa Aitnan Euo‘rurncng ETI'IGKO’I'II’]O’I’] ExKpepwy Almcrzwv

va | e o ) T T V- __
-7 ; [~ Intdai. _
- 4 . rmm—==H
[ - i Amodoyr [ ATTOppIwn AMTHOEWY =TT T [ kdva
Inmaa TP N .
oG ET D@D AT IEa ;’ <Iﬁc|ude>> KaenynTic

l
Include=> ‘<<Include< Include =

| ' 'd
B £ KaTaywpnon / EviuEpwaon ZTorEiwy
Eyypapr { ZOw

BETT

< e

AT <<|nc|ude =
a o [podarikn XpnoTwy / GTOIXELY
\ == Include
Afwn email pe ouoTaTIKg
MapBdva ==~ ‘} <<Inc|ude
- Emetepyaaia ¥pnatwy / O'IDI}(EILUV

EEwTEpIKGC Dopiac | “ I .
Aiaypagr xonativ / aroiggioy D= |

mus(apu:rrng Zuornuc: 0<;
Free Ed

1
Misyal Paradigm e

!
¢
]

Ixnna 3 Use Case Alaypappa

O doltnTn¢ KAVEL VEQ OiTnon CUOCTATIKAG ETLOTOANG Kal {NTAEL EMLOKOTNON OAWV
Twv altnoewv tou. O kaBnyntng INTAEL EMIOKOMNGON TWV EKKPEUWV OLTACEWV,
armodoxn | amoppun Toug Kot aveBalouv CUCTATIKN EMLOTOAN OTav amodéxovral
v aitnon. O efwteplkog popeag AapPBAVEL CUOTATIKEG ETLOTOAEC. O SLAXELPLOTAG

Uropel va mpooBEaoel, va tpomomnoliost i va dtaypael xprioteg Kal SeSopéva Toug.
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DOIENEAS iom Online Free Edition Néa
Aitnon
I

| emhfyel '‘Snpioupyia vEag aimong .J_

L0oTnpa

WARVEl VIO KATTOID OToIYEl aTmd To Tpogih Tou

amoBnKEUaT OTONKEILIV

< EMOTPOQPI TTOIKEIWV TTOU UTTApYoUY

(.

Ixnua 4 Sequence Aldypoppa

Bdon
AgSopévwv

KE=m=mm = ZOWINON YIa XPon auTiv- = - - o
amavimon xprioTn
< rompt cupdpmons Sroniw ou Ao |
L
CUUTTANPLICT) OTONEIWY
R feedback oo ¥priom. 4 - _ - _ o ______

O ¢oltntAg emAéyel TN Asttoupyia TG dnuloupylag VEOC altnong amo TNV apxLKn

oeAiba. To cuoTnua PAYVEL yLOL KATOXWPNUEVA OTOLXELO 0TO CUCTNHA TTOU UMOPEL va

XPNOLLOTIOLNOEL KAl ETOTPEPEL OTO GOLTNTA TO OTOLXELA TTOU UTIAPXOUV yLlo va

ouvudwvnoeLl o PoltnTAG yla T XPron autwv. MNa oO,tL otowelo Aeinel (eite dev

UTTAPXEL OTO OUOTNUA, ELTE €lval KalvoUPLO) CUUTTANPWVEL Ta avtiotolya media o

dowtntne. H véa aitnon amobnkevetal otn Bacn Kat to cvotnua Sivel feedback oto

dowtnt yla emtuxn Snuwoupyia kat anobrikevon véag aitnong.

24

Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



KE®.3: TexvoAoyieg Tou ALaSIKTUOKOU ZUOTAHUOTOG

3.1 Python - FastAPl Framework

H Python eival pia Stepunvevopevn duvaplkn yAwooa poypappatiopol upniou
ermunédou kot umootnpilel to SLASPOOTIKO KOL TO QVIIKELUEVOOTPAPEC HOVTEAO.
AnploupynBnke amo tov OAavdo Tkivto Bav POooOUU OTO €PEUVNTIKO KEVIPO
Centrum Wiskunde & Informatica (CWI) to 1989 kat kukAopopnaoe yla mpwtn ¢opa
To 1991.

To FastAPI eival teAevutaia apketd SnuodAéC avapeoa os aAAa web frameworks yla
backend development kat €xel ypadtel oe yAwooa python. Eva web framework
elval éva oUvolo amod otolyeia mou pag PonBa va avamtuéoupe otooeAibeg mio
ypnyopa kat sUkoAa. To FastAPl mpoodépel dladopa ONUAVIIKA XOUPAKTNPLOTIKA
onw¢ eival ol application servers (BA. uvicorn), ot omoiot Stakoploteég Stafalouv
pHnvUpOTO Kol armokpivovtal pe otooeAidec. MU autd pog Bonbasl otnv amooToAn
TIEPLEXOUEVOU WOTE Va edavioTel n LotooeAida. Baciletal oto povtélo tou single-
page application, SnAadn €xoupe £va MPOYPOLUATIOTIKO 0pXELO0 OTTOU SNAWVOULE Ta
endpoints mou BéAoupe va efumnpetolv tov client (mehdtn) mou Ba KaA£oeL T
FastAPl edappoyn pag. Quaotkd xapn otig BaolkeG apxEG TNG python pmopoulpe yla
HEYOAUTEPN OpyAvVWOon Tou KWwOlKa Tou ouyypddoupe va xwpiloupe TNV
mAnpodopia oe meploocotepa apxeia (eite ava katnyopia endpoint, gite emewdn
B€loupe va Eexwpiooupe Ty Tov KwOLKa Tou pog Bonbael otn cuvdeon pe pa facn

dedopévwy ) €va third-party Aoylouiko).

Mo va €xoupe Tt OSuvatdtnta Snuwoupyiag pag FastAPl edappoyng elval
anapaitntn mpolnobeon va €Xoupe eykateotnuévn kamoiwa €kdoon tng Python.
Emelta, TPEMEL VO EKTEAECOUUE KATIOLEG EVTOAEG TIPOKELMEVOU va  VYIVEL n

gykataotaon tou FastAPl framework kat 0tL auto xpelaletal:
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virtualenv fvenv —-p python3

Ewova 1 Anpovpyia EtkovikoU NeptpaAlovtog

To ewkoviko meptBdaAdov (virtual environment) eival anapaitnto eneldn dnulouvpyel
£Val AMOOVWHEVO TtepLBAANoV, Eva dpakelo SnAadn Tou mePLEXEL OAA TaL

anapaitnTto EKTEAEGLUA TIOU XPNOLUOTIOLOUV TA MOKETA TNG EHAPHOYNG.

source fvenv/bin/activate

Ewkdva 2 Evepyomnoinon Eltkovikou MeptBaAovtog

‘Yotepa MPEMEL VAL EYKOTOOTHOOUE TO FastAPl e TNV MapaKATW EVIOAN:

pip install fastapi

Ewova 3 Eykataotoaon FastAPI

Akoun Ba xpelactoupe €vav ASGI server, yla production énwg o Uvicorn (A

eVOAAOKTLIKA 0 Hypercorn).

pip install "uvicorn[standard]"

Ewdva 4 Eykataotaon Uvicorn Application Server

Mo va apXLKOTIOL|OOULE TO project pag Snpioupyoupe Evav GpAKeAO LE Eva OVOUQ
™G potipunong pag (r.y. ref_letters yia va tatplalel pe to O€pa Tou cUOTAUATOC
mou Ba avantuéoue) Kal HEoa KEL Eva apXElo e TITAO main.py To omoio apyotepa
Ba To KAAECOUE XPNOLUOTIOLWVTAG TOV Uvicorn server. EXOULE TOV TOPAKATW OTAO

KWOLKA yLoL SOKLUN TOTIKA.
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from fastapi import FastAPI

app = FastAPI()

@app.get("/")
read root(

Ewkdva 5 Evéelktikog Kwdikag FastAPI

Ze autn ™ ¢aon n dour tou FastAPI project Ba mpémnel va ival €tot:

~ Reference-Letters-Server
» fvenv

~ ref_letters

main.py

Ewkdva 6 Aoun FastAPI Project

Ooov adopa tn ocuvdeon pe Baon Sedopcvwy Snuoupyou e Eva apxelo Pe Titho
db.py 6mou SNAwWVoUUE KAToLa TPAYHOTA TToU daivovTol TapaKATw
xpnotpomnotwvtag to sqlalchemy dependency kat eniong toug mivakeg mouv B€Aoupe

AVOAOYWE TWV aVayKWwV tne epapuoync.

BAémoupe va yivovtal apxLKOTolnoeLg o€ kamola objects mou oxetilovrtal e
ouvbeon oe Baoelg Sedopévwy. Exoupe Kal to engine tou sqlalchemy émou
dnuoupyel toug mivakeg otn Baon eddoov TpEfoupe yia mpwtn popd tnv edappoyn
poG. To DATABASE_URL eival evOELKTIKO Kal UTTOPOULE VAL TO TIEPVAE OTOV KWALKA
TIOPOLULETPLKA XpNOoLpomolwvtog to module dotenv. Napakdtw BAEmeTe Tov KWSLIKA
LLE TOV OTIOLO UIMOPOULE VA AVTIKATACTCOULE TN VPN TToU SNAWVEL TO

DATABASE_URL kavovtag Ko KATIOLEG ETULMTAEOV ELOAYWYEC BLBALOBNKWV.
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i os.getenv( TABASE_URL", defoult="sqlite+aiosqlite
Base: DeclarativeMeta declarative_base
engine - create_async_engine(D

async_session_maker - sessionmaker ine, AsyncSession,

s Teacher(Bose):

_ tablename_ b

id = Column(Integer,

name = Column(String)

description = Column(String)

user_username - Column(String, ForeignKey("user.usernames"))
user relationship( ")

Student(Base):
_ _tablename_ "student™
id Column(Integer, pri
name = Column{String)
school = Column(5tring)
school_id = Column(String)
grades_url = Column({String)

user_username = Column(5tring, ForeignKey("user.username”))

se
user = relationship( )

_ tablename_

id = Column(Integer,

teacher_id - Column(Integer, Foreign d=))
student_id - Column{Integer, ForeignKey("student.id"))
carrier_name - Column(String)

carrier_email = Column{5tring)

status = Column(String)

text = Column{5tring)

User
username Column(String,
email = Column{String)
full_name = Column(String)
student Colum oolean)
teacher = Column({Boolean)
admin - Column{Boolean)
disabled Column(Boolean)

F create db_and_tables():
engine.begin() conn:
conn.rurn_sync{Base.metadata.create_all)

() -» AsyncGenerator[AsyncSession,

ion_maker() session:

3

F get_user_db AsyncSession Depends (get_async_session)):
SQLALchemyUserDatabase(session, User)

os
dotenv load_dotenv
load dotenv(verbose=True)

_URL = os.getenv("DATABASE_URL", default="sqlite+aiosgqlite:///./test.db™)

Ewdva 8 NMapapetponoinon Tipwv pe dotenv
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AUTO eTUBAANETAL VO XPNOLULOTIOLELTAL YEVIKA OTLG EPAPUOYES YLa amokpun
evaloONTwV TLHWV amnod éva amoBeTApLlo Kwdka ou MBavwg EXOUKE TNV edapuoyn
pag. Mo va SouléPet auto dnpoupyol e eniong péoa oto dpakelo ref letters, Suo
apxeta. Eva .env (6mou bev 1o avePalouue o€ repository - UOPOUUE va To
npocBEooupe Ty oto .gitignore) kal €va .env.example OTOU £XOUUE EVOEIKTLKEC TLUEC
KOlL 0 XPOTNG TIPETIEL VAL TO AVILYPAYEL O€ .env KoL va aAAGEEL TIG TIHEG HE BAon TLG
SLKEC TOU avaykeg. Emiong, katL mou mapaAsiPape mTPoNyoUpHEVWCE ELVOL TTWG TIPETIEL
va oUAAEEOUE o€ Eva apyeio oTidnmote xpnotponoloV e wg dependency oto virtual
environment. Auto yivetal 6tav sipaote otov root folder Tou project pe tnv

TIAPOAKATW EVTOAN.

pip freeze -1 > requirements.txt

Ewkova 9 Zuldoyn Twv Dependencies Tou Project

Ev T€AEL, MpOKELPEVOU va TPEEOULE TOTILKA TNV ePapUoyr HaG LEoa ard Tov uvicorn

application server tpé€ape:

uvicorn ref_letters.main:app --reload

Ewkova 10 ExtéAeon FastAPI Epappoyng Tomka

Ma va doupe TV edappoyn HAg otov browser pag, TANKTPOAOYOUE OTN YPAUUN
avalitnong: http://127.0.0.1:8000/

127:0.0.1:8000/

¢ C 0 127.00.1:5000

JSON  RawData  Headers

Ewdva 11 Erutuxng EktéAeon Tng Edpappoyng
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3.2 Javascript - VuelS Framework

H JavaScript (JS) eivat dteppnveupuévn YAwooa TipoypapUOTIOHOU Yo NAEKTPOVIKOUC
UTTOAOYLOTEG. APXLKA QTOTEAECE HEPOG TNG LUAOMOinoNG Twv dulAopeTpnTwy lotou,
WOTE Ta oevapla and tnv MAeUpA Tou TeAdtn (client-side scripts) va pmopouv va
ETUKOWVWVOUV WE TOV XPNOoTn, va avtaAlldoocouv debopéva acuyxpova Kol va
oA\alouv  SuvOpLKA TO TEPLEXOMEVO TOu  eyypadou Tou  eudaviletal.
AnploupynBbnke apxwka amoé tov Brendan Eich tng etaipelag Netscape pe tnv
enwvupia Mocha. Apyotepa, n Mocha petovoudotnke oe LiveScript, kot TeAKA o€
JavaScript, kuplwg €meldn n avamtuér TG EMNPEACTNKE TEPLOCOTEPO QMO TN
YAwooa mpoypappatiopol Java. LiveScript Atav to enionuo évopa tng yAwooag
otav ylwa mpwtn dopd KukAodpopnoe otnv ayopd oe Pnta (beta) ekdodoelg pe to
npoypappa meptiynong oto Web, Netscape Navigator ekboxn 2.0 tov ZemtéuPplo
Tou 1995. H LiveScript petovoudotnke o€ JavaScript o€ [La KOwr) avoKoivwaon Je TV
etalpeia Sun Microsystems otig 4 AekepBplou, 1995, 6tav enektabnke otnv €kdoon

TOU Mpoypappartog neptiynonc oto Web, Netscape ekboxn 2.0B3. [1]

To Vue.js SLaBETeEL pla oTASLOKA TIPOCOPUOOLUN OPXLTEKTOVIK TIOU €0TLALEL OTN
SnAwtikn amodoon kat TN ouvBeon otolxeiwv. H Baoikn BLBALoOAKN eotidlel povo
oto emninebo mpoPoAng. OL mponyuéveg SuvOTOTNTEG TOU ATmALTOUVIAL YL
TOAUTIAOKeG edapuoyEg omwe n SpopoAoynon, n Slaxeiplon kataotaong Kot n
KaTaoKeun epyodeiwv mpoodépovtal PEocw eMionua cuvtnpoUpevwY BLBAloBnkwv
KOl TOKETWV UmootnplEnG. To Vue.js emtpénel tnv emnéktaon tou HTML pe
xapaktnpotik@ HTML mou ovopdlovtal obnyiec. OL odnyieg mpoodépouv
AewtoupykotnTa os epappoyEc HTML Kal €pxovtal €(TE WG EVOWUATWUEVEC EITE WG
odnyleg mou opilovtal and to Xpnotn. Anuwoupyndnke amod tov Evan You adou
EPYAOTNKE yla TNV Google xpnolponowwvtag to AngularlS oe moAAad €pya. Apyotepa
ouvoyoe tn Stadikacia okEPng tou: "IkEDTnKa, TL Ba yvoTav av Pmopoloa omAWG
va g€aydyw To PHEPOC TIOU HoU apeoe TOAU oto Angular Kal va Snuloupyrnow KAatt
TOAU eAadpL." To Vue kukhodopnaoe yla mpwtn ¢popd tov emopevo PeBpoudplo, To

2014. [2]
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Mo va €xoupe ) duvatotnta dnuloupyiag pag VuelS ebappoyng ival amapaitntn
npoUmno6Beon va €xoupe eykateotnuévn Kamolwa €kdoon tou NodelS kal tou npm.
Emelta, TPEMEL VO €KTEAECOUUE KATIOLEG EVTOAEG TIPOKELMEVOU va Yivel n

eykataotaon tou VuelS framework kat 6tL auto xpelaletal:

npm install -g vue-cli

Ewova 12 Eykataotoon VuelS CLI

To VuelS CLI BeATlwveL TNV eunelpia Tou mpoypappatioth pag VuelS ebappoyng kot

OUTOUQTOTIOLEL PKETA KOLVOTOTIO TIPAYLATA TTIOU BEAEL VO KAVEL.

vue 1init webpack your-vue-app-name

Ewdova 13 Anuoupyia Néov VuelS Project

AnuoupyoUpe xpnolpomnolwvtag to package webpack éva véo VuelS project pe

ovopa ou opiloupe eElG.

thor Jordan Hudg

'ue build standalo

ect has been created? commended) npm

Ewkova 14 PUOuLon / Apxikomoinon Project

‘Emetta, untdpxouv S1adopeG EPWTHOELG TTOU TIPETIEL VOL OTTOVTHCOULLE yLa val
PUBUICOUE KAl VO OlPXLKOTIOLOOULE TO project pag. Napamdavw PAEMETE TIG
EPWTNAOELG IOV €lval TTOAU TBaVO va 0ag KAVEL KOl EVOELKTIKEG QTIAVTIICELG TIOU

urnopet va dtadépouv ano project oe project avaAoyws TwWV OVAYKWV.
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npm run dev

Ewodva 15 Evapén Development Server

MNpwta, epooov BAEMETE GTL UTIAPXOUV errors oto project xpelAleTal voL EKTEAECETE
Vv evtoAn npm install kat £melta va EEKLVAOETE e TNV MOPATIAVW EVIOAN TOV
development server yla va deite Tnv mpoemAeyuévn apxikn oeAiba tng ebappoynic.
Mropeite va tn deite edw eddoov Eekivnoe o development server:

http://localhost:8080/

| 0@ /¥ oample x V§

Flavit

C @ localhost:B080/#/ AN OO R & i

Home | About

Welcome to Your Vue.js App

For guide and recipes on how to configure / customize this project,
check out the vue-cli documentation.

Installed CLI Plugins

Essential Links

Cone Dot Forum Community Chat Twitter

Ecosystem

Ewwova 16 Emtuxng Ektédeon VuelS Edappoyng (Mnyn:
https://www.freecodecamp.org/news/learn-how-to-use-the-vue-js-cli-

8349fb23a566/)
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> node_modules
> public

> src

= .browserslistrc

%) .eslintrc.js

.gitignore
JS babel.config.js
{} package-lock.json
{} package.json
Js postess.config.js
(© README.md

Ewdva 17 Evéewktiki Aopn VuelS Project

BAEmoupe pa evOelkTikn doun evog project mou €xel dnuioupynBei akoAouBwvtag
TO TTOPATAVW BroTa TIou PoavadEPALLE.
data(){

return
rl requests: [],

errors: [],
backend: process.env.VUE_APP BACKEND URL

Ewdva 18 Napapetponoinon Me dotenv

Onwc kat otnv backend epappoyn Ba xpnotponotjcoupe Tn Suvatotnta va
QTOKPUTITOUE gVaioBNTEC TTANpOodOpPLe amo ToV KWK, OTIWC, YLo TIapASELyUa,
elvat to URL oto onoio sival dtaBéotpo to REST API mou B€Aoupe va KAAEGOUUE.
ItV elkova dalvetal mwg Urnopol e va avabéooupe otn petafAntr backend pia
avtiotolyn tun dtapfalovrag éva .env apxeio. Mapopola Le mpty, o xprotng /
TIPOYPOAULOTLOTHG TIou Ba To TpE€el mpEMeL va avtlypa el To .env.example mou Ba
BpeL oto root path tou project o .env Kal va aAAAEEL TIC TIHEG aVAAOYOL UE TLG SLKEG
TOU aVAYKeG Kal to meplBallov oto omoio Ba tp€el n epappoyr. To mapadelypa tng
ELKOVOC ELVOL KOMUATL KWK TIOU UTIAPXEL OTO javascript KOUUATL TOU vue
component kal apxtkomolel 6Aa ta dedopéva mou Ba xelpLotou e 1 Ba

XPNOLLLOTIOL|OOUE OV OPXLIKEC TLUEG.
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ITnv mapovuoa texvoloyia n mapapetponoinon pe dotenv &g xpelaletal kamoLa
gykataotaon kwdka Tpitou, Kabwg To mapeExeL avtopata. Me autov Tov TPOmo
eniong umopoU e va KOAECOUE Eva UTIAPYOV SOKLUAOTIKO REST APl yia va doUpe

w¢g 0Aa SouAeloUV e CWOTO TPOTIO, OTIWG £ival to [JSONPlaceholder].

3.3 VSCode IDE

To Visual Studio Code, mou cuviBwg avadépetal kat wg VS Code, ival éva
npoypappa eneepyaciag mnyaiov Kwdika mou dnutoupyndnke amnod tn Microsoft
yla Windows, Linux kat macOS. Ot Suvatotnteg meplhapfavouv umootrpLen yla
EVIOTILOUO OPOAUATWY, ETLONHAvon cuvtaéng, EEuTvn cUUTANPWON KWAOLKA,
QTTOOTIACATO, OVAKOTAOKEUN KWSLKA KAl EVOWMATWHEVO Git. OL XprioTEG UopouV
va aAAa€ouv To BEHQ, TIC CUVTOUEVUOELC TTANKTPOAOYIOU, TIC TIPOTLUNOELG KOlL VOl

EYKOTOOTI)OOUV EMEKTACELG TTOU TIPOCOETOUV EMUITAEOV AELTOUPYLEC.

210 Stack Overflow 2021 Developer Survey, to Visual Studio Code katatdxbnke wg to
TLo SNUoPAEG epyaleio mepLBAAAOVTOG TPOYPAUUATIOTWY, HE TO 70% Ttwv 82.000

epWTNOEVTWY va avadEPeL OTL TO XPNOLUOTIOLEL.

To Visual Studio Code ival éva mpoypappa emefepyaaoiag mnyaiov KwdLka mou
UTOPEL va XxpnoLponolnBel pe pia oLkl YAwo oWV TPOYPAUUATIOMOU, OTWE Java,
JavaScript, Go, Node.js, Python, C++ kat Fortran. Baoiletal oto Electron framework,
TIOU Xpnotlpomoleital yla tnv avdntuén edapuoywv Web Node.js mou extedolvtatl
otn unxavn diatagng Blink. To Visual Studio Code xpnotpomnolei to i6Lo otolxeio
enefepyaciag (Ke TNV KWK ovopacia "Monaco") mou xpnollomnoleital oto Azure
DevOps (maAatdtepa ovopalotav Visual Studio Online kat Visual Studio Team

Services). [3]
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3.4 SQLite - DB Browser for SQLite, PostgreSQL - PgAdmin

To SQLite eivat pa oxeotakn Baon dedopévwyv cupPati pe SQL. I avtiBeon pe
AaA\a cuotipata ou Bacilovrat oe SQL omwg MySQL kat PostgreSQL, To SQLite dev
XPNOLLOTOLEL ApXLTEKTOVIKN TtEAATN-6lakopLoth (client-server). OAOkAnpo to
AOYLOULKO TepLExeTaL o€ pLa BLBAL0Bnkn C, n omola ival evowpatwpévn oe

edapUoyEG.

To SQLite €MIKEVTPWVETOL OTNV TTAPOXH KOG LoXUPNG Baong SeSopévwy cupPatng He
SQL xwpic e€aptioelc. Onwc urmtodnAwveL To ovoua, sival Eéva eAadpU AOYLOULKO TToU
urnopet va tpé€el oxedov os otidnmote unootnpilel C kat HoVIUO XWPOo anobrnkeuong
apxeilwv. OL deopevoslg eival SLabgoipeg yia Tig o dnpodleic yYA\wooeg
T(POYPOUHATIOMOU uPnAoU emnedou. Asdopévou OtL oL Baoelg Sedopevwy SQLite
elval kavovika apxeia, eival e€alpetikd popnTEC Kal dnpioupyouvtal EUKOAX
avtiypada acdaleiag. Emiong, n EAAewpn evog otolxelou Stakouloth Kablotd to
SQLite moAU 1o eUKoAo va puBULOTEL, aKOPA KL av SEV BPLOKOUAOTE OE €val TTANPEC

neplBaAAov avamntuéng (production).

To SQLite Aettoupyel kaAUTEpA OTAV BEAOUE VO GUVOUAOCOUUE TIC LOXUPEG
Sduvatotnteg avalitnong kot arnobrkeuong Tou SQL pe TV eukoAla Xpriong tng
ouMBaATIKNAC TPOCBAONC 0TO CUCTNUA APXELWV. € OUTA TA CEVAPLA, TIPOOPEPEL
KaAUTEPN amodoon Kal avOeKTIKOTNTO 0€ CUYKPLON KE TG KAVOVLKEG AELTOUPYIEG

avayvwong Kot eyypodnc.

To obotnua Aettoupyel KaAd o eptBAAAovTa Omou oL TEALKOL XprioTeg Sev MPETEL
TOTE va yvwpilouv tnv Umapén t¢ Baong dedopévwy Kat Sev amaltel cuvtipnon n

Slaxeiplon, kaBLotwvtog To LaviKo yla QAPOYEG YLOL KLVNTA KoL CUOKEUEG loT.

JUVOTTIKA, N anAotnta, n ¢opnTdTNTA Kol N afLomLoTia tov Kablotouv To
TIPOTILWHEVO CUOTNHA AtoBrKEUONC yLa cUYXPOVA AELTOUPYLKA CUCTHHOTO KOl
EVOWUATWUEVEG TAATHOPUEC. Aev KaTavaAwvel oxedov kaBoAou mopoug, sival
TIOPOLLLETPOTIOL OO KOl EUKOAO OTN XPrioN YLO TIPOYP AU UATLOTEG AELTOUPYWVTOG
‘aopata’ yla Toug TEALKOUG XPrOTEC.
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To DB Browser for SQLite sival pia Stadpaotikn, avolktol Kwdika texvoloyia mou
XPNoLLoTIoLeLTaL YL va oxeSLAOEL, va SNLOUPYNOEL KAl Vo ETTEEEPYAOTEL apxeia
Bacewv dedopévwv cupPatd pe SQLite. Autr n Texvoloyla EMLTPEMEL OTOUC XPIOTEG

va aAAnAemibpouv pe Sedopéva oe éva eplBaAlov Baolopévo ota pUAAQ.

Ewova 19 DB Browser for SQLite

Ooov adopa tnv PostgreSQL, sivatl pia oxeolokr Baon SeSopévwy avolkTtol KwoLKa
pe moAAEC Suvatotntec. H avamtuén tng Stapkel 6N mavw amnd SUo SeKaeTieg Kal
Baoiletal oe pLo amodedelypéva KaAr) apXLTEKTOVLKA N oTtola £XEL SnNULOUPYNOEL Lo
Loxupn avtiAnyn Twv xpnotwy Tng yUpw oo tnv aflomiotia, TNV akepaldtnTa

Sebopévwy Kkat Tnv opdn Asttoupylia.

H PostgreSQL 6ev akoAouBel tnv apyitektovikn client — server. AvtiBétwg, n faon
dedopévwy PostgreSQL slval evowpatwpévn otnv epapuoyr mou £xeL mpooPaon
otn Baon debopévwy. H edpappoyn aAAnAeridpad pe tn Baon dedopévwy mou
StaBalet kal ypadel ansuBeiog ano ta apxeia Baong dedopévwy mou eivat

amoBnkeupéva oto dioko.
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H PostgreSQL 6ev €xeL n (6ta kamolo ypadikd meptBaAlov Slemadng Le Tov XpHoTtn.
Ma tv aAAnAenidpaon pe tnv Baon Sedopévwy XpnoLUOTIOLELTOL Eva TIPOYPA A
xpnotn (client) to PgAdmin mou mapéxetat kat eykabiotatal pall pe tnv PostGreSQL.

To PgAdmin kal €L TA TOPAKATW XOPOKTNPLOTIKA :

1. Eival éva ohokAnpwpEvo cuotnua oxedlaopou Kal dlaxeiplong Bacewy
Sebopévwy kat amnotelel to péoo aAAnAenidpaong tng Baong dedouévwy pe
TO XpnoTN.

2. Eilvaw ypappévo oe C++ kat eivat Suvato va xpnotlpomnolnBet os meptBaAlovta
Linux, FreeBSD, Solaris, Mac OS X kat Windows yta t Staxeipton tg
PostgreSQL.

3. MNpoodépel Eva amAo ypadLko meptBAAAOV yLa TNV avantuén moAUTAOKwWY
Bdoewv dedopévwy péow TG SLatumtwong epwtnudatwy o SQL, pe otdxo tnv
armAoVoTEVON TWV SLOSIKACLWY YLA TO XPRoTN

4. Eilval eAevBepo Aoylopko kot Sev amaltel EMUTAEOV TPOYPAUUATA YLa TNV

ETUKOWVWVLA PE ToV Slakopoth TG Baong dedopevwy.

Browser B M W O Dashboard FProperties SOL  Statsties  Dependencies  Dependents ™

( pgAdmin
< Management Tools for PostgreSQOL

Feature rich | Maximises PostgreSQL | Open Source

pgAdenin is an Opan Source adminsstration and management tool for the PosigreSOL database It includes a graghical administration inlerface, an SOL query
oal, a procedural code debugger and much mare. The tool s designed to answer The needs of developers. DBAS and system administralons alike

Quick Links.
=
—m
—m Lo ]
Add New Sarver Configuine pgAdman

Gatting Started

PostgreSOL Documentabion poadmin Website Planst PosigreS0OL Community Support

Ewkéva 20 PgAdmin
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3.5 Uvicorn, Nginx

Otav £va dtadiktuakod cuotnua anoteAeital amo SLadpopeTIKEC EPAPLOYEC KOl
TPEXEL oTNV mapaywyn (production) cuvnBwg xpetdlovtal SUo Baoikd onueia yo va
epudaviotel. To mpwto ival évag web server (1.x. nginx) omou Ba cuvdebel pe Tnv
frontend epappoyn kat to deltepo eival évag asgi web application server (m.x.
uvicorn) omou efunnpetel Tnv backend edappoyn kat tnv Kavel SltabBEatun otn
frontend. Kot B€Bata xpeLalovtal oL ebappoyEG LaG KoL oL eEQPTNOELG TLG OTIOLEG

€XOUV.

To Uvicorn sivat pa uhomoinon ASGI web server yia tnv Python. MéxpL mpoodara, n
Python &gv eixe pla eAdylotn Siemadn dtakopoth/edappoyns xapuniol emumédou
yla acuyxpova frameworks. H mpodiaypadn ASGI KaAUTTEL AUTO TO KEVO KOl
onuaivel 0tL Twpa eipoote og B€on va apyxiocoupe va xtilou e £va Koo cUVoAo
epyaAeiwyv ou pumopouv va xpnotdomnolnBouv os 6Aa ta acuyxpova frameworks. To

Uvicorn umootnpilet emi tou mapdvtog HTTP/1.1 kat WebSockets.

O web server anodéxetal attpata, $povtilel yia pia yevikr Aoylkr oto domain kot

Xelpiletal ouvbEaelg Baolopévec ota http/https.

Ooov adopa toug web servers, cuvavtape cuxva tov opo web hosting (
Sdlakoutotr/web server). I autnv TV €noxn t¢ MAnpodopiag Pplokoupe MOANEG
napoAlayEg umnpeolwv web hosting eldika amno tig Hvwpévec MoAtteieg (HMA), dmou
n TexvoAoyia tou Aladiktuou cuveyilel va avantuooeTal. Mo va eEKTEAECOUE Eva
ovotnua web hosting, xpelalopaoTte pa cuokeun web server. Metal twv mMoAAwv
AOYLOULKWV TIOU XPNOLUOTIOLOUV OL TIPOYPAUHOTIOTEG, UTTAPXEL KoL To dtaonpuo Nginx.
Eival Aoylouikd web server mou kukAodopnoe wg avolytn nmnyr. EKTog anod yvwoto
w¢ web server, to Nginx glval emiong yvwoto wg avtiotpodog SLaKOULOTAC
peooAdpnong, HTTP cache, kat e€lcoppomnnong poptiou. MoAAEG eTalpeieg
Baolopgveg og Texvoloyia UTIOAOYLOTWYV PEYAANG KALpLaKAC og OAO TOV KOGHO
eMAEyouv va xpnotpomnotloouv web server. Metagl Twv OVOUATWY QUTWV €ival oL

Google, Twitter, Facebook.
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To Nginx Aettoupyel wg web server, SNAadn TPOCOUOLWVEL LA GUCKEUT UTIOAOYLOTH
WG Knxavn mapoxng umnpectwv oeAidag oto dladiktuo. Ta XxapaKkTnpLOTLKA TOU
Nginx Ta omola pnmopoulv va xpnotgonotnBouv yla tnv umoothpLEn tTng anddoong tou

Sladiktvou elvat:

Yrootpt&n IPv6 (Siktuakod mpotumo). To IPv6 €xel Sladopetikr) Sour dteubuvoewv
amno to IPv4, To omolo €xelL pnkog 128-bit kat eivat ypappévo pe 8 dekaefadikwv

ouadeg.

E€looppomnnon doptiou. H e€looppomnon doptiou sival pia TEXVIKN Lo TNV
katavoun ¢opTiwv Kivnong oe U0 1 MEPLOCOTEPEG YPOAUUEG OUVOEDNC UE

LOOPPOTINUEVO TPOTIO.

Yrootnpln FastCGl pe dtadikaaoieg cache. To FastCGI (Fast Common Gateway
Interface) elvat éva mpwtokoAAo Suadikd ylo cUVEEDN MPOYPAUUATWY (YLa

napadelypa web browser) pe web server Stadpaotika.

Websockets. To WebSocket sivat éva mpwtokoAAo emikovwviag UtoAoyLoTh, N
AeLToupyla Tou elval va mapéxel cUVOEDN HECWV ETILKOWVWVIOC TARNPWC apdidpoun

pHéow pag ouvdeong TCP (Transmission Control Protocol).

AlaxelpileTal oTATIKA apXELQ, apXeElo EUPETNPLOU KaL AUTOMATN EVPETNPLaoN.
3.6 Docker, Ansible, Jenkins, Kubernetes

H avamtuén epopuoywy, onuepa, analtel mToAAd Meplocotepa amo kwdika. Ot
TOANQTIAEC YAWOOEC, TO TTAQLOLA, OL APXLTEKTOVLIKEG KOl OL SLeMadEG peTaly
gpyaleiwv yla kaBe otadlo Tou kUkAou Lwng Snuoupyolv TepAoTLa
moAurtAokotnta. To Docker amAomolel kat emitayVVeL TN pon auth, evw Sivel otoug
TIPOYPOAUHATIOTEG TNV EAsUBOEPLO VA KALVOTOHOUV LE TNV €AoYy epyaleiwy, otoifag

ebappoywv Kal mepBaAAOVTWY avantuéng ylo kabe €pyo.
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To Docker, Aoutdv, eivat éva AoyLopLKO avoLlKToU KWELKA TTOU QUTOUATOTOLEL TV
avamntuén epoappoywv AoyLlopLkoU péoa o€ containers (BA. TopakAtw) MAPEXOVTOG
€va poaoBeto eninedo adaipeong KaL autopatonoinong os eninedo AeltoupyLkou

ouotiuartog oto Linux.

Ma eKaToUpUpL TIPOYPAUMATIOTEG oEPQ, TOo Docker gival To Baoko mpoTUTO yLa
™ dnuloupyla Kal TNV Kol xpron ebappoywv e containers - amnod tnv enidavela

epyooiag, péxpt to cloud.

E:E::::::m

NORDICAPIS.COM

Ewkéva 21. Apxttektovikry Docker [MnyA: https://nordicapis.com/api-

driven-devops-spotlight-on-docker/]

‘Eva container gival pa povada AoyLoLKOU TIOU TIOKETAPEL TOV KWOLKA Kol OAa T
apxela Tou, WoTe N epappoyn Vo EKTEAELTAL ypriyopa Kal afLOTLOTA Ao To £va
UTtOAOYLOTIKO TtepLBaAdov oto aAAo. Eva container image ivat éva ehadpu,
OUTOVOO, EKTEAECLUO TTAKETO AOYLOWLKOU TIou meplhapBdavel OAa 6ca amattouvtal
yla TNV EKTEAECT ULaC EPOPHOYNG: KWOLKA, XPOVO EKTEAECNC, EPYAAELOl CUOTUATOG,

BBAL0ONKEC cuoTAUATOC KOl pUBULOELG.
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Ta images ylvovtal containers KAt TNV EKTEAECN KOL OTNV EPIMTWON TWV
containers - ta images yivovtal containers otav ekteAouvtal otnv Docker Engine.
Elvat StaBéoipo tooo yla epappoyeg mou Bacilovtal og Linux 660 kal yla
edappoyég mou Bacilovtatl oe Windows, To AoyLopLKO Ttou TTEPLEXEL containers Ba
ekteAeital mavta to dlo, aveaptnta anod tnv untodour). Ta containers
QTTOOVWVOUV TO AOYLOWLKO arto to TteptBaAAov tou Kal dtaodaAilouv otL Asttoupyet

opolopopda mopd tig StadopEc, yla mopadsypa, LeTafl avantuéng Kot

TOPAYWYNG.
— Container
Image » Container
Single file with all the
deps and config .
reguired to run a » Container
program

Instance of an image.
Runs a program.

Ewkdva 22 Images - Containers

CONTAINER OVERVIEW

Ewova 23 Entinedo twv containers
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Container

Runng

| Image | Kernel

F5 Snapshiol Starlup Cormméand *

I Cracamia || Pegtin I I » IRun Civeemia I "
H RAM Nenwnrk CPU

va 24 Ano image o€ container

O~

Ew

4% docker run hello-world

Hells from Docker.
Thiz meszsage shows that your installation appears to be working corractly.

Ewkdva 25 EktéAeon container pe Baon €va image

% docker pe

CONTAINER LD COMMAND CHEATED STATUS

Ewdva 26 Epdavion twv containers

‘Eva Dockerfile eivat €éva amAo apxeio KEWWEVOU TTOU TIEPLEXEL L0l ALOTO EVTOAWV TIOU
KaAe(tal katd ) dnuloupyia pag sikovag. Eivatl dnhadn évag amAog Tpomnog
autopartonoinong tng Stadikaoiag dSnuioupyiag elkovag. Ot evtoAég ou ypadoupe
o€ éva Dockerfile elvat mapOuoLEG e EVIOAEG TTOU XPNOLUOTIOLOUE oTo Linux. Autd
onuaivel 6tL dev xpelaletal va yvwpilel kamolog el81Kr oLVTAn TPOKELUEVOU VA
dnuoupynoel éva Dockerfile. Mwa kaAr) tpakTiki ival va mpooBEooUE KOl EVIOAEG
Tiou petaPLBAlouv Tov EAEYXO O€ EVAV VEO XPHOTN AVTL VA TPEXOUV O TOV root

XPNoTN TOU cuUOTAKATOG. Eva Tétolo mapadetlypa BAEMOUE OTNV MOPOKATW ELKOVA.
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Ewodva 27 z0vtaén Dockerfile [MnyR:

https://docs.docker.com/samples/django/]

H evtoAn docker build avalapBavet tn dnuloupyia evog Docker image amnod éva
Dockerfile. Mapakdtw pmopoUpe va SoUpe T dnuloupyia evog image. MNpwv
EKTEAECOULE TNV EVTOAN Oa MPETEL VAL AVTLKOTOOTHOOUE TO OVORLA XPAOTN HE TO
S1k6 pag, To omolo Ba mpémel va eival To (810 pe autd ou PTLAXVOUUE KOTA TV
eyypadn pag oto Docker hub 1} oe 6molo container registry €xoupe okomo va
xpnotponotoou e (6nwcg to Github Container Registry mou Ba Soupe apyotepa). To
Docker hub eival éva registry oto omoio untdpyxouv images. H evtoAr docker build
elval apketd amAn kKabwc maipvel pLa Tonobeoio Tou KATAAOYOU TTOU TIEPLEXEL TO
apxeio Docker, éva mMPOALPETIKO OVOUA ETIKETAC Ue -t kat av To Dockerfile pag €xel

SLapopeTiko Ovopa to dSnAwvoupe pe -f KoL To dvoud tou.

docker build . \

-t panagiotis-bellias-1t21871/ref-letters-tastapi-server:latest \
-f nonroot.Dockerfile \

Ewkdva 28 Anuoupyia image ywa Docker Hub

docker build . \

-t pghcr.io/panagiotis-bellias-it21871/ref-letters-tastapi-server:latest \
-f nonroot.Dockerfile

Ewkova 29 Anuoupyia image ywa Github Container Registry
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Adou dnuloupynBei to image aflomolovpe to docker compose, €va epyaleio To
omnoio eykabiotatal pall pe to docker kat pog Bonbad wote va eKTEAEGOUE
moAAaAd containers tnv (SLa oTlyun, autopatonolwvtag tn Stadkaaoia. M’ autd
dtiaxvoupue éva apyeio docker-compose.yml. Auto meptéxel pia Alota ano

containers, avtlotolyloeLg moptwv (port mapping) Kat To mwg Ba yivel To XTioLuo.

Mpokelpévou va yivel ektéAeon ypadoupe tnv evtoAr docker-compose up.

H Ansible eival Aoylopikd avtopatomnoinong Stepyactwv mAnpodopLkng, To omoio
autopatomnolet Tnv mapoxn cloud (cloud provisioning), tn dtaxeiplon
TapaETpOTOLRoewWV (configuration management), tnv avantuén ebpapuoywv Kot
OUCTNUATWY, KOL TNV EVOPXNOTPWON EVIOC TWV UTNPecLwV. Baoiletal otn yA\wooa
T(POYPAUUATIOHOU Python kal eival oxedlaopévn yla moAvemninedeg avamntuelc.
Mrtopel va meplypd €L TOV TPOTIO LE TOV OTOL0 OAQ TOL CUCTIHATA KOL AOYLOULKQL

oxetilovtal PeTal TOUC, avti va Kavou e Slaxeiplon evog cuotruatog tn dpopd.

H Ansible tpéxel oe moA\d cuotrpata Bactopéva oto Unix, Omwg eival ta Linux kot
o Mac OS X evw pnopel va mapapetponoliost kat cuotnpata Windows. Mpadtnke
amno tov Michael DeHaan kat amoktrOnke amno tnv etatpsio RedHat to 2015.
Xpnoluomolet pia oAU anAn yl\waooa, tn YAML, tou th XpNOLUOTOLOULE OTNV
avarntuén Ansible Playbooks ta omola emitpénouv va neplypadoue TIG EPYAOLEC

QUTOMOTOTOLNONG TTOU BEAOULE VAL TIETUXOULIE.

Newtoupyel pe cuvdeon otoug kOpPBouC (servers 1 VMs) kal mpowBnon o€ autolg
HLKPWV TIPOYPAUUATWY - EVOTATWVY Tou ovopaloupe Ansible Modules. H Ansible
ekteAel autd ta modules (pLEow SSH mpwTtokoAAou cuvdeang mou Ba Soupe) Kal Ta

adatpel 6tav oAokAnpwaoouv Tnv epyacia Toug.

H avamoapdotaon Twv HnXavnuatwy mou Staxelpiletal yivetal pe tn xprion apxeiou
INI 6rtou opadormolel Ta SLoxeLPL{OUEVA LNXOAVILOTA LE TOV TPOTIO MoV EMLBUUOUE,

onw¢ dalvetal otnv ewkova 27.
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jenkins-vm

docker-vm

k8s-vm

Ewkdva 30 Aoun Tou Inventory File

Ta playbooks £xouv tTnv kavotnto e AETTTOUEPELA VOL EVOPXNOTPWVOUV TTOANQTIAQ
onueia Tng TomoAoyiag tng uoSounC, Ue AEMTOUEPN EAEYXO OXETIKA UE TO TTANOOG
Twv servers 1ou Ba umtapyouv kabe popa. ESw n Ansible apyilel va amokta

TieploooTtePO evdladEpov.

H nmpooéyylon tng Ansible yia to orchestration sivat mpooéyylon anAotntag kabwg o
KWSLKOG TTOU XPNOLUOTIOLOU E VIO QUTOUATOTOLNGN €XEL vONnUa yla Kotpo adou Se
XpeLaletal va Bupdpacte TNy €l8IKA cUVTAEN TOU ) TA XOPOKTNPLOTIKA TOU. 2TNV
nepintwon pog n Ansible 6a pag Bonbnosl va autopatomnoinooupe to dockerization
TOU cuoTnpartog kot to deployment autou aAAd kat to deployment oe kubernetes

neplBaAlov

bservers
update 5 machines at a time
roles:

- COmMMmon

- webapp

Ewdva 31. Aoun Playbook [Mnyn:

https://www.ansible.com/overview/how-ansible-works]
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0 Jenkins elvat 6popoAoynThG auTOpaTONOiNGNG avolxtou Kwdika. BonBastL otnv
QUTOMOTOTOLNGCN KOMUATLWVY TNG AVATITUENG AOYLOMLKOU OXETIKA HLE TO XTIOLMO, TN

dokuun, kat tnv avamntuén (build-test-deploy).

O Jenkins dlayelpiletal kat eAEyxeL TIG Stadikaoieg mapadoong AOyLOULKOU O€
0AGKANPO TOoV KUKAO {wNC, cupumepAaUBavopévng TNG KATAOKEUAG, TNG
TeEKUNPLlwong, tng SokLung, Tou otadiou, TNG avamtuéng, TNG OTUTIKAG OVAAUONG
kwdika. MmopouUpe va puBuicoupe to Jenkins wote va tapakoAouBel tuxov
aAAayég kwdika og pépn onwe To GitHub, To Bitbucket i To GitLab kat va kavel

avtopata plo katookeur (build) pe epyaleia 6nwg to Maven kat to Gradle.

H ouvexnc evowpdtwon (Continuous integration/Cl) eivat pa pthocodia
KwdLkomoinong kat éva cUVOAO TPAKTIKWY TTou 08nyouV TiG opadeg avamntuéng va
edapuolouv PIKPEC aAAOYEC Kal vor EAEyXOUV CUXVA Ta amobetripla eAéyxou
HeTaTpomn G kKwdika. Emeldr oL meploodtePeG oLYXPOVEG EGAPUOYEG ATTALTOUV TNV
avantuén kwdika oe SladopeTIkEG MAATHOPUES Kal epyaAeia, XpelAleTal Evag

HNXOVLOUOG YLOL TNV EVOWUATWON KAl TNV EMKUPWON TWV AAAQYywWV TNG.

H ouvexnc¢ napadoon (Continuous Delivery/CD) cuveyilel oo eKel TOU TEAELWVEL N
ouVeXNG evowpatwon. To CD autopatomnolel tnv mapddoon Twv ehapUOYywWY O
enAeypéva eptBailovta umtodoung. OL TeEpLOocOTEPEC OUASEG epyalovTal O
TioAAamAd mepLBaAAovta, onwg neptBaiiovta avamntuéng kot Sokipwy, kot to CD
e€aodalilel OTL UTTAPXEL EVOC AUTOLOTOTIOLNEVOG TPOTIOG YLaL TNV Mpowbnon tTwv

oAAaywv KwLKa o€ auTd.

H ouvexn¢ evowpATwon Kal n cuvexng mapadoon amattouv Slapkeig SOKIUEC,
EMELSN 0 0TOXOC €lval va mapadidovtal TOLOTIKEC EPAPHOYECS KoL KWELKOG OTOUG
XpNoteC. OL ouvexeig SOKIUEC ouxva UAOTOLOUVTAL WG £va oUVOAO
OUTOUQTOTOLNUEVWV SOKLUWV TTOALVEpOUNONG, EMLEOCEWVY Kal AAAWV SOKLUWV TTOU

eKTEAOUVTOL OTO EUPEWC yvwoto Cl/CD pipeline (aywydc).
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To pipeline glval éva 6UVOAO UTOUATOTIOLNUEVWY SLASLKOCLWY TIOU ETILTPEMOUV
OTOUG TIPOYPOLUUOTLOTEG VA LETAYAWTTI{OUV, va XTI{OUV Kal va avormtueoouy
a€LOTLOTA KA ATTOTEAECUATLIKA TOV KWOLKA TOUG 0€ MAATHOPUEG MOpAYWYNG. Agv
UTTAPXEL KAVEVOG UOTNPOG KOVOVOG TIOU Va OpLleL TIWE TPETEL VA OLALEL Eval
pipeline kot Ta epyaleia mou MPEMEL va XPNOLUOTOLEL, WOTOCO TA TLO CUVNBLoUEVA
otolyela evog pipeline eival ta €A C: XTIOLWO aUTOPATONOLNGNG/CUVEXOUC

EVOWHUATWONG, AUTOOTOTONGCN SOKIUWY KOl UTOUATOTONON aVATTUENC.

‘Eva pipeline amoteAeital yevika ano éva cUvoAo epyaleiwv ou cuvnBwg

avaAlovtal ot €€MG KOTNYOPLEG:

‘EAeyxog nmnyn¢ (Source Control)

e Epyaleia kataokeung (Build tools)

e Containerisation (mAnpodopieg mapakdaTw)

e Alaxeiplon napapetponoinong (Configuration Management)

e [lapakoAouBnon (Monitoring)

s o 0 P
s e

<> 8= qHdp

ol la=IF =y

) e | -
commiIT % @ GQ REVIEW STAGING PRODUCTION
1@ -® 90— 0—0—0
| BUILD UNIT  INTEGRATION
TESTS TESTS
L ]

CD PIPELINE
ClI PIPELINE

RELATED CODE

Ewkova 32. CI/CD Pipeline [MnynA:
https://medium.com/@singlanitish29/automated-ci-cd-pipeline-

8124eb8dc136]
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Ta ouotatikd (components) evog Cl/CD pipeline givat:

o AmnoBetnplo kwdika (r.x. github)
e AmoBetnplo elkévwy (m.x. Docker Hub, GitHub Container Registry)
e [epBarlov CI/CD (m.x. Jenkins)

e [epBarlov(ta) avamtuéng (r.x. VMs, Kubernetes Cluster)

Mapoakdtw amnewkoviletal n cuvtaén kot n Soun evog pipeline. Eva stage otov Jenkins
neplypadel Tn SoUAELd Tou yivetol kaBe Gpopd o€ £V CUYKEKPLUEVO KOUUATL TOU

Kwdika. Ta steps deiyvouv kaBe Bripa mou akoAouBeital péoa o €va stage. [1]

pipeline {
agent any
stages {
stage('Example Build') {
steps {
echo 'Hello World'
}
}
stage('Example Deploy') {
when {
branch 'production'’
environment name: 'DEPLOY_TO', value: ‘production’
}
steps {
echo 'Deploying'
}
}
}
}

Ewdva 33. ZUvtaén Pipeline
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Jenkins Workflow

Development - — : Production
= Ongaint I SPepEY -
=] Hr== =

I =

Ewdva 34. Pon Jenkins

enkins Environment

Master - primary controlling system —

Jenkins Environment
Node - any system that can run Jenkins jobs
Agent - any nonmaster system

Executor - a slot in which to run a job

Node — scripted

Agent — declarative

Ewdva 35. NMepiBaAiov Jenkins

Y10 enopevo otadlo €xoupe to Kubernetes. To Kubernetes, yvwoto kat wg K8s, eivat
£€Val GUOTNUO OVOLKTOU KWALKA YLOL TNV OLUTOUATOMOINGN TNG AVAITUENG, TNG

KALLAKWONG Kot TNG Slaxeiplong edpapuoywy e container.

Oupadomolei Ta containers ou amoteAoUV pa epapuoyn o€ AOYLKEG LoVASEG yLa

€UKoOAnN Slaxeiplon.
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To Kubernetes emitpénel va evopxnotpwooupe éva cuvolo/cuotada/cluster
ELKOVLKWV LNXAVWV KOL VO TIPOYPOLUATIOOULE TNV EKTEAEDN containers o€ AUTEC TLG
ELKOVLKEG UNXAVEG Pe Baon Toug SLaBECLLOUC UTTOAOYLOTIKOUG TIOPOUG KAl TLG
analtnoels noépwv Kabe container. Ta containers opadomnolovvtal o pods, Tn
Baowkn Aettoupytkn povada tou Kubernetes. Ta containers kat ta pods prmopouv va
KAlLaKwBoUV otnv emBuunth Katdotaon Kal eipacte o B€on va SlaxelpLlotoU e

oV KUKAO {wnG Toug yla va Statnpou e TIc ehapoYEG oaG O€ AsLToupyia.

To Kubernetes mpoodépel oplopéva TTOAU ONUAVTIKA TTAEOVEKTALOTA T OTolal
adopoUlv TNV aPXLTEKTOVIKA Tou. Ytootnpilel tnv emektacluotnta SnAadr pnopel va
KALLOKWOEL T dnpovpyia pods avaAoya pe tn xprion tng CPU, tTnv uPnAn
SdlaBeopotnta kat o eninedo edpappoyng aAAa kot og emninedo unodoung, tnv

aodpaiela moANAmAWV emMESWV (epappoyng, SIKTUou KTA) Kat TEAOG TN

dopntoTNTA.

Kamolog, wotdoo pmopel va avapwtnBei mwg Stadopomnoleital o oxéon HE TO
Docker. Edw afilel va avadépoupe OTL pia BepeAlwdng dtadopd petaty Tou
Kubernetes kat tou Docker eivat 6tL to Kubernetes npoopiletal va ekteleital og €va
cluster, evw to Docker ekteleital og évav povo kopuPo. To Kubernetes eival mo
exTeTOUEVO amo to Docker kat mpoopiletal va cuvtovilel cuotadeg KOUBwWV o€
KALLOKO TTopaywynG e amoTeAECUATIKO TpoTo. Ta pods Tou Kubernetes (povadeg
TIPOYPOAULATIOMOU TIOU UTTOPOUV VA TIEPLEXOUV £Vl I TIEPLOCOTEPA containers oTo
owkoocuotnua Kubernetes) katavépovtal PETAU TwWV KOUBWV yLa va OPEXOUV

vdnAn daBeopotnta.

MrmopoUpe emopévwe va avtiAndBoU e TG TEpAOTLEG SUVATOTNTEG TTOU
napouaotaovtal and tov cuvduaopo tou Docker kat tou Kubernetes o€ pa

ebappoyn.
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H amo kowou xprion toug pag BonBba:

1) No KAvoupe TNV UTtoSOoUN TILO LoXUPH Kal TV epappoyn o uPnAng
SlaBeopotntac. H edpappoyn Ba mapapeivel oe Asttoupyia, akOUn Katl av
KATTOLOL aTto ToUC KOUBoUG TeBoUV eKTOC AeLToupyLOG.

2) Na kavou e TNV edbapuoyn 1o EMEKTACLUN. Av n epapuoyn apxiosl va
S€xetal oAU peyalutepo GopTio KoL TIPEMEL va EMEKTAOEL yLa va
UTTOPECOULE VO TTAPEXOUME KOAUTEPN EUTIELPLO OTOUC XPHOTEG,
SnuloupyoUl e TePLOCOTEPO containers 1} TPOCOETOUE IEPLOCOTEPOUG

kOuBoug oto cluster.

Worker Worker
—————————— Node -1 ===-======4 Fe=======- Node-2 -=-=====-==4
1 | I I
I I I I
i i i i
i 1 i I
I i I I
1 Cl c3 C4 I I C6 ca ca 1
1 i i I
1 i I i
I i I I
: c2 C5 : : Lo C10 :
1 | | ]
i i I i
' L Pod1 | Pod-2 _| Pod-3 ' 'L Poda | | Pod5 | | Pods | !

Ewova 36. Pods kat Containers

apiVersion: vl
kind: Pod
metadata:
name: croc-hunter
labels:

app: croc-hunter

spec:
containers:

- name: croc-hunter
image: quay.io/lachie83/croc-hunter
ports:

- containerPort: 8080

Ewdva 37. Z0vtaén Pod
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ExtéAeon / deployment evog pod:

kubectl apply -f <pod-file>.yaml

Ewkova 38. Anpovpyia deployment

Adou eidape ta pods, atilel va onUELWOOUE TO TPOTIO TIOU YIVETAL N TIPOCTIEANON
ToUuC. AUTO yivetal pe €va Service, pla adatpetikotnta dnAadn mou opilel Eva
oUVOAO armod pods Kal KAVOVEG LE TOUG OTIOLOUC UITOPOULE VAl TA TIPOCTIEAACOUUE. TO
oUVOAO TwvV pods Tou ‘otoxevel’ €va service kaBopiletal amno éva selector.
apiVersion: vi1
kind: Service
metadata:
name: db-service
kind: ClusterIP
spec:
selector:
app: MyApp
ports:
- protocol: TCP

port: 80
targetPort: 9376

Ewova 39. Z0vtaén Service

Meploocotepeg MANPOPOPLEC OXETIKA LE TA Services Kal ylo Toug TUTIouG Toug,

Bpiokovtal edw. [4]

Y10 meptBarlov tou kubernetes Ba cuvavtOOUE APKETEC KO OPOAOYLEG TTOU
apopolV TNV eKTEAECN TWV EPAPUOYWV. ITA MAALCLA TNC TTOPOUOCOC TITUXLOKIG
EPyQoLOG, LEPLKEC ATIO TIC 0poAoyieg tou Ba Atav xprioluo va avadepBouv sival o
Ingress controller, éva pod TOU OUCLAOTLKA ETILTPETIEL TNV ETILKOLVWVIA TNG
edapuoyng Le Tov ‘€€w KOoUO’ Aettoupywvtag SnAadn oav proxy server yla vo
Sdoupe tnVv edappoyn, Ta volumes ta onoia ival xwpol omou anobnkevovrat
bdebopéva oxetika pe ta deployments, ta secrets ota omoia anoBnkevovtal key-
value {euyn .x yla tn cuvdeon pe tn Baon pag, kot ta configmaps ta omola
neplExouv key-value Zevyn 6cov adopd TNV MApaAUETPOToincn tnG edapUoynS Lag

(r.x .env apyxeia). [5]
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https://kubernetes.io/docs/home/
https://kubernetes.io/docs/concepts/services-networking/service/

Admin Pool of

claims PV /-Hr.é'],l‘.‘,
— aim
O i
i

references 2

—

Ewova 40. Volumes
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kubectl 8€t
describe

delete

is running at
er debug and di

STATUS

:~$ k get namesp

o resol

MAMESPAC

1
1
1
1
1
1

po
deployment
SVC

cm

secrets

nodes

info dump’.

INTERNAL-TP EXTERNA
18.2.8.4 ti .84.4 LTS 5.13.8-18

RESTARTS

PO O ®

NODE NOMINATED NODE R

UP-TO-DATE

DESIRED CURRENT READY UP-TO-DATE AVATLABLE NODE SELECTOR
1 1 1 1 1 /

kubernetes
1 1 1 1 <none>

Ewkdva 41. Baowkég EvtoAég Kubernetes kat Evoeilktikd AtoteAéopata
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Deployment configuration:

apiVersion: apps/v1
kind: Deployment
metadata:
Deployment = name: nginx-deployment
labels:
app: nginx
spec:
replicas: 3
selector:
ReplicaSel - matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
= name: nginx
image: nginx:1.7.9
ports:
- containerPort: 80

11

L1

Ewkdva 42. T0vtaén Evog Deployment
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KE®.4: YAomnoinon kat Mapapetponoinon ZUCTHHOTOG

4.1 Baowki Aopun - MNapadoxEg

Yta mAaiola tou Baoikol cuotApaTog Ba Atav xprnouo va avoadpepBouv emumAéov

OPLOUEVEC TTaPadOXEC TTOU €XOUV YiVEL Kal aidpopoUuV TNV UAOTIOLNON:

1. Ymdapxouv 2 $pOpuUeG sign up. Mia yla touc students kot pia yia toug teachers.

2. Av kamolog emiBupel va Kavel register wg student, kataywpeital avtopata
oTo cuotnua we student adou kavel sign up (oe Stadopetikn sign up form).

3. O teacher pnopet va deL Alota pe ta reference letter requests mou Tov
adopouyv, va Sl TANpodOpPLeG OYETIKA LIE AUTA Kal va Ta armodexBel ) va ta
anoppidet.

4. O teacher npokelpévou va amodexBel éva reference letter request mpémnet va
aveBaoel pdf pe To OXETIKO Kelpevo i amAd va to ypaeL emi tomou.

5. O student pumopei va 6t Alota pe ta reference letter requests mou €xel KAVEL,
va 8L TNV Kataotaon toug (approved/declined/pending) 1 va ta avakaA£oel
/ Staypaet.

6. O student umopei va kavel reference letter request cuUMANPWVEL Ta OTOLXELD
TOU Kall To AOyO0 yLa Tov omoio B€AeL va AdBEL CUOTATIKA ETLOTOAN.

7. O admin pnopel va enegepyaoTel Ta OTOLXELQ TWV XPNOTWV TOU CUCTHLOTOG

OAAQG Kal vo ETILBAETIEL TA OTOLYELD TWV AUTACEWV CUCTATLKWY ETILOTOAWV.
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4.2 AvBevtikonoinon Xpnotwv

KaBe ouyxpovn Stadiktuakr edpappoyn anattel auBevtikonoinon Twv Xpnotwy Kot
arnoBnkeuon Twv 6eSopEVwY TOUC adEVOS £XOVTOG OKOTIO TNV A0PAAELN TWV
Sebopévwy Kat TN SLaxelplon auTwV amod ToUg Lo KATAAANAOUC XPriOTEC ava
nepimtwon kot adetépou yla BeAtiwon tng eUneLpiag Tou xprotn 6cov adopa o€
TUXOV recommendations ou KAVeL To cUOTNUA. ITNV MaPoU o TITUXLOKN Epyaoia
Hag adopa va “aodalicoupe” to SLadIKTUAKO CUOTNUA LOG TIPOKELUEVOU VAl
npootatevovtal ta Sedopéva oG KoL OL XPriOTECG VA £XOUV CUYKEKPLUEVQL
Swalwpata avaioya pe To poAo Touc. OMOTe MPOKELEVOU va EMITEVYXOEL auTod Ba
“acdalicovpe” Tnv backend edappoyn kat to REST APl mou mapéxeL e To
avtiototyo module. H frontend edappoyr kaAwvtag tnv backend epapuoyn kat to
REST API Ba mapéyel oto xpriotn gyypadn kaL cuvOeon oTo cUCTNUA UE
OUYKEKPLUEVO POAO KOl SLOXEIPLON TWV ALTHOEWV CUCTOTLKWVY EMLOTOAWYV avAAoyad To
pOAo tou. Entiong Ba mapéxetat Aoyaplacpog SLaxelplotr Omou o v Adyw XpRotng
Ba pumopel va Staxelpiletol Ta SE60UEVA TWV XPNOTWV KOL TWV QLTI CEWY CUOTATIKWY

ETMLOTOAWV.
4.2.1 Awadikacio Evowpdatwong otnv FastAPl Epappuoyn

MPOKELEVOU VA EVOWUOTWOOULE UTINPECLEG auBevTikomoinong otnv backend
fastapi epappoyn pag EeKvoape KAVOVTAG EYKATACTOON TO aviiotolyo module
onw¢ daivetal otnv elkova 39. Emeldn xpnoonolov e én to sqlalchemy module
yla ouvdeon pe tn Baon 6e50UEVWV LOG KAVOULLE EYKOTAOTOON TO AVTIOTOLXO

module. [6]

pip install 'fastapi-users[sglalchemy]

Ewova 43. Eykataotaon tou fastapi-users module otnv python
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https://fastapi-users.github.io/fastapi-users/10.1/configuration/databases/sqlalchemy/

Xpelaletal va eykatoaotabel To avtiotolyo mpoypappa odnynong asyncio. Koweg

eMAOYEG lval:

e [la PostgreSQL: pip install asyncpg

e [la SQlite: pip install aiosglite

MNapadelypata DB_URL eivat:

PostgreSQL: engine = create_engine
('postgresql+asyncpg://user:password@host:port/name’')
SQLite: engine = create_engine ('sqlite+aiosqlite:///name.db')

Meploocotepa OXETIKA e TN dtadlkaaoia autr TG EVowHATwong t¢ BLBALoBnAKNg otn

fastapi ebappoyn unopeite va Bpeite edw. [7]

‘Ocov adopa tn Stadkacia mou akoAouBel o xprioTNG WOTE VA XPNOLLOTIOLOEL UE

aodpalela to SLadIKkTuaKd cUOTNUA, EXOULE:

Eyypadn oto cuotnua.

e EmPeBaiwon email yia emaAnbeuon Aoyaplacuou xprnotn.

e Uvdeon oto cuotnua e credentials. ESw emiotpédetal To access json web
token (jwt) 6mou xpnotlpomnoleitat yla tnv mpécofacn Twv XpnoTwV OTLG
AeLToupyleg Tou cuoTtuaToC.

e Emwokomnnon nmpodiA, dnAadn Twv oTolxelwv Tou.

e Evnuépwon npodi), dnAadn aAdayn evog i EPLOCOTEPWY OTOLXELWY TOU.

e Amnoocuvdeon amnod 1o cuoTNUA.
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https://fastapi-users.github.io/fastapi-users/10.1/configuration/overview/

4.2.2 Aiadikacio Evowpdtwong otnv VuelS Edappoyn

To REST API tou puBuiotnke mptv Alyo pe xprjon tou fastapi-users module pmopoupe
va To KOAEoou e pEow TG VuelS epappuoyng kavovtag xpron tou axios module.
Eniong yla va mapéxetal mpooPfacn oTig AELTOUPYLEC TOU CUCTHUATOC XWPLG va
TIPETIEL O XPNOTNG VAL KAVEL CUVEXELD oUVOEDN, Xpnolpomoleital to local storage tou
vuejs yla va armoBnkeUEeTal 1} va ipooTieAAUVETaAL TO access token yla va

Xpnolomoleital ota requests mou yivovtat otnv backend epappuoyn.

Meplocotepa ebw. [8]
4.3 Backend Edappoyn - FastAPI

To FastAPI eivatl éva Web Framework yia tnv avamntuén REST APl otnv Python. To
FastAPI Baoiletal oe Pydantic kat urtodeielg Tmou yila tnv emkUpwaon, T
oclplomoinaon Kal tnv amooelplonoinon dedouévwy Kal TNV autopatn dnuloupyia

eyypadwv OpenAPl.

Yrootnpilel MANPWE ToV acUyXPOoVO TIPOYPOAUUOTIOUO KAl UTTOPEL val TPEEEL e TO
Uvicorn kat to Gunicorn. lNa va BeAtiwOel n pLALKOTNTO TTPOG TOUG MPOYPAUUATIOTEG,

€€ETAOTNKE N UTTOOTHPLEN TOU GUVTAKTN O TIG TPWTECG NUEPEC TOU £PYOU.
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https://fastapi-users.github.io/fastapi-users/10.1/usage/flow/

To cuoTnua SLOXELPLONG CUCTATIKWY EMLOTOAWY, OTNV TApoU o TITUXLAKN Epyaoia,
anoteAeital ano dvo edapuoyes. H pia meplypadetal edw Kal XpnoLUOTOLEL TO
FastAPI wote va rapéxet éva APl (Application Programming Interface) 6mou 6a
ETUKOWVWVEL pE Tn SeuTtepn edappoyn n onola Ba e€unnpetel Tov TEALKO XproTn.
AuTO to APl Ba mapéxel SeSoUEVA OXETIKA E ALTHOELS YLOL CUOTATIKEC ETILOTOAEG, Kall
LE TOUG XPNOTEG TOU cUOTAUATOC. OL pOAOL AUTWV TWV XPNOTWV £lval student,
teacher kot admin. To BaGLKO TIPOYPOUUOTIOTIKO OpXELO €lval TO main.py, To omolo
KaAel A o apxeia ypappéva oe python kat OxL LOVO avaAoya E TIG AVAYKEG TNG
edappoynG. Auta £xouv va KAVOUV KUPLwG UE T ouvdeaon otn Baon Sedopévwy ou
€Xou e SLaBEaLun Kal ot KAACELG TTOU avamaplotouy ta dedopéva mou BéAou e va
XELPLOTOULE. EXOUHE KO apXELO LIE TIC apapETpouc olvOeong otn Baon
dedopévwy, ot onoieg aAAalouv avaAoywg Tou MePLBAAAOVTOC EyKOTAOTACNG TNG
edappoyng oAAA Kal UE TIG TTAPOUETPOUG CUVOEDNC e AAAEC UTINPECieC TTou Ba

ol e mapakatw Kat pag fonboulv otn cwaotr dtaxeiplon OAwv Twv dedopevwy Tou

oUOTHUATOC.

MPOKELUEVOU VA OPYAVWOOULE KOAUTEPQA TN SO Tou KWLKa oTnV edpapuoyr Hog
xpnotpomnotoUpe €va module tou fastapi mou Aéyetal APIRouter Kal oG ETUTPETEL val
XWPLIOUE TOV KWALKA LaG e ToV omolo €xoupe SnAwoel Ta endpoints pag oe
TIEPLOCOTEPQ apXela avaloya e To Tt Staxelpilovral Kat va KAAOUE QUTA T
Sdladopetika apyela oTo KUpLO apxeio pag main.py. 2To cUCTNUA TTOU KAAOUAOTE
va avantuéoupe YmopoU e va oV e TTwe Ba €xoupe éva apxeio yla ta endpoints
Tiou SLaelpilovTal TIC ALTOELG CUOTOTLKWY EMLOTOAWY, AAAO apXEio yla auTd mou
Saxelpilovral pottnTtég, aAlo yla auta rou Staxelpilovral kKaBnyntég kot aAAo ya

Ta endpoints TOU XPNOLUOTIOLEL O SLOXELPLOTHG TOU GUOTHATOG.
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~ reference-letters-fastapi-server app - FasthPL()

> assets
app.add_middleware(
CORSMiddlewars

fvenv
ks
“ ref_letters
_ pycache__
~ internal
admin.py

app.include_router(home.router [/"])

~ routers . : . -
app.include_router(rl_requests.router, "rl_requests"])

—pycache_ app.include router(students.router,fags=["students”])

» templates app.include_router(teachers.router, [“teachers"])

home.py )
app.include router(
fastapi_users.get users_router(UserRead, UserUpdate,

rl_requests.py
send_email.py

students.py

app.include_router(
fastapi_users.get_auth_router(auth_backend, requi

app.include_router(
fastapi_users.get register_router(Userfead, UserCreate),

datab

i app.include_router(
main.py

fastapi_users.get verify router(UserRead),
fauth”,
["auth"],

schemas

use

d rignore

.gitignore

Jenkinsfile
nonr

el s Ewkova 45. Kwdikag KARonG Twv routers
requirements.txt

Ewkova 44. Aoun FastAPl E¢appoyng

61
Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



Juvortikad avadépovral Ta endpoints Tou £€xouv avamtuxBel CXETIKA LE TN

SLoXELPLON TWV ALTACEWV YLOL CUOTATLKEG ETILOTOAEC. AKkoAouBeital To povtédo CRUD

(Create, Read, Update, Delete)

Prefix: /api
URL Path HTTP Description Data
Method
/rl_requests GET Avaktnon OAwvV Twv OAeg oL amoBnKeVUEVES
QLT oEWV attnoelg otn Baon
/rl_requests POST Anploupyia véag altnong | Ztolxeia véag altnong
/rl_requests/ GET Avaktnon tg aitnong ue | Mia aitnon pe id to
{rl_request_id} 1o 606¢v id 606¢v id
/rl_requests/ PUT Evnuépwon tng aitnong Mia aitnon pe id to
{rl_request_id} pe to 606¢v id 606¢v id
/rl_requests/s/ | GET AvAaktnon twv attnoewv | OL amoBnKeUUEVEG
{student_id} Tou dottntr pe to 600€v | autrioelg evog dpoltntn
id
/rl_requests/t/ | GET AVAKTNON TWV EKKPEUWV | OL EKKPEUELG QUTAOELG
pending/ attrioewv mou adopouv mou adopouv
{teacher_id} ToV KaOnyntr pe to 800€v | cuykekpluévo KaBnyntn
id
/rl_requests/t/ | PUT Amodoxn pag ID aitnong, keipevo
{rl_request_id}/ OUYKEKPLUEVNG altnong arnodoxng tn¢ aitnong
approve
/rl_requests/t/ | DECLINE | Amoppupn piag ID aitnong

{rl_request_id}/
decline

OUYKEKPLULEVNG altnong

Nivakag 1. Endpoints Ataxeipiong Attioewv ZUoTATIKWVY EMLoToAwv
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Eniong avadépovtal Ta endpoints mou €xouv avamtuxBOel oxeTIKA Ue Tt dlaxeiplon

TWV oToELWV TwV dottnTwy Kot kaBnyntwv. AkoAouBeital katl AL TO LOVTEAO

CRUD (Create, Read, Update, Delete)

Prefix: /api
URL Path Method Description Data
/students GET Avaktnon OAwv Twv OMot ot amoBnkeupévol
doltnTwv dottntég otn Baon
/students POST Kataxwpnon véou dpowtntry | Ztolyeia véou doltntn
/students/ GET Avaktnon tou ¢oLtnT He ‘Evag dpottntAg pe id to
{student_id} to 600¢v id 606¢v id
/students/ PUT Evnuépwon tou ¢outntn pe | Evag portntic pe id to
{student_id} to 600¢v id 606¢v id
/teachers GET Avaktnon OAwv Twv OMAot ot amoBnkeupévol
KaBnyntwv KaOnyntég otn Baon
/teachers POST Kataxwpnon véou Itolxela véou kabnyntn
kaBnyntn
/teachers/ GET Avaktnon tou kabnyntn pe | Evag kaBnyntng e id to
{teacher_id} 10 600¢v id 606¢v id
/teachers/ PUT Evnuépwon tou kabnynt | Evag kaBnyntng e id to

{teacher_id}

pe to 606év id

606év id

Nivakag 2. Endpoints Alaxeipiong Ztoixeiwv @ortntwyv / Kabnyntwv

4.4 Frontend Edappoyn - VuelS

To VuelS sivat éva Web Framework yia tnv avantuén epappoywv user interface oe

Javascript. Xpnowuomnolel cuvnBwg To axios module pokeLUEVOU va EXEL TN

Suvatotnta va kaA£éoesl web services kot REST APIs.

Me OKOTIO VO TTAPAUETPOTIOLNOEL OTLC AVAYKEC HOG XPNOLLOTIOLOUE TO

dnuodhéotepo package manager mou UTtapyeL yla Javascript, To npm Omou

Baoiletal oto node;js.
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H backend edappoyn onwg einape xpnowlomnolei to FastAPl wote va mapéxel Eva API
(Application Programming Interface) 6mou Ba emikowwvel pe tnv epapuoyn mou Ba
avaAlooupe edw Kal n onoia Ba eEunnpetel Tov TeAKO xpriotn. Me xprion Tou axios
module Ba maipvoupe dedopéva amnod tnv backend epappoyn kat To aviiotolxo
SLa0€otpo REST API OXETIKA LE ALTAOELG YLOL CUCTATIKEG ETILOTOAEC, KAL E TOUG
XPNOTEC TOU cuoTtuatog. OL poAoL auTwy TwV xpnotwv eival student, teacher kat
admin. H mpoypaLOTLOTIKA apXLTEKTOVLKI Tou project Baciletal oe components Kat
Views Tou EMmLKOWVWVoUV LETAEV TOUG. ZuvnBwE OAa auTd Ta apxeia £Xouv

KaTAAnén .vue kot amoteAouvtal amnod TPl evotnTteC. H mpwtn eival armAn HTML
omnou dnAwvoue tL otolxeia Ba dpaivovtal oto xpriotn. H deltepn eivat to CSS
Koppatt mou aAAaloupe autd to HTML otowxela 6oov adopd tnv epdavion. TEAOC
€XOUE TN JavaScript 0mou pmaivel n Aoyikr tng epapuoyng n onolia xelpiletal ta

Sdebopéva Kal Ta TapouoLAlel OTOV TEALKO XpHoTn.

Ta components kat URL paths sivat:

* HeaderPage: H enikedpalida kabe oeAibag tng epappoyng 6mou Sivel
TIANPOPOPLEC YLO TNV KATAOTOON TOU XPHoTN Kol Aettoupyieg ouvdeong /
gyypadng xprotn.

* AboutView (/about): MAnpodopiec Epappoyric — Documentation

* AddReferenceletterRequest: AnpLoupyio GUCTATIKAG ETLOTOANG

* AddStudent: Anpwoupyia ¢pottntni

* HomeView (/home): Apxikr) oeAida mou mepléxel ta Sedopéva Tou
OUOTNUATOC aVAAoya E TV KATAOTOON TOU XpHoTn

* LoginView (/login): ZUv8eon Tou Xxprotn

* OwnerDetails: Ta otolxeia pag npog evnuépwaon Tou XpPnotn.

* ReferenceletterRequestsDetails (/reference-letter-request-details/:id):
NEMTOUEPELEG ULAG QLTNONG CUCTATIKIG ETMLOTOANG.

* ReferenceletterRequestList: AloTa L€ TIG ALTAOCEL CUOTATIKWY EMLOTOAWY

* SignUpLoginView (/signup): EmAoyn Tumou xprnotn

* SignUpStudentView (/signup/student): Eyypadn véou doltnt

* SignUpTeacherView (/signup/teacher): Eyypadn véou kabnyntn

* VerifyEmailToken (/verify_token/:token): Avaktnon token yia emiBepaiwon
email.
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4.5 Epyaleia DevOps

210 oUOTNUO KA KAl OTLG EPapUOYEC HAC CUUTEPIAABAvVOVTAL KATIOL
apxela mou glval xpriolua otnv napapetponoinon pe ta DevOps epyaleia ou Ba
avaAuBolv otn CGuVEXELa.

Mpokettal eite yla apxeia Jenkinsfile ta onoia adopolv tnv evowpdtwon Tou
kwdka otov Jenkins server kal tov Tpomo mou Ba yivel to deployment tng
edapUoynG LECW aUTOU OE KATIOLO ELKOVLKA Unxavn €ite yia ta apxeia docker-
compose.yml kat Dockerfile mou meplypdadouv tov Tpdmo kat Tig mpolnoBEcel woTe
va yivel deploy To ocUOTNUA O€ EIKOVLKA UNXavn HE tn xprion tou Docker, eite yla to
daxelo k8s mou Ppioketal oe KAOe epappoyn LOG KOL TIEPLEXEL OPXELX OXETIKA WE TN
Swadikaoia tou deployment og elkovikr pnxovn He tn xprion tou Kubernetes.

To deployment 6mou kavoupe xprion tnc Ansible meplypadetat otn cuvexela
Tou kedaAaiov kaBwg ota MAaloLa TNG MOPOUCAG MTUXLAKIG EPYACLAC
SnuioupynBnke €va akopa amoBetiplo KWSLIKA MEPA ATTO AUTA TOU BaoLkou
OUCTAMATOC WOTE VA EEUTINPETIOOULE TOV OKOTIO QUTO UE LEYAAUTEPN EUKOALQ.
Xpnoluormoleital yla tnv avtopatomnoinon tg dtadkaciog tou deployment pe
xprion docker texvoAoylwv Kal oxL yLa To apadoolako deployment oe
KArolov/kamoloug servers. Eniong avtopatonolel kat tn dtadikacio Tou
deployment pe xprion kubernetes k@vovtag xprion Tou avtictolyou module.

Visual Paradigm Online Free Edition -
Deployment Environments

A
<<device>> VM-2 Docker Deployment
Local PC
<<component>> g

docker-compose

<<component>> 8] <<component>> g
Back-end (FastAPI Server) Front-end (VueJS Client)
Commity Push / Merge

Pipeline for deployment Uvicorn m
<<component>> ) with Docker using Ansible FastAPI

Reference Letters
System Repository Vueds
(git submodules) Yueds
PostgreSQL
<<component>> 8]
FastAPI Server
Clone & Trigger <<device>>
Wethook M-1
B i
<<component>> 8] LTS SR
Ansible Code
<<component>>  &] VNI-3 Kubernetes Depl
VueJs Client VuedS
ConfigMap
Pipeline fi Ingress VueJS VuedsS | >
\pel_ne or Controller —— clusterip ——— App
deployment with Kubernetes \\
using Ansible EastAPI
cluster ip
PostgresSQL Postgres@L
—_— - FastAPI
luste ==
el App L | FastAPI
ConfigMap

Visual Paradigm Online Free Editiq

Ixnua 1 ApXLTEKTOVLKA ZUCTAHOTOG
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KE®.5: Evowpdtwon tou Docker kat tou Docker Compose

5.1 Eykatdaotaon Docker

Ma va kavoupe eykataotoon to Docker tpéxoupe TI¢ mapakAtw evtoAEC (linux-

based nmeplBaiiov):

sudo apt-get update

sudo apt-get install curl apt-transport-https ca-certificates software-properties-
common

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64]
https://download.docker.com/linux/ubuntu S(Isb_release -cs) stable"

sudo apt update
apt-cache policy docker-ce

sudo apt install docker-ce

sudo systemctl status docker

Ewdva 46. Eykataoctaon Docker
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5.2 Evowpdtwon tou Docker Compose

‘Evag ypriyopoc Kot a€LOTLoTog TPOTOG Vo TPEEOUE TTOAAEC EDAPLLOYEG TIOU TIPETIEL
Va ETIKOLVWVAOOUV PETAED TOUG yLa VA €XOUE €va dladlkTuakd cuotnua eivat va
xpnotpomnotjoou e to docker compose. Ma va eykatooTadel TPEXOUUE TLG EENG

EVTOAEC:

sudo curl -L
"https://github.com/docker/compose/releases/download/1.28.5/docker-
compose-S(uname -s)-S(uname -m)" -o /usr/local/bin/docker-compose

sudo chmod +x /usr/local/bin/docker-compose

sudo In -s /usr/local/bin/docker-compose /usr/bin/docker-compose
docker-compose --version

Ewdva 47. Eykataotaon Docker Compose

Kavovtag eykataotacn oUWV LE TIC TTOPATIAVW EVIOAEC Ba xpelaleTal Kabe

dopa nou TpExoupe docker EVIOAEG va TLG TPEXOUE CaV SLOXELPLOTES (root XpnoTeg).

Ma va to 0AAGEOUE QUTO UMOPOUUE VO TPEEOUE TIC TTOPAKATW SV0 EVIOAEC yLa Vo

elpaote oto docker group xpnotwv.

sudo groupadd docker
sudo usermod -aG docker SUSER

Ewova 48. NMpooOnikn xpriotn oto docker group

Mpokelpévou va Kavoupe deploy To UOTNUA HOG OTNV ELKOVLKH HNXOVN
aflonolwvtag to docker kot to docker-compose €xoupe SnULOUPYrCEL GUVOALKA TP

apxeta, éva oto project tn¢ frontend edpappoyng, to Dockerfile kat SUo oto project

o

¢ backend edappoyng, to docker-compose.yml kat to fastapi.nonroot.Dockerfile.

Xe éva Dockerfile opiZetal Tt xpelaletal pia edpappoyn yla va tpe€el o meplBaiiov
docker péoa amnod Bripata mou ekteAolvtal oslplakd. Juykekplpéva, ota Dockerfile

TOU CUOTNUATOG oG 0piloueE:
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1 pia €kdoon tng yYAwooog mpoypapatiopol TToU XPNOLUOTIOLOULE YL Vol
vivetinstall (backend: python, frontend: node yia javascript)

2 éva working directory

3 oM\ayr o€ non root XpARoTN yLoL TOL TIEPLOCOTEPA OO TaA EMOUEVA BAMATA
WOoTE va £Xou e evog eldoug aodalelag (eav xpelaletal Kal To EMBUUOUUE -

oto frontend 6& Bewpol e wg xpetaletal)

4 tov KatA\oyo Tou TIPEMEL va YIVEL COpy KL TIEPLEXEL T apXEia TToU BENOUUE

5 ta requirements-dependencies (BLBALOBAKEG-€0PTAOELC) TTOU TIPETEL VAl
vivouv install (backend: fastapi kAm, frontend: vuejs kAn)

6 tnv port mou B€houpe va yivel expose n epappoyn, yla va ivatl opatr ano
AAAeC edbapUOYEG 1 LEOW TNG public ip TNG EKOVIKAG UNXAVAG

7 tnv evtoAn otav EEKIVAOEL TO container ylo val yivel expose aglomoLwvTog

application server (m.x. uvicorn) [ web server (.. nginx)

python

PYTHONDONTWRITEBYTECODE I
PYTHONUNBUFFERED I

groupadd appuser &% useradd -g appuser -d /

PATH=$PATH:

["uvicorn”, "app.main:app”,"--host","@.0.0.0","--port”, "8000" |

Ewkdva 49. non-root Dockerfile tng backend edpappoyng
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node:lts-alpine build-stage
/app

package*. json

npm install

npm run build

nginx:stable-alpine production-stage
--from=build-stage /app/dist /usr/share/nginx/html

80

["nginx"”, "-g", “"daemon off;"]

Ewkova 50. Dockerfile tng frontend epappoyng

Y10 apxeio docker-compose.yml opilou e Kamola services to onoia XpelaleTal To
oUOTNUA VLA VO EKTEAECTEL KOl CUYKEKPLUEVA TN Bdon SeSOUEVWVY UE TIG
TAPAPETPOUC CUVEEDNC, TNV UTINPECLO aUBEVTIKOTOINONG XPNOTWV UE TIG
TIAPAPETPOUC 0UVEEDNG KL TIG BaolkeG epapuoyES Slaxeiplong attioswv
OUOTOTLKWVY ETILOTOAWV €xovtag opioel ta avtiotolya Dockerfile mou mpémnel va
SlaBaotel, ta apyeia pe Tig petaBAntég meptBarlovtog, volumes mou xpelalopaote

yla amoBnkeuon 6edopuévwy, Ta ports omou Ba TpEXouV oL BACLKEG EPAPUOYES LLAG.

Onote, twpa €xovrag €va docker-compose.yml (i .yaml) apxeio kamou
(ouvnBwcg oto root folder tng edappoyng pag) pmopolUe va TPEEOUUE
docker-compose up --build (to --build nAwvel mwg ta images mou pTLdxvouuE eUELg
TPEMEL va yivouv build amo tnv apyn yla VIOTIGUO TUXOV AAAOYWV TTOU UTIAPXOUV
otov Kwdika). 2 autn tn daon, Ba BAEmete kat 6Aa ta logs autwv Twv components

TOU CUOTNHATOG MOV £XoUpE SnAwaoel epdoov €xouv TAEL OAQ KaAQL.
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Na avagepBel mwg otnv mapoloa MTUXLAKN Epyacio xpnowdormnoleital to github wg
anoBetnpLo kwdika kat ekel amoOnkeveTal 0 KWOLKAG pag. To docker-compose.yml
TO €XOULE OTO YEVIKO repository Tou GUGTHUOTOG, OTIoU (E Tn XprHon Twv git
submodules [9]) €xoupue €vav utoddkeAo ou avadEPETAL OTO repository tng
backend ebappoyng pag kat évav umtopakeAo mou avadEPETal oTo repository Tng
frontend epappoyng pag. Méoa oto docker-compose.yml to context SnAwvetal otn
backend edappoyn wc reference-letters-fastapi-server, dnAadr o pakelocg omou
avadpEpetal oto repository tng backend epappoyng kat otn frontend edappoyn
dnAwvetal wg reference-letters-vuejs-client, 5nAadn o dakelog o6mou avadEpetal
oto repository tng frontend epappoyng mou mepLEXEL TOV AVTIOTOLXO KWSLKA TTIOU

XPELAETAL TO CUOTNUAL.
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https://www.vogella.com/tutorials/GitSubmodules/article.html

: database
postgres:14

"5432:5432"

POSTGRES_USER=postgres
POSTGRES_PASSWORD=postgres

FASTAPI_DB USER=bellias

FASTAPI_DB PASS=pass123

FASTAPI DB MNAME=reference letters_data

: [ "CMD", "pg isready”, "-q", "-d”, “postgres", "-U", "postgres" ]
: 38s
: 38s

‘dj postgres data:/var/lib/postgresql/data/"
‘.fassets/init db: /docker-entrypoint-initdb.d/"

always

: backend

: reference-letters-fastapi-server
: nonroot.Dockerfile
ghcor.io/panagiotis-bellias-it21871/ref-letters-fastapi-server
: uvicorn app.main:app --reload --workers 1 --host 8.8.8.€ --port 3200

"800 800"

- .f/reference-letters-fastapi-server/ref_letters:/usr/data/app

- reference-letters-fastapi-server/ref_letters/.env

- CMD
- wget -5 --spider http://localhost:8888/docs
: 38s

- database

always

frontend

: reference-letters-vuejs-client
: Dockerfile
ghcor.io/fpanagiotis-bellias-it21871/ref-letters-vuejs-client

" . /reference-letters-vuejs-client: fapp’
* fapp/node_modules *

reference-letters-vuejs-client/.env

"8e:80"

backend

Ewova 51. docker compose
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5.3 Github Container Registry

Xpnotuomnowwvtag To container registry tou Github, pnopouue va anoBnkelooupe
kat va Slaxelplotoupe Docker images. Xpnolpomnolei to package namespace

https://ghcr.io

Mo €éAeyxo TautoTnTag oto container registry oe workflow evog CI/CD server,

xpnotponotiote To GITHUB_TOKEN yia tTnv KaAUTEPN aodAAELD KOL EUTIELPLAL.

1. Anpwoupynote éva VEo POoowTLKO access token (PAT) pe ta kataAAnAa nedia
yla ta tasks mou B€Aete va oAokAnpwoete. EGv 0 opyaviopog oag amalttel
SSO, npémel va evepyornolnoete To SSO yla to véo oag token.

a. Em\é€te to medio read:packages yia Ain container images kait
avayvwon Twv HeTadeSopévwy TouG.

b. Eméte to medio write:packages yia Andn kat anootoAr container
images KoL avayvwon kat eyypadr Twv LeTadeSopEVWY TOUG,.

c. EmAé€te to nebio delete:packages yla va Staypadete container

images.
Mo meploootepeg mAnpodopieg, PAEne edw [10]

2. Amobnkelote to PAT oag. Zuviotatal va anobnkeVoete To PAT cag wg

petaBAntA mepBaAiovtod.
export CR_PAT=YOUR_TOKEN

3. Xpnotwonowwvtag to CLI yia Tov TUMo tou container cag, cuvdebeite otnv

UTINPEeoia container registry otn dtevBuvon ghcer.io

echo SCR_PAT | docker login ghcr.io -u USERNAME --password-stdin
> Login Succeeded
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https://docs.github.com/en/github/authenticating-to-github/creating-a-personal-access-token-for-the-command-line

Mo va umopoU e va Kavoupe push éva image ag SoUUE MwG YiveTal o€ apadeLyua.
docker push ghcr.io/OWNER/IMAGE_NAME:|atest

'H ouykekpluévn €kdoon tou image.
docker push ghcr.io/OWNER/IMAGE_NAME:2.5

Otav yivetal publish yia mpwtn dpopd éva package, n mpoemAeyuévn opatotnta
elval LOLwTkN. MNa va aAAGEETE TNV opaTOTNTA 1 Va 0ploeTe Sikatlwpata pdécfaong,

avatpéfte otnv evotnta [11].
Meploodtepa edw [12]

5.4 Security Scanning

Mpokelpévou va eAéyéoupe ta docker images mou GpTLdxvVoUUE yLa TUXOV EUTIABELEG
UTTOPOULE VO XPNOLUOTIOLOOU LE TO 0APWTH EUTIAOELWVY grype TIou UMOopEL va

edappootel kal oe cuotipata apxelwv (file systems).

Ewkdva 52. Aoyotuno Grype
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https://docs.github.com/en/packages/working-with-a-github-packages-registry/working-with-the-container-registry
https://docs.github.com/en/packages/learn-github-packages/configuring-a-packages-access-control-and-visibility

Ta XapaKTNPLOTIKA Tou Grype elval Ta €€AG:

® JOPWVEL TO TIEPLEXOUEVO EVOG container image 1 eVOG CUOTIUATOG OPXELWV
yla va Bpeite yvwotd Tpwtd onueia.

® Bpilokel eUTIABDELEG YL LEYAAQ TIAKETO AELTOUPYLKWY CUCTNUATWY, OTIWG £lval
to Alpine, To BusyBox, To CentOS, to Debian, ta Oracle Linux, ta Ubuntu

® Bpiokel TpwTA onueia ylo maketa elOIKA yla KAmola yYAwooa
TipoypaUpaTIOHoU onwe Java (JAR, WAR, EAR, JPI, HPI), JavaScript (NPM,
Yarn) kat Python (Egg, Wheel, Poetry, requirements.txt/setup.py files)

e Ymootnpilel docker images

i~$
e

HE. S ainfinstall.sh sh -5 -- -b
ithub for

Ewdva 53. Eykataotoaon Grype

Me oKOTO va KATEBACOUE TO grype Kal Vo TO SOKLUACOUE TPEXOUE TIG EVTOAEG
Tou BAEmete otnV €lkova (meptBaAov linux-based) Balovtag to ko oag path
T(POOPLOUOU OMoU BEAETE va amoBnkeutel To grype (f Tou SnULoupynoaTE yLo Tov

OKOTIO aUTO, OTWG dailveTal otnV ElKOVA).

To grype Ba to xpnolpomnoloUpe otav Ba BEAoUE va TPEEOUE TO CUOTNUA OE
Docker neptBaiAov. Oa dokipdaloupe va kavou e build ta docker images pag kait
OUEOWC Ba TPEXOUE TO grype yla va BAEmou e Ta evaioBnta onpeia Tou container.
Av 6Aa gival evtagel kot Sev xoupe Kpiowa R VPNAARG onuaociag TpwTd onpeia
ouveyiloupue e To €i60¢ Tou deployment mou B€Aoupe va KAVOUUE. AUTO Umopel va
elval eite va onkwooupe To cuotnua pe docker-compose eite va kavou e push ta

images yLa va ta xpnotonolooupe o€ éva kubernetes cluster.
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Mo va 6oV e mooa Kal TL coBapotntag ival Ta TpWTA onUeia evog container
UTTOPOUE VA XPNOLLLOTIOL)COULE TLG TIOPOKATW EVIOAEG KAl v SNLLOUPYHCOUME

apxela omou Ba kpatdave tnv mAnpodopia autrh ava image kot ava cofapotnta.

grype ghcr.io/panagiotis-bellias-it21871/ref-letters-fastapi-server >
backend _image grype_logs.txt

grype ghcr.io/panagiotis-bellias-it21871/ref-letters-vuejs-client >
frontend_image_grype_logs.txt

cat backend_image_grype_logs.txt | grep 'Critical' > backend_critical_issues.txt
cat frontend_image_grype_logs.txt | grep 'Critical' > frontend_critical_issues.txt

‘Etol, BAEMoOUpE MOpaKkATwW Ta aviioTowa apxeia mou nmepLéxouv critical, SnAadn

Kplolung onuaoiag, eumaBeleg yia kaBe component ou €xoupue, SnAadn tn backend

ebappoyn pag kat t frontend edpappoyn pag.

backend_critical_issues.txt

frontend_critical_issues.txt

Ewdva 54. Apxeia Avixveuong Eunta@swwv Docker Images

5.5 PUOuion Domain Name & Eykatdaoctaon SSL Certificates -
HTTPS NepBaAiov

Ewkdva 55. Apxwkn ZeAida ClouDNS

75
Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



Dashboar +
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ster reverse zone Slave reverse zone

Primary ENUM zone Secondary ENUM zone

Parked zone Free zone

Ewkova 56. Emtloyn DNS Zone

[¢] o8 cloudns.net 8% W © & 9

jices [ Social Media [JHUA [Jintemship H¥ Bellias Schedulling - Y... [ Saved Pages () TV Schedulling [ DevOps Thesis () Distributed Systems ([ Society and ICT @) e-me_presentation_tse... @) Ftic napahie

New domain zone

Domain name:  reflletters.thesis.bellias.net

CREATE

* You can manage the records from web interface.

Ewova 57. Emiloyn) Ovopatog yia to DNS Zone
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<« (¢] 08 coudns.net

O services [ social Media (JHUA [Jinternship {8 Bel g - Save Schedulling [ DevOps Th
elliaspan@gmail.com Fi B 50 il

Q ref.letters.thesis.bellias.net

A AAAA MX CNAME TXT SPF NS SRV ALIAS RP SSHFP NAPTR CAA TLSA DS CER

Online - Live Chat

= [¢] O 8 cloudns.net 80% ¥ 9 » 9

D services [ Social Media [CJHUA [ intemship # Bellias Schedulling - Y... () Saved Pages [TV Schedulling () DevOps Thesis [ Distributed Systems ([ Society and ICT @) e-me_presentation_tse... @) I napaiec T Att.

Add new record

Type
A

Host:

jenkins

Po
34.125.228.252

nly for premium account.

Ewkova 59. Anpoupyia A Record yia Jenkins VM
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ervices (3 Social Media (JHUA (D internship §8 Bellias ing - .. [JSavedPages [TV Schedulling [J DevOps Thesis () Distributed Systems (3 Society and ICT @) e-m

Add new record

Type:

A

Host:

docker refletters:

Points to:

34.125.45.220

* Available only for premium account

Ewova 60. Anpoupyia A Record yia Docker VM

e X+

(¢] o8

[ social Media [JHUA [Jintemship H¥ B - Saved Pages S lling [ DevOps Thesis [ Distri
Tools R

Free © 1/1 B3 6/50 Il 0/500k

Q ref.letters.thesis.bellias.net

All AAAA MX CNAME TXT SPF NS SRV Web Redirect ALIAS RP SSHFP NAPTR CAA TLSA DS CER

Ewova 61. Emttuxn¢ Anpovpyia A Record

JTIC TTAPATIAVW ELKOVEG BAEMOUUE WG pumopoU e va ¢tiaéoupe DNS records yla ta
VM pag, ta onoia Ba ploevricouv tnv edpappoyn Hag e SLOPOPETIKO TPOTIO TO
KaBéva. e emopevo KedpaAalo Oa XpNOLUOTIOL|COUE Lo EVOANAKTIKI KOl
ypnyopotepn unnpecia DNS pe otoxo va dnuloupyrnicoupe domain name yia to VM
Tou xpnotuornolet Kubernetes Cluster. Onote ta domain name mou €xouv puButotel
elvat:

* jenkins.ref.letters.thesis.bellias.net < yia 1o VM mou €xeL Tov jenkins server

* docker.ref.letters.thesis.bellias.net = yia 10 VM mnou xpnoponotel docker
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‘Ocov adopad tn Snuioupyia https meptBaAAoviog pnopol e va emokepBoU e TO
https://zerossl.com/ kat va ptidoupe ekel Aoyoplacuo.

X +
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. ZeroSSL Help Conter  Partner Program ref.letters.web.app@gmail.com | RE

ice interruption
Get Premium SSL.

Dshboaed Get Started

Certificates

Developer Welcome to ZeroSSL

Thank you for choosing ZeroSSL. Ready to create your first SSL certificate?
You can have a look around o get started right away using one of the links below.

(] (] @ @ x

Expiring Soon Issued Pending Validation Expired

Your Subscription 0/3 90-Day Certificates
You can find your credits & usage on the right. For unlimited certificates and
access to advanced SSL management tools, 0/0 1-Year Certificates

Create SSL Certificate

ZeroSsL lets you create SSL certificates within just a few minutes, supporting New Certificate
both 90-day and 1-year certificates. To create a certificate, dlick on the right

Ewkova 62. Apxwkn ZeAida FreeSSL

zerossl.com/certificate/new w » @

% Bellias Schedulling - V... [J Saved Pages [TV Schedulling [ DevOps Thesis [ Distributed Systems [ Society and ICT @) e-me_presentation_tse... @3 Euc napodie e ATT..,

zeross L Help Center Partner Program ref.letters.web.app@gmail.com = RE

i Please note we are down for maintenance from 8 AM to 2 PM (GMT+1) today. You might experience service interruption %
Get Premium SSL during the mentioned period. More information.

Dashioard New Certificate Cancel

Certificates
Developer

SSL Certificate Setup

‘You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.
~ Domains

I need a wildcard certificate pro

Please enter at least one domain to secure. For single-domain certificates
the WWW-version of your domain will always be included at no extra charge.

Enter Domains

@ Add Domain Pro Next Step —>

Ewkova 63. Anpovpyia SSL Certificate

Xpelaletal emiong va emaAnBsvooupe to domain name mnyaivovtag oto cloudns.cl
katl mpooBétovtag to CNAME record cUpdwva pe Tig 0dnyieg. Meta amia
KaTeBALOUE TA TILOTOTIOLNTLKA YLaL VAL TAL AVEBACOULE OTOV Server pag.
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ZeroSSL Help Center  Partner Program  ref.letters.web.app@gmail.com | RE

GMT+1) today. You m
Get Premium SSL.

Dashboard Verify Domain

Verify Later
Certificates

Developer & Your certificate has been created and is ready for domain verification.

jenkins.ref.letters.thesis.bellias.net

Congratulations, your SSL certificate is en route! However, you need to verify ownership
of your domain before installing your certificate. Please follow the steps below.

Verification Method for jenkins.ref.letters.thesis.bellias.net

We need you to verify ownership of each domain in your certificate.
Please select your preferred verification method and click "Next Step".
Email Verification

DNS (CNAME)

To verify your domain using a CNAME record, please follow the steps below:

Ewova 64. EnaAn®suon Domain péow DNS (CNAME)
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KE®.6: Evowpdtwon tng Ansible

6.1 Ansible Repository

JKOTIOC LOC OTNV TTapoUoa MTUXLOKN gpyacia eival n Suvatotnta autopatonoinong,
aVATTTUENG KOl EKTEAEONG TOU CUOTANATOC SLaXE(PLONG CUOTATIKWY ETLOTOAWV OE
Stapopetika meptBaArlovta (BA. ELKOVIKEG UNXOVEC, OL ELKOVLKEG NXOVEC TIOU
xpnotpomnodnkayv ivat and tov mapoxo Microsoft). Autd kabiotatal epLkto

aglomowwvtag tnv Ansible.

Ma Vv enitevén autou Tou OKOTOU SnNULOUPYRONKE KoL TTAPAUETPOTIOLRONKE Eva
véo project (Ansible-Reference-Letter-Code). Z& auto TO project €xouv oploTel
petapAnteg meptBariovrog (r.x. host, otolxela ouvdeong pe Baon dedopévwy K.4.),
Kal Kupilwg Ta playbooks omou meptéxovral Ta Brpata mou PETEL VA YIVOUV WOTE val
eykataotabel kal vo eKTeAEOTEL KAOE pia epapuoyn Eexwplotd aAAd Kal OAo To

ocvoTnua pall o€ Yo ELKOVIK Lnxov).
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' group_vars
allyml

docker_group.yml

_group.yml

~ host_vars

docker-v

localhast.yml

™ playbooks

reference-letters-system-docker-installyml
reference-letters-system-kubernetes-deploy.yml
.gitignore

ansible.cfg
hosts.yaml

READMEmd

Ewkdva 65. Aoun Ansible Project

6.2 20vdeon SSH

Mpokeluévou va cuvdeBolpe ota VM mou €xoupe yla va yivouv ta deployments tou
Stadiktuakou cuotipatog pubuilovpe kataAAnAa to ~/.ssh/config apyeio mou
€XOUE TOTIKA OTO HUNXAVNHA Hag. EMeLTo amAd UmopoUpE vo avapEPOUAOTE 0T
VM pog péoa amno to hosts.yaml apxeio pe ta ovopata mou £xoupe Swaoel oto KABe
VM.

Host jenkins-wvm
HostName <DNS-RECORD-OR-PUBLIC-IP>
User belliaspan
IdentityFile ~/.sshfid _rsa_jenkins

Host docker-wvm
HostName <DNS-RECORD-OR-PUBLIC-IP>

User belliaspan
IdentityFile ~/.ssh/id rsa docker

Host k8s-vm
HostName <DNS-RECORD-OR-PUBLIC-IP>
User belliaspan
IdentityFile ~/.sshfid rsa_k8s

Ewkova 66. Evéewktiko ~/.ssh/config apxeio
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jenkins-vm

docker-vm

Ewkdva 67. Evéelktikd hosts.yaml apyeio

6.3 Playbooks

~ playbooks
jenkins-config.ymi

reference-letters-system-docker-install.yml

reference-letters- -kubermnetes-deploy.yml

Ewkova 68. Ansible playbooks

ESw ¢aivovtal ta playbooks mou xpnotpomnolouvtal yia va yivouv ta deployments
TOU CUOTHUATOC.

AvaAutikotepa:

* jenkins-config.yml: Xpnotpormnoleital yla va mopapeTpomnotiosL tov Jenkins
server WoTE va TPEXEL LEow nginx web server kal og https meptBaAiov.

* reference-letters-system-docker-install.yml: Xpnoipomnoteitat yla va
kateBaosl ano to github tov kwdLka Tou cuoTHUATOG, Vo pUBUILOEL TIG
HETAPBANTEG MEPLBAAAOVTOC KAl VO EYKOTOOTHOEL TO cUOTN A O€ TEPLBAAAOV
docker pe xprion docker-compose, e nginx mapapeTpomnoinon Kat ssl
certificates yiwa va tpéxel pe https.

* reference-letters-system-kubernetes-deploy.yml: Xpnotwuomnoteitat yia va
kateBaoel ano to github ta apyeia mou Ba xpnowuomnoioet to kubernetes
API, va puBuioel Tig petaBAnTég mepBAAAOVTOG KAL VOL EYKATOOTIOEL TO
ouotnua os kubernetes cluster pe xprjon twv docker images mou eivat
SdlaBéatpa oto github container registry.
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KE®.7: Evowpatwon tou Jenkins Server

7.1 Jobs - Pipelines

MPOKELUEVOU VOl ETUTUXOULE CUVEXH EVOWUATWON KAl CUVEXH TapAadocn Tou
StadikTuaKkoU pag cuoTAUATOC oTa TEPLBAAAOVTA TTapaYwWYN G TTOU EXOUUE
SlaBéoipa xpnolponoloupe tov Jenkins Server, omou avadEpOnke Kot

T(PONYOUUEVWG.

Elval éva epyaleio autopatonoinong to onoio unootnpilet tnv texvikn tou CI/CD,
dnAadn tn cuvexn EVoOWUATWON TwV aAAAQYwWV TTOU YivovTal 0TOV KWK
npayuatonolwvtog build kat tests kat Tnv mpowBnaon Toug os epLBailov
production. O Jenkins server, Aounov Aettoupyel ocav CUVOETIKOC KPIKOG AVAUECO OTO
amoBeTrpLo Tou kKwdika pag Kat ota meptBarlovta mou Oa yivel deploy n edbappoyn.
EykaBiotatal o€ pia elkovikn pnxavr kot epocov £Xouv MapapeTpomnolnbel cwotd
ta credentials oUvdeong TO00 pe T AMOBETPLO KWELIKO OGO KL LE TLG ELKOVIKEC
HNXOVEC TOTE UIMOPEL VAL UTINPETHOEL ATMOTEAECUATLKA TO POAO YLA TOV OTtoL0

XPNOLLOTIOLETALL.

Anapaitntn mpoindBeon eival yia kabe mepBarAov mou BEAOUUE va KAVOULLE TNV
edappoyn pag deploy, va €xoupe to avtiotolyo Jenkinsfile. Etol Oa pmopet o Jenkins
(6nAwvovtag to ovopa tou Jenkinsfile og éva pipeline) va Bplokel To apxeio pe TG

odnyleg eykataotaong.

Quoka avaykaio ival KoL n eyKOTA0TOON TOU 0 KATOLo GUOLKO Server r) o KAmoLa
deatr pnxavn (virtual machine) wote va ivatl dtaBéopog péoa anod pa publicip
TIou Ba XPELOOTOUHE yLo va puBuicoupE TNV eMKOVWVIO TOU pe To github

repository.

MepLOCOTEPA OXETIKA LE TNV EYKATACTAON KOL TNV MAPAUETPOToinon evog Jenkins

Server Ba Bpeite edw. [13]
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https://www.jenkins.io/doc/book/installing/linux/

7.2 Awaxeipion MetapfAntwv NeptBaiiovtog yia
Napapetponoinon

Yidpxouv TIUEG, OTIWG EXOUE 6N TEL, TTou b€ BEAOUUE va UTIAPXOUV HECA OTOV
KWSLKA KAl vaL Elval OpaTEG Artd omoLlovONTOTE £XEL TPOoBaoN g AuTOV (T.X. public
repository). AUTEG TLG TIUEG TLG TTEPVAUE OE PETAPBANTEG MEPLBAAAOVTOG KOL TLG
XPNOLLOTIOLOUHE TIAPOUETPLKA. AUTO avtiotolya yivetal kat og éva Cl/CD epyaleio

omwg eivat o jenkins server.

O Jenkins mapéxel, pall pe aAla, to Aeyopeva secret texts omou o€ kaBe Eva mou
dTIdxvou e amoBnKeVOUE TO OVOUA TNG LETABANTAG KaL TNV TN TG. MNpooBaon
€XOUUE p€oa armo To pipeline pag, 6mou otnv nepintwor) pog eivat to Jenkinsfile, To
omoio kavel install 6Ao to dtadikTtuakod cuoTtnud pag. Emiong untapxel avtiotoLyog
TPOmocg va amoBnkelouue ssh kKAelSLa yia cuvdeon os VM 1 server omou Béloupe va

kavoupe deploy to kwdika pag r va tpé€ou e kamolo ansible playbook.

Yto README.md apyeio tou github repository pnopeite va Bpeite mivaka UE TIG
HETABANTEG OV TIPEMEL va Yivouv configure yla va yivetat deploy to cuotnud pog

MOl UE EVOELKTIKEG TLUEC YLOL OLUTEG.
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KE®.8: Evowpatwon touv Kubernetes

8.1 Zuvéeon pe Kubernetes Cluster

MPOKELUEVOU VA EYKOTAOTHOOUE TO project pag oe Kubernetes Cluster, mpémnet
npwta va cuvdeBolpe oto VM Omou auTo TPEXEL £TOL WOTE va pubuicoupe tn
ouvdeon PeTaL auToL Kal TOU TOTILKOU UTIOAOYLOTH Hag 1) Tou Jenkins server émou

XPNOLLLOTIOLOU LE.

MAnpodopleg OXETIKA HE TNV eyKaTAoTOON €VOG SoklpaotikoU kubernetes cluster,

Ttou microk8s, Bpilokete edw. [14]

Mo TN 61K Lo EVKOALQ, UIMOPOUHE va TIPOCBECOUE EVal CUVWVULO EVTOANG (alias)
oto GAOLO PaG WOTE va PN YPAPOUUE LEYAAEC EVIOAEC OUVEXELA. [ val
xpnotuomnotjooupe to CLI epyaleio ou nmepléxetal oto microk8s, to kubectl
propoL e va kavoupe echo "alias k="microk8s kubectl" >> ~/.profile kat va

enavaouvéebol e oto VM yla va epappootouv ot aAayEg oto GpAoLO.

8.2 PUOuLon Domain Name

210 nepBarlov tou kubernetes deployment 6€Aou e eniong va pmopou e va
€Xouue pooBaon oto user interface ¢ ebpappoyng pog xpnolponolwvtag domain
name. '’ auTto xpnotpomnoloV e tnv online untnpeoia No-IP émou pmopoupe euKoAa

Kal ypriyopa va puBuicoupe éva domain name yia tnv IP §tevBuvon touv VM pag.
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https://ubuntu.com/tutorials/install-a-local-kubernetes-with-microk8s#2-deploying-microk8s
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Ewkova 70. Ynapyovta Hostnames

87

Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Asttoupyia web edpappoywv / Mavaywwtng MréAALag



X +

08 = p 90%

ervices (3 Social Media (JHUA (D internship §8 Bellias ing - .. [JSavedPages [TV Schedulling [J DevOps Thesis () Distributed Systems () Society and ICT @) e-m

0 Create a Hostname

Hostname o Domain e

k8

Record Type IPv4 Address o

o
Pvé) @

34.12

1]
Manage

Wildcard o
Upgrade to Enhanced

MX Records
+ Add MX Records

‘ Create Hostname
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Ewkova 72. Emttuxng Anpovpyia Hostname oto NolP

MpoKeLpévou va xpnotpornotjooupse domain name péow tou https://noip.com/ amhd

Kavoupe login 1) ¢Tiaxvoupe AoyapLloopo av dev €oupe noN Kot SnULoupyouuE Eva
véo hostname. Onote yia to VM pag omou xpnotpomnolel kubernetes cluster €xoupe

puBuioel wg domain name to k8s2thesis2bellias.ddns.net
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8.3 NepBairov Kubernetes

Ma va prmopoupe va tpé€oupe evioAEég kubectl mpémnel va elpaote oto avtiotolyo
group omote Xpelaletal va TPEEOULE TIC ENC EVIOAEC yLa va TtpooTeBoU e OTO

microk8s group kot va evepyornoljooupe kamola plugins mou xpelalOpaoTE.

sudo usermod -a -G microk8s SUSER

sudo chown -f -R SUSER ~/.kube

microk8s enable dns dashboard storage ingress
microk8s status

Twpa €lpaoTE OTOV UTIOAOYLOTH HOG (TOTILKA) KOl TPEXOULE TLG TIOPAKATW EVIOAEG.

Ye Aiyo Ba SoU e Kal TNV EPLTWON OMou XpnotlpomnoloUpe jenkins server.

# VM’s terminal
k config view --raw > kube-config
cat kube-config

# Local terminal
mkdir ~/.kube
scp <host-name>:/home/SUSER/kube-config ~/.kube/config

TéAog, mpémel va enetepyactoU e To apxeio ~/.kube/config yia va
QVTLKATAOTHOOUUE TNV IP pe tnv public IP tou host i} VM poag ko TV ypappn Le To
certificate oto block ‘clusters’ pe tn ypapun insecure-skip-tls-verify: true. Npoooxn,
OxL o€ mpaypatikad production meptfallovra onwe Ba ol e otn cuvexela. Twpa
UTopOoULE va TpEEoUE Lo amo Tic Baoikég kubectl evtoAég kubect! get pods yia va

BeBawwBouue 6tL £xoupe ouvdeon Ue To cluster.

ITnv mepintwon onou sipaote o évayv jenkins server kat BéAoupe va cuvdeBolpe
oto kubernetes cluster pag, TpEXOUE TIG TAPAKATW EVTOAEG. MpOTEIVETOL VA KAVETE
fork ta github repositories yLa va pmopeite va mopoETPOMOLAOETE TTPAYATA

edOOOV XpELOOTEL.
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# Jenkins terminal

sudo su

curl -LO "https://dl.k8s.io/release/S(curl -L -s
https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubect!"
sudo install -o root -g root -m 0755 kubectl /usr/local/bin/kubectl
su jenkins

cd

# Local terminal
scp ~/.kube/config <jenkins-vm-name>:/tmp/config

# Jenkins terminal
mkdir -p .kube
cp /tmp/config ~/.kube/

Elte xelpokivnta, eite péow jenkins server pe xprion Jenkinsfile kat secret texts
€XOUE va KAVOUUE Ta Mapakatw. O kKwdikag tng kabe edpappoyng Bploketal o
dakeho pe ovopa k8s omdte Oa aAAG€oupe pakeNo apKeETEG HOPEG yLa va
avadepBolue kaBe popa otov kKwdika Tou xpetalopaocte. O kwdikag Bploketal o

Hopdr yaml.

Mpoaooxn, mpenel va €xete SlaBaotpeg TIg avtiotolxeg docker images oto github
container registry onwg einape vwpitepa kabwg ot deployment ovtotnteg TIg
xpnotpomnotlouv. Mnopeite va deite kat o avtiotolyo Jenkinsfile mou Bploketal oto
KEVTPLKO git repository. DuoLka, mpemeL va €xeTe eykateotnpévo To docker eite oto
TOTIKO 0OC UNXAavnua, ite otov jenkins server. 3ta README.md apxeia twv
eMpEPOUC edapuoywy Bplokete meplocotepeg mMAnpodopieg yia tnv docker image
kaBe pog edappoyns. BEBata peyaAutepn anddoon Sivel n xprion Tou avtiotolyou

ansible playbook mou neplypaddetot mapokatw.

# Secret (for the postgresql database)

kubectl create secret generic pg-users \
--from-literal=PGUSER=<put user name here>\
--from-literal=PGPASSWORD=<put password here>

cd reference-letters-fastapi-server
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# Config Map (for .env variables)

cp ref_letters/.env.k8s.example ref letters/.env

nano ref_letters/.env # change to the correct values

kubectl create configmap fastapi-config --from-env-file=ref_letters/.env
cd k8s

# Persistent Volume Claim

kubectl apply -f db/postgres-pvc.yaml

# Deployments

kubectl apply -f db/postgres-deployment.yaml

kubectl apply -f fastapi/fastapi-deployment.yaml

# Services (Cluster IPs)

kubectl apply -f db/postgres-clip.yaml

kubectl apply -f fastapi/fastapi-clip.yaml

# Take Access inside postgres pod to initialize database
kubectl exec -it <POD-NAME> ./../assets/init_db/*

cd../.
cd reference-letters-vuejs-client

# Config Map (for .env variables)

cp .env.k8s.example .env

nano .env # change to the correct values

kubectl create configmap vuejs-config --from-env-file=.env

cd k8s

# Deployments

kubectl apply -f vuejs/vuejs-deployment.yaml

# Services (Cluster IPs)

kubectl apply -f vuejs/vuejs-clip.yaml

# Ingress (For just HTTP - Edit file changing host to your own dns name)
kubectl apply -f vuejs/vuejs-ingress.yaml

91
Xprion pe@odoloylwv kot epyaleiwv devops otnv avantuén Kat tnv nopaywykn
Aswtoupyia web epappoywv / Navayiwtng MréAAog



Mo va 510pBWOooUE TIG TLUEG OTa .env apXela TwV ePpapuoywV UImOPoUE va
xpnotpomnotjoou e Alyo kat tnv Ansible tpéxovtag avaloyo playbook omou 6a to
Bpeite oto ansible repository. Xpnoiuomnoleital emiong amno tov Jenkins kot To

Jenkinsfile. Asite edw meplocotepa. [15]
8.4 Eykataotaon SSL Certificates - HTTPS MeptBaAlov

MNa va puBuicoupe https meptBariov oto kubernetes cluster pmopol e va
XPNOLLLOTIOLOOUUE TO certbot kot akoAouBwvtac ta BrApata oto mapakatw link

UopoU e EUKOAQ VA TIETUXOUE TO OTOXO UaG. [16]
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https://runnable.com/blog/how-to-use-lets-encrypt-on-kubernetes
https://github.com/panagiotis-bellias-it21871/ansible-reference-letter-code#k8s

KE®.9: Zevapia Xpriong

9.1 ZeAida Eyypadng & Zuvdeong

x  +

O D localhost

Reference Letters App

n account click button below to login

x  +

QO D o localhost

Reference Letters App

Sign up as a teacher

Username
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Reference Letters App

Sign up as a student

Department (Select from the list)

Grading File (Give public URL)

Ewkova 73. Zehideg Eyypadnig

Reference Letters App
Email

it21871@huagr

rd

If you have not an account yet please click

Ewkova 74. Zelida ZUvdeong
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9.2 Aewtoupyieg Xpnotwv

x  +

QO D o localhost

Reference Letters App

Reference

1. Test University

Ewkdva 75. Apxwkn ZeAida Me Aiota Twv AltRoswv

x  +

QO D o localhost
Reference Letters App

Go Back

Test University

Ewkova 76. EMLOKOTNON HiaG CUYKEKPLUEVNG altnoNG
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KE®.10: Zuunepaocpata kat MeAAovtikég KateuBuvoelg

10.1 Juunepacpato

Méaoa amo tnv mapol oo TITUXLAK EPYOOLO KL TNV VATTTUEN Tou StadiktuakoU
OUOTNATOG SLOXELPLONG CUCTATIKWY EMLOTOAWY UMOPOUUE VA KATOAABOULE TTWG
€Val KOPLUATL AoyLopLKoU Sev meplopileTal 0 KAapLo MEPUMTWON oTa MAALOLO TG
avamnTtuéng Tne.

OL KUPLOL OTOXOL TTOU ETUTELXONKAV KATA TNV EKTTOVNON TNG MAPOUCAG TITUXLAKNG
gpyoaoiog Atav:

a)
b)

c)

d)

f)

g)

h)

i)

n mapouaoiaon piag oclyxpovng Kot paydaia avantueoOpeVNG TEXVOAOYLKAG
TAONG Kal N Katavonon tou KUkAou wng twv edpappoywv (DevOps)

N avamntuén pLog ebapuoyng omou Unopel va xpnotponolnBet and tnv
akadnuaikn kowotnTa

n €€olkelwon pe TEXVOAOYLEC AUTOMATOMOLNONG, CUVEXOUC EVOWUATWONG TWV
aAAoywv TIou yivovtol oTtov Kwdika Kat tpowbnon Twv oAAaywv oe
production meptBaAov. (Me tn xprion jenkins server)

n e€okelwaon pe texvoloyieg Slaxeiplong MapaUETPOMOLCEWV Kal
EVOPXNOTPWONG Kal n aflomoinon auvtwv yla va eykataotabel n edapuoyn
o€ production meptBaAAov. (Me xprion ansible)

n e€olkelwaon e texvoloyieg Baolopéveg otn AoyLkr Twv containers Kal tng
QTOUOVWONG TNG EGOPUOYAG ATtO TO UTIOAOUTO AOYLOMLKO TIOU AELTOUpPYEL
otnv untodoun. (Me xprion docker)

n e€olkelwon e texvoloyieg Baolopéveg otn Aoyikn dtaxeiplong twv
containers o€ dLapopeTikoug KOUPBoug Staodalilovtag Tnv opaAn Asttoupyia
™¢ ebappoync. (Emtuyxavetal pe tn xprion kubernetes)

n Stadikaoia EVoWwHATWONG TwV TAPATAVW TEXVOAOYLWV 0TNV €KS0XN TNG
€DAPHUOYNG LOG TIOU EYLVE UE ETLTUXIA

N KATAvOnon TOU TPOTOU EKTEAEDONG TNG EPAPUOYING OE ELKOVIKEG UNXOAVEG
(virtual machines — VMs) alomolwvtag tig mpoavadePOUEVES TEXVOAOYLES
n Stacuvdeon mMoAAAMAWY KOUBwWV
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10.2 MeAAovtikéc KateuBuvoelg

H mapouoa dladiktuakn epappoyr KAAUTITEL 0 EVaV LKOVOTIOLNTLKO Babuod
TLC QTTALTAOELG TTOU £(}av OL XpOTECG KaTA TN oxedilaon Tng aAAd KAl TNV
EVOWHATWON TexVoAoylwv Baolopévwy otnv DevOps kouAtoupa 6mou adopolv Tov
TIPOYPAUUATLOTH TNG edappoync. Duoikad, o€ OAEG TIG ePaPUOYEC, CUVETIWE KOL OTNV
napouaoa edpapoyn, UTIAPXOUV TIPOOTTIKEC BEATIWONG TOOO WG TTPOC TNV QVATTTUEN
™C edpappoync autnc Kab’ autng aAAd Kal wG TPOG TNV EVOWUATWON TIEPLOCOTEPWV
texvoloylwv DevOps.

Oa pnopouaoav va yYivouv BeAtiwoelg 6oov adopd To security enhancement
Tou ouotnuatog. Mia texvoloyia mou Bonbacl oe autd Kot SLEUKOAUVEL TNV
eTIKowvwvia dtadopetikwv components pe acdaln Tpomno eivat to Keycloak. To
Keycloak eival éva mpoiov AoyLopLlkoU avolxtol KwELKA TToU ETUTPETEL TNV ATAR
ouvdeon e dlayxeiplon TauToTNTAC KAl TIPOGBacnG MouU OTOXEVEL OE GUYXPOVEG
ebaAPUOYEG KaL UTNPECLEG. Ao Tov MapTio Tou 2018, auTd TO KOLWVOTIKO £pyo
WildFly Bpioketat uno tn Staxeipion tng Red Hat mou to xpnotpomnolel wg to
upstream £pyo yla to npoiov RH-SSO. [17] [18]

KatL akopa mou Ba Atav moAl eEUMNPETIKO KL YLt TOV TIPOYPOUHATLOTH
aAAQ Kal yla Tov xprotn elvat n evowpdtwon tou MinlO. To MinlO eivatl évag xwpog
anoBnkevong avtkelpévwy uPnAng anodoong mou KukAodopet uno tnv adsta GNU
Affero General Public License v3.0. Eivat cupfato pe API pe tnv untnpecia
anoBnkevong cloud Amazon S3. Mmnopet va xelplotel pn dopnpéva dedopéva, Omwe
dwroypadieg, Bivteo, apxeia kataypadng, avtiypada acdaleiag Kot ELKOVEC
KOVTELVEP LE (TPOC TO MAPOV) TO PEYLOTO UTIOOTNPL{OUEVO LEYEDOC QVTIKELUEVOU TWV
5 TB. [19] Ztnv napovoa epappoyn Ba eEunnpetovoe clyoupa Tn AslToupyia
aveBdaopatog Tou apxeiou Babpoioylwv poltntr mou KAveL 0 GoLtnTAG KATA TV
gyypadn Tou oto cUOTNUA | KATA TNV eVNUEPWON Tou TtpodiA Tou. [20]

TéAog, dev Ba umopouoe va mapaAndBel evbexopevn eméktaon mou va
adopd To KoppatL Tou (600 to duvatov) kahlTepou testing Tng epapuoync.
Mpokelpévou pia epappoyn va mpowdnBel oe meptBaiAov production, gival
Bapuvouooag onuaciag va €xouv npoPAedOel kat uhomolnBOel emapkr) oevapLa ou
Ba adopouv TN Sokun Kal tn cupneplpopd tng mpotol nopadobel otov meAdtn ya
KavovLKkn xpnon. Epyaleia mou pmopouv va fonBrijcouv og autod eival To pytest, To
cypress [21] kal To tavern [22].
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