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O ANTQNIOY A2 HMAKH2

dnAwvw umevBuva otTL:

1) E{pot 0 KATOXOG TWV TMVEUMATIKWY SIKALWUATWY TNG TPWTOTUTING QUTAG
gpyaoiag kot ano 0co yvwpllw n epyacia pou & cukodavrtel mpoowna,
oUTE MPOOPBAAEL TA TIVEUATIKA SIKOLWHATA TPITWV.

2) Artobéxopatl otL n BKM pmopel, xwpil¢ va aAAGEeL TO TEPLEXOUEVO TNG
epyaociag pou, va tn dtabEoel o nAektpovikn popdn péoa amnod tn Pndlakn
BiBAL0BNKN NG, va tnv avtlypdael oe omolodnmote HECO NR/Kal Ot
omoLlodNmote HopdOTUNO KABWC KOL VO KPATA TEPLOCOTEPA Ao €va
avtiypada yla Adyoug cuvtipnong Kot acpaAeLac.
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NEPIAHWH

IKOTIOG OQUTAG TNG gpyaociag ivat n meplypadn, n katavonon Kal n
avaAluon tN¢ Ttexvoloyiag Blockchain kat kupilwg tou framework mou
xpnotponolBnke mou eival to Hyperledger Fabric kaBwg kat n cuvdeor tou
ue tn Swodiktuakn edapuoyn mou Snuoupyndnke. ApXLKA, YIVETOL MLa
EKTEVEOTEPN avaAuon yUpw amod tnv texvoloyia tou Blockchain kat mw¢ autn
Soulelel. Tvetal avadopd oTIC UTTOAOUTEC UAOTIOLOELS TIOU UTIAPXOUV KoL
e€nyeital yati emukpdatnoe 1o Hyperledger Fabric. Entiong, mapouoialovtal ta
XOPOKTNPLOTIKA TOU KoL N SLadpopEC TToU €XOUV UE TIG AmAEG BAoELg SeSoUEVWV
KOl OTn OUVEXELD YlveTal pla Teplypadr TO00 TOV TPO ATIALTOUUEVWY TIOU
xpelalovtal, 600 Kal Tnv eykatdaotacn tou Hyperledger Fabric. EmutpdoBeta,
ylvetal pla avaAutikny meplypadr Tou oevapiou mou akoAouBrnbnke wote va
dnuoupynBetl n Sladiktuakn edappoyr) TMOU OOXOAElTaL HE TO KAEloLO
pavteBou og éva KTEO kat n aAAnAenidpaon mou £xeL autr Ue To Blockchain.
TéAog, Selyvetal n vAomoinon NG epapUoyng Kat Tt SuvaTOTNTEG TapEXOVTOL
o€ KAaBe xprotn.

NEEELC KAELOLA: Hyperledger Fabric, Blockchain, Aladiktuakr epappoyr, KTEO
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ABSTRACT

The aim of this project is to describe, understand and analyze the Blockchain technology
and mainly of the framework that is used, which is the Hyperledger Fabric and its connection
with the web service that is created. Firstly, a more detailed analysis is made a bit Blockchain
technology and how it works. A reference has been made to the other implementations that
exist and explain why the Hyperledger Fabric has dominated. Also presented are its features and
the differences they have with the simple databases and then a description of both of the
prerequisited that are needed as well as the installation of Hyperledger Fabric. Additionally,
there is a detailed description of the scenario that has been followed to create the web
application that deals with closing an appointment at a KTEO and the interaction that it has with
the Blockchain. Finally, the implementation of the application is shown and what features are
available to each user.

Keywords: Hyperledger Fabric, Blockchain, Web Service
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ZYNTOMOIPADIEZ
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1 EizArQrH

1.1 ANTIKEIMENO EPraziAz
Avtikeipevo tng gpyaciog amoteAel n dnuovpyia pag dtadiktuakng (Web)

epapuoyng, n omolia kavel xprion tng texvoloyiag tou Blockchain. H 16éa tn¢
edappoyng eivat va avantuyxbei eva Web service 1o onoio Ba €xeL To poAo Tng
Slaxeiplong pavieBou oe éva KTEO. MapaAAnAa, Ba €xeL TNV LkavoTnTO Vol
emkowwvel pe to Blockchain, mou Ba avamtuxBel otn ouvéxela kal Ba
oAANAeTudpad pe auto pEoa amd tnv dadiktuakn epoapuoyn. Oa pmopet va
ovalntoel KATAXWPNOELS, VA KOAVEL KOLWVOUPYLEG KATAXWPENOEL KAl v
TPOTOTOLEL OPLOMEVA OTOLXEID QUTWY TWV KOTOXWPNOEWV. ITn OUVEXELQ,
TapouaolaleTol N avookomnon tng mopeia¢ tou Blockchain aAAd kal Twv

KPUTITOVOULOMATWY, KaBwg Kal To LEAAOV TNG TEXVOAOYLag QUTAC.

To Bitcoin eivat g AUon mou avamntuxdnke pe adopun TNV OLKOVOULKH Kpilon
Tou 2008, n omoia kaBoploe TIg e€eAifelg oTnV oKovouia £Ewg Kal onuepa. H
16€a autr BepeAlwBdnke Aoyw ¢ paydaiag avamtuéng plag texvoloyiag mou
Ba ameAeuBépwve TIC ouvoAlayEg amd Tov €Aeyxo Tpitwv, dnAadn Twv
Tpamnelwv Kal Twv KuBepvrnoewv, Sivovtog £T0L ToV EAEYXO0 TLOW OTOUC TTOALTEC.
H SuokoAia tng texvoloyiag autng elval n MPOoEyyLon TOU Kowou TIEpa amno

TIG VEQPEG NALKLEG, OV Sev €xeL epnelpla amd emevOUOELC.

JUVOTTIKA OKOTIOG TNG TEXVOAoylag autng elval n tTHpnon Tou UNTPWoU TwV
Sebopévwy, kKaBwg emiong KaL N EUMIOTooUvn TIou Ba UTIAPXEL O€ AUTA, SLOTL
OAeG oL CUVOANQYEC Elval KATAYEYPAUUEVEC Kal eival e€alpeTikd SUOKOAO va
tpomomnolnBouv. Eva amAd cevdplo xprnong t¢ texvoAoylag autng eivat n
amoBrikevon OAwv Twv eyypadwv pLoG eTalpeiag oto untpwo tou Blockchain.
Me QUTO OUVETMAYETAL TWC O E£AEyXOoC TNG etalpeiac Ba pmopel va

npaypatonolnBel mMARpwg autopatonolnuéva, Ue akpifela kat acpaAeLa.

1.2 AiAPoPQ3H EPTAszIAL
O tpdnog SlapBpwong g epyaciag, mpayuatonoleital Ye tov akoAoubo

TPOMO: ApXWKA, VIVETAL Hla Topouciocn Tou amapaitntou BewpnTtikou
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umoBaBpou vy tn Ttexvohoyia Tou Blockchain. Xto Ttpito kedahalo,
TIPAYUOTOTIOLELTAL [0 TIO QVOAUTIKI) TIPOCEYYLON Yyl TO AOYLOULKO Ttou
xpnowuomnowidnke, Hyperledger Fabric, kaBwg avaAuovtal Ta XopaKTneLoTKA
TOU, N apXLTeEKTOVIKA Kot N dtadopd pe TG BAoelg debopévwy. ITo TETAPTO
KedpAAalo ylveTal N avAAucn Tou Ogvaplou ToOU TPAyUOTOMOLONKE yla va
SnuoupynBel pa edpappoyrn o6mou Ba KAVeEL Xprion Tng TteEXvVoAoyiag Ttou
Hyperledger Fabric. Xto méumto KepAAalo TAPOUGCLAIETAL QVAAUTIKN
EYKATAOTOON TWV TPO OIMOITOUMEVWY AOYLOUIKWY WOTE VO MIMOPEl va
avarntuxBel n edapuoyn. TéEAog, oto £kto KeddAlalo, MapouclaleTal n
uAomoinon tng edpappoyng toco o eninedo frontend 6oo kat oto backend,
Seixvovtag avaAutikd mwe dnuioupyndnke n epappoyn Kal Mwg €YWVE N

ouvbeon tng edpapuoyng pe to Blockchain.
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2 OEQPHTIKO YNOBAGPO

2.1 BLOCKCHAIN
Noyw tng paydaiag e€EAENG TNG TEXVOAoyiag, TnG avodiknG mopeiag Tou Bitcoin

KOl AAAWV KPUTITOVOULOUATWY, OTIWG yla mapadetypa to Ethereum kat €xouv
nupodotnoel MOAAEG culNTHOELG TTAVW OTNV OLKOVORLA Kal TNV MAnpodopLKA

yUpw armo autd ta BEuparta.

To Bitcoin €ival amod ta MPWTA KPUTMTOVOUIOMATA TIOU XpnoLonoincav tnv
texvoloylia tou Blockchain. Zuxva meplypadetal Kal oav €LKOVLKO VOULOUA )
Pnolakod, mAéov eival Evag TUTOG Voplopatog mMARpws Yndlakog. MNpokettat
yla €vav TUmo SLaSIKTUaKOU VOUIOUATOG TIOU UE AUTO UMOPEIC VO OYOPAOELS
TPOLOVTA KOl UTtNPECLEG oo 000 KaTtaoThuata SExovtal TAnpwwr Ue Bitcoin.
Ma va amnoktnBel éva bitcoin pmopel va ayopaoctel pHe KOVOVIKA Xprpota n
OAALWC HImopEl KATTOLOC VoL avalB€0EL 0TOV UTTOAOYLOTH TOU va SOUAEPEL yLa TNV
eniAuon moAU SuokoAwv Kal TOAUTIAOKwWVY Tpatewv. Etol, avtapeifovrtal pe

bitcoin. Autog o Tpdmog ovopaletal mining.

How Does Bitcoin Work? ©) Blockgees

World-Wide Decentralized

/ Peer-to-Peer Network \

Miners create Bitcoins by using Bitcoin exchanges trade Individuals and businesses create Cryptography secures the
computers to solve mathematical conventional currencies for wallets that allow them to network, ensuring that all
functions. The same process  Bitcoin, offering a way in and out send and receive Bitcoin, balances and transactions are safe.
verifies transactions. of the market for non-miners

Ewkova 1: How Bitcoin Works.

To bitcoin mpoodépel HOVO pLa CUYKEKPLUEVN edappoyn TNG TEXVOAOyLag Tou

Blockchain, éva cUotnpa nAskTpovikou xpripatog nmou Baociletal oto peer to
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peer Texvoloyla Kal €MITPENEL ayopeC oto Sadiktuo. Amo tnv AAAn, to

Ethereum eotldlel otnv avantuén omoladAMOTE ATTOKEVTIPWUEVNG EPAPLOYAG.

To Ethereum eival éva avowtol kwdlka Aoylopwko mou PBaociletat otnv
texvoloylaa tou Blockchain kol €mMUTpEMEL OTOUG TIPOYPOUMOATIOTEG va
SnULoLPYNRCOUV KAl Vo avamTtUoo0oUV OTMOKEVTPWUEVES edapuoyEG Stadopwv
TOnwv. To Ethereum 6&ilvel tn SuvatdtnNTA OTOUC TPOYPAUUATIOTEG Vol
dtaéouv T edpapuoyéc toug otnv kopudr ¢ Ethereum mAatdodpuac.
AnAadn, dev xpelaletal va «dnuoupynoouv» o Kabévag To OKO TOu
blockchain pe Tov kwdiwka ou Sivel n etatpia. Ztnv ouoia divel Tn Suvatotnta
otov KaBéva va evtagel oto project Tou f} OMOUSATIOTE TNV SuvaTOTNTA TWV
ouvallaywv péow smart contract. Ztnv ouoia to Ethereum Bepeliwoe TNV
€vvola MlOG smart contract edpapuoyng mou ocou TPoodEpel elte TNV
e€apyupwoaon xpnuatwy r otdnmorte €xel aia mpoodEpovrag Stapavela xwpicg

Vv napouocia Stapecolapntn.

Decentralized Networks Blockchains
© Immutable @ Trustless
© Tamper Proof @ Global

© Secure @u’@ © Permanent

With no central point of failure and Every block of information is stored
security by cryptography, any all across the network, leading to a
applications are protected world-wide environment where

against fraud and attacks. everyone is in the know.

Ewkéva 2: How Ethereum Works.

‘Eva kaiplo epwtnua, To omoio odeilel va amavtnbel eival o nwg akpLBwg
Aettoupyel n  texvoloyia Ttou Blockchain. Blockchain  eivat €évag
OTTOKEVTPWHEVOC, KATAVEUNUEVOG Kot Snuoctoc Pndlakocg kataioyoc (ledger)
TIOU Xpnowlomoleital ywa tnv Kataypadrn ouvoAlaywv o€ TOAAOUG

UTIOAOYLOTEG £TOL WOTE KABe gyypadn MOU EUMAEKETAL VA UNV UMOPEL va

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ
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TpormonolnBet avadpouikd xwpic tTnv alhayn OAwv Twv emopevwy block. Auto
ETUTPEMEL OTOUC OUMMETEXOVTEG va emaAnBelouv Kkal va €AEyXOuv TIG
ouVaAAOYEG aveEdpTnTa Kal OxXeTIKA avéEoda. Me Alya Aoyla Ba prmopolcape
va toU e OtTL n texvoAoyia Blockchain Baciletal og tpelg OepeAlwdelg TUAWVEG
mou TNV BonBouv va kepbioel eupela avayvwplon Evavtl TwWV UTTOAOUTWY
OUOTNUATWY Kal autol e€lvat n  amokévipwon, n Olwaddvela Kkal n

opeTaBAnTOTNTA TOU cuoTruatog. (MavayonouAog, 2019)

MPOKELTOL OUCLOOTLKA YLOL ULl OELPA KOTOXWPLOEWV TIOU aldpopoUV GUVAANAYEG
oe £€va dnuooto ledger (kataotiyxo). KaBe kawvoupyla opado Kataxwprnoswy —
éva block &nAadn — ocuvdéetal pe ta MPOnNyoUHEVA, SNULOUPYWVTAS LA
oAvoiba kataxwpioewv, 6nAadn éva Blockchain. Ta blocks ocuvdéovtal
HOVOOHLOvTO HETOED TOUG Kal KT auTtov Tov Tpomo, to blockchain Asttoupyet
WG €va amnokevipwpévo (decentralized) Aoylotikd, To omoio eival kowod yla
OAOUC TOUG OUMMETEXOVTEG, MLAC KOL OAOL OCOL CUUUETEXOUV OE QUTO
amoBnkevouv éva avtiypado tou. Etol, e€aocdaAiletal n achdAela Kot n
Stadpavela tTwv cuvallaywv. H dtadopd pe Tig HEXPL TPOTIVOG CUVOANAYES
elval otL mAéov dev elval amapaitntn n Omapén pLoG eVOLAUECONG EUTTLOTNG
0pPXAG — OTWG amoteAel yia mapadelypa n tpansla — EVw N EUMLOTOOUVN TWV

ouvaAAaooopeVwY HEpwV Baciletal oe alyoplBuikn emiBefaiwon.

H texvoloyia cupdwva pe tov Mavayomoudo (2019), Bpioketal akopa oe
MPWIMO oTddlo tng avamtuéng tou. H mpwtn ¢don eivat n ¢daon mou
Snuloupyouvtal Ta KPUTITOVORIoMATA Kal To Bitcoin €ival To 1o onpavIiko

oo auta.

Itn Oeltepn ¢aon tou Blockchain, umootnpiletal ma kat n dnuwoupyia
nponyuévwy €€umvwv  oupPoraiwv (Smart Contracts) yia emrtevlpa
TIPOYPAULOTO KOl EVTIOAEG TIOU ETEKTEIVOUV OTASLAKA TNV TIEPLOXN KOL TO
nedio edpappoyng tou. Auti n ¢aon enekteivel tnv edpappoyn Blockchain os

SladopeTikeég Blopnxavieg kal kavel bkt Tn ouvepyooia petafy toug. H

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ
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uoBetnon texvoloyiag Blockchain oOxt povo emAlel to MPOBANUO TG
EUMIOTOOUVNG, AAAA KOl ETUTPEMEL TNV OAO KOl TIO OUTOMOTOTIOLNUEVN
KATAVOUN TOPWV Of MAYKOOUL KAlHoKa. e auth tn ¢aon, to €Eumvo
oUUBOAaLo €xeL xpnolpomolnBel kal evowpatwBOel oto ocuotnua Blockchain yia
TNV QVTILETWILON TWV {NTNUATWVY apolBaiag eumotoolvng Kal TOUTOTNTAG
HETAEL TV KOUPBwWV Tou SIKTUOU. ZUYKEKPLUEVQ, TO €pyo Hyperledger slvat pia
ano tig dnuodreic unmodouég Blockchain mou cuvdéovtal pe tnv €€umvn

oUUBaon kat tnv e€oualodotnuévn apxn.

TNV EMOPEVN YEVLA OL TMTUXEC Tou oxetilovtal e to Blockchain 6ev Ba
EMNPEACOULV POVO TNV avBpwrivn beoloyia alAd v yével Tnv Kowwvia. Ot
KOTAVEUNUEVEG €PAPUOYEC OUOTNUATWY TEXVNTAG Vonuoouvng, OnMwE N
Amnokevipwpévn  Edpapuoyry  (Dapp- Decentralized Application) n
Amnokevipwpévn Autovoun Opyavwon (DAODecentralized Autonomous
Organization), n Amokevipwuévn Autovoun Etaipeia (DAC-Decentralized
Autonomous Corporation), apyilouv va eudaviovtal. Emiong ta teAevtaia
xpovia €xouv SlatunwBel moAU evdladépouoes WOEeC yla epappoyn TNg
Blockchain texvoAoyiag oe mowkida emiotnuovika media aAAd kat otnv €€EALEN
“apudpleyopevwv”’ SLadlkaolwy PE TG OMOLEG EPXOUAOTE QVTLUETWIIOL OTNV
KaONUeEPWVOTNTA MG, OTwG yLa tapadslypa otn de€aywyn pag Pndodopiag
Xwplc voBela koL pe amodoxn TOU AMOTEAECOUOTOC amd OAOUC TOUG

OUUMETEXOVTEG.

2.2 FRAMEWORKS
Yndpyxouv TOLKIAEC UAOTMOLAOELC yla TtV avamtuén evog Blockchain., Ou

ETUKPATEDTEPEG NTAV TO Framework tou Ethereum, to Hyperledger Sawtooth

kal to Hyperledger Fabric. Ta Baolkd otolxeio autwy gival:

H Baown wWéa tou Ethereum eivat n dnuioupyia €vog yevikol OKOMOU
blockchain oto omoio oL XpRoTeg Umopouv va avarmtuéouv TIG SLKEG TOUG
ETUXELPNUATIKEC EGAPUOYEG KOL VO NV XPELALETOL VO TIEPLOPLOTOUV LOVO OTNV

HeTAPOPA KPUTITOVOULOUATWY. O TIPOYPAUMATLOTAC UIMOPEL va UAOTIOLOEL
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€furmva  oupPBoAlala  (Smart Contracts) mou ypadovtal otn yAwooo
nipoypappatiopou Solidity kat va ta tpg€el oto blockchain mou tou mapéxetad.
Melovéktnua tou Ethereum eival nwg mapéxetat én to blockchain, onote n
gveliila Tou mpoypappatioty otn doun tou blockchain eival meploplopévn.
Eniong, mpokettal yla éva permissionless blockchain kat n eniteuén twv smart
contracts Baoilovtal oto ether mou eivatl 1o kpumtovouLlopa tou Ethereum ka

amnokteite pe tnv emiluon aAyopiBuwv.

Amo tnv aAAn umapxel to Hyperledger Sawtooth mou mpokeltal ywa pia
modular mAatpopua yla TNV KATAOKEUN, TNV avamtuén KoLl tnv Asttoupyia
Katavepunuévwy kataloywv (Distributed Ledgers). To Sawtooth 6&laBétel
KalvoUpylol XOpOKTNPLOTIKA amo to Ethereum, téco otnv cuvaiveon Ttwv
HEAWV OTav E€mITUyXAveTOal Mo cupdwvia (transaction), 600 Kol OTOUG
aAyoplBuouc rou xpnotpomolei. Ot omoiot eivat o proof of elapsed time (PoET)
0 omoiog gumodilel TNV xprion vPnAwv mMopwv Kat TNV vPnAn KaTavaAwon

evépyelag Kat Statnpel tn Stadikaoia Mo anmoTEAEGUATIKA.

T€Aog, umapyxel kat to Hyperledger Fabric to omoio eival pia mAatdopua
KOATOOKEUNG KaTtaveunUévwy kataAoywy (Distributed Ledger) kot mapéxel pia
modular apxLtektovikn n omola mpoodépel uPNAO BABUO EUMLOTEUTIKOTNTAG,
eveli€ilag kat duvatotnta kKAlpdkwong. Eniong, o xpriotng €xeL tn duvatotnta
Va TIPOYPAUUATIOEL akplBwg Omwg B€Ael moANA onuela, onMwcg oe emninedo
aodaleiag i o eninedo alyopibuwv cuvaiveong. Etol, to Hyperledger Fabric

UMOPEL VA TIPOCOPHUOOTEL TILO EUKOAQ O£ KABE ETIXELPNOLAKO SikTUO.

AapBavovtag untoyn 6Aa Ta mopandavw n VAomoinon mou xpnoLlonol)tnke

yla tnv avamntuén tou blockchain eivat to Hyperledger Fabric.
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3 HYPERLEDGER FABRIC

3.1 EizArQrH
To Hyperledger Fabric amoteAel pia mAatdopua texvoloyiag KOTAVEUNUEVOU

AoylotikoU StavAou (DLT), avolktou kwdika. H mapouoa texvoloyia €xel
oxeblootel yla xpnon oe emXElpnUATIKA TeptBallovta kot TipoodEpel
oplopéveg Paokég Suvatodtnteg diadopomoinong oe oxéon HE AMNAEG

Snuodheic mMAatdOppEC KATAVEUNUEVWY KATAAOYwV 1y Blockchain.

Baowko onuelo dtadopomnoinong amoteAel To yeyovog otLto Hyperledger Fabric

6pUBNKe KOl CUOTEYAOTNKE OTO TMAALO0 TwWV PBaclkwv opxwv Ttou Linux
Foundation péxpt to 2015. To Hyperledger Fabric KAvel Ta emoyyeALOTIKA

Siktua (Business Networks) kat ti¢c cuvaAAayég (Transactions) mLo amoSoTIKEC.

Me tnv évvola «cuvallayn» (Transaction) yivetat avadopd otnv kataypadn
€VOG YEYOVOTOG, TOU €ival aodallopévo kpurttoypadnuéva pe pa pndlakn
umoypadn, n onola ival mLoTononueEvn, Slatetaypevn Kal SECUEVUEVN HEOQ

o€ éva Tunpa — block.

SEVERAL TRANSACTIONS ARE
GROUPED INTO A BLOCK

H M H
ik
DA R
THE BLOCK IS CHECKED BY
NETWORK NODES USING
CRYPTOGRAPHIC METHODS

2 2
2 %
2 %

@ & @
NN
THE BLOCK IS INDEXED AND B RECEIVES A TRANSACTION FROM A

ADDED TO THE BLOCKCHAIN,
TO WHICH ALL USERS HAVE ACCESS

Ewkova 3: How Transaction Works.
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EmunpooBétweg, to Fabric amoteAel pia katavepnuévn mMAatdopua, n omnoia
urnootnpilel Smart Contracts. Eva Smart Contract ivat éva mpwtokoAAo, Tou
omolou okomog tou eivat va SleukoAUvel Pndlakd tnv emainbevon i tnv
emBoAn TNC tPNONG Twv cuudpwvnBévtwy Gpwv o pa cupBoaon. Auto
ONUALVEL WG ETUTPEMOUV TNV €KTEAEON QLOTILOTWY CUUPBACEWV XWPLG va
EUMAEKETAL KATOLOG TPITOg mou va emtnpel. OL cuvaAlayéG autég eival

TLAPOKOAOUONGOLUEG KOl N avVAOTPEPLUEG.

Mpokettal ylo SIKTUO O0TO OTolo 0 XPROTNG XPELAETAL ASELO TIPOKELUEVOU VAl
evtoyxbel o auto (permission). AnAadn, og oxéon pe ta kowva dnuoota Siktua,
Ol OUMMETEXOVTEG yvwpilovtal — Pnolakd petafld TOug, amo To TeAsiwg
OVWVUHO Kat pn aflomioto diktuo. Auto yivetal kabwg to Hyperledger Fabric
TIAPEXEL Yla UTtnpeaoia n omola Slaxelpiletal OAeg T Tautotnteg (ID’s) Twv
HeEAwWV Kal emaAnBevel 6AoOUC TOUG CUMMETEXOVTEC oto Siktuo(Membership

Service Provider, MSP).

SMART CONTRACT
@ S > — - @
CREATE O
TRANSACTIONS m

|
—a

TRANSACTIONS

INCLUDED IN A BLOCK

|

@ BLOCKCHAIN/LEDGER

Ewkova 4: Blockchain and Smart Contract Diagram.

3.2 APXITEKTONIKH
To Hyperledger Fabric 6waBétet upnAa evéAiktn kot puBullopevn

OPXLTEKTOVLKN, N Omola EMITPEMEL OTO XPNOTN, KAlvOTOoMia, €ueAlfla Kot
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BeAtlotonoinon, ywa €va pPeydlo ¢acpo XprioEwv MAavw otn Blopnxoavia.
Evlewktikdo mapadelypa amotelel, €va  TPamellkd, XPNUOTOOLKOVOWULKO,

00PAALOTLKO, UYELOVOULKAG TtEPIBaAYP NG, avBpwrivou SuvapLlKkoU CUCTAATOG

akoun kat PndLlakng LOUGCLKAG.

EmunpooBétwe, to Hyperledger Fabric €xel oxedlaotel wote va €xel
apBpwtn apxltektovikn Kot Slabétel molkidia epyaleiwv mou ouvdéovtal
€UKOAQ OMWCG TMPWTIOKOAA yla tnv Slaxeiplon Ttavtotitwv (identity
management), mpwtokoA\a yla tnv Saxeiplon kAewdwwv (key management
protocols) 6nwg emniong kat Stadopeg BLBAL0ONKeC (cryptographic libraries). H
mAatpoppa eival oxeSLOOPEVN YL VO LKOWVOTIOLEL MLOL MEYAAN YKAMO TWV

ETUXELPNOLAKWY ATOLTACEWV avaAoya tn Xxpnon.

AtileL va toviotel nwg to Fabric pmopet va pubutotel wote va €xeL:

o Edappoyn emkpwong kot EMBOARG TwV KAVOVIOUWVY N omola Hrmopet
va oxedlaotel Stadopetika o KA €l60¢ epaployNC.

e O Smart Contracts ( oto Fabric ovopdZovtat “chaincode”) tpéxouv
HEOW €VOC container omwc gival to Docker kal pmopouv va ypadtouv
o€ BaolkéC YAWOOEG TPOYPAUUATIONOU aAAd dev €xouv ameuBeiag
npoéoPBaon otov nupnva (ledger).

Edapuoyy ouoxétiong twv  “ovtotntwyv’ péoa oto  Oiktuo e

KpuTIToypadnUEVES TauTOTNTEG (Membership service provider).

3.3 BLOCKCHAIN VS DATABASES
H apyxttektovikr tou Blockchain StaBEtel epyaleia, pe Ta omoia o Xpriotng XL

™ Suvatotnta povo va ypadel dedouéva (write-only data structure), omou
KalvoUPYLEG OVTOTNTEC TpooBETovTtal oto TEAOG Tou Katdotiyou (ledger). KaBe
kavoupylo block mpoodantetat oto blockchain cuvééovtacg to pe to Hash tou
niponyouuevn block. e autd to onueio ailel va toviotel mwg Sev uTApPxEL
kamowo¢ Olaxelplot)¢ oto blockchain o omoiog £€xet Swkalwpata va

enegepyaletal  va Slaypadel Sedopéva.
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T Kowég Paocslc debopévwy, Tt Sedopéva pmopoUV  €UKOAOL v
enefepyaotolv n va Slaypadouv. e kabBe Pdon Sedopévwv UTAPXEL O
SlLOXEPLOTAG TIOU MIopel €UKOA va KAvel OAANOYEG O KABE KOMUATL
6ebopévwv  otnv Sdoun ¢ Pdaong. EmumpooBétwg, to blockchain €xet
oxebl00TEl WOTE VA XPNOLUOTIOLELTOL OE QTIOKEVIPWHEVEG EPAPLOYEG, EVW OL
OXEOLOKEG PAoelg OeboUEVWY  XPNOLUOTIOLOUVTAL YLO CUYKEVTPWHEVEC
epapUOYEC, OTOU ML OVIOTNTO — EVOELKTIKA TopadelypaTo amoteAouv o

server Kol 0 KEVIPLKOG UTIOAOYLOTN G — EAEYXEL Ta SeSOoUEVA.

| CONTROLLER 8
DATABASE : ]\

: * * * * * : CLIENTS/USERS
CENTRALIZED DATABASE BLOCKCHAIN

Ewkova 5: Centralized Databases VS Blockchain.

3.4 EiaH BLOCKCHAIN
e auto to onpelo, afilel va yivel pa avadopd ota Stadopa eidn tou
Blockchain. Mo cuykekplpéva:
® Permissionless BlockChain: MNapopowo pe to bitcoin r} to Ethereum.
Yndpyxouv oplopéva Blockchain, ta omola 6ev €xouv KATOLEG
OUYKEKPLUEVEC ABELlEC oTNV Xpron. Me autd ToV TPOTO, O EKACTOTE
XPAOTNG TOUG Umopel va Tpeel évav kouPo, va e€opUlEeL (mining), va
£XEL IPOOPBACN O0TO MPOOWTILKO Tou TtopTtodoAL (wallet) kat va ypdadel
6ebopéva, av autd AnPoUV Toug Kavoveg Tou ekactote blockchain.
‘Eva permissionless blockchain eivat éva énuooto blockchain, oto omolo
0 KaBévag pumopel va eLo€NBEL.
e Permissioned Blockchain: Mapopolo pe to Hyperledger Fabric. Eva

Blockchain pmopet va dnuioupynBel e TETolo TPOTO WOTE OTAV £VaCg
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Xpnotng B€AeL va elc€ABeL og aUTO Ba IPETEL va TOU Kataxwpnouv
Kall Ta KataAAnAa Sikatwpata. Onwg eniong pnopet va xpetalovrot kKot
avtiotola Sikawpata ya va ypagel i va dtafdacsl péoa og auTo. .
Eniong, ota permissioned blockchain ocuviBwg oL xprioteg
«yvwpilovtaly PeTaly toug e€dbdoov elval «KAELOTO» OIKTUO Ko

XpeLaletal mpocBaon yla va eLoEABEL.
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4 ANAAYZH 2ZENAPIOY

4.1 EizArarH
210 mapov kedpdalalo Ba mpaypatomonBel pa avaAutikhg Teplypacdr tou

oevapiou mou akoAouBnOnke, TPoKeLUEVOU va Tipaypatonolnbsi n uhomoinon
™¢ edappoyn. Napakatw kataypddovral ta UML Staypappota onws Use
Case Diagram, Activity Diagram kaBwg¢ kat Class Diagram mou oxedidotnkav

Katd tn $aon tng avaAuong kat oxediaong tng epappoyng.

H edappoyn mou Ba mpayuatonolnBOel oTn CUVEXELA €XEL WG OPXLKN LWOEQ val
avamntuxBel éva cuotnua Slaxeiplong Twv paviefou yla pia WLWTLK eTalpeia
TIOU aloxOAEelTalL pe tnv motomnoinon KTEO oxnudatwv. Emiong, avantuoostal h
texvoloyia tou Block Chain 6mou oteyaletal kot aAANAEMLOPOUV OL XPHOTEG LE
QUTO pEca oTo cuotnua. Mpokettal yla éva Permissioned Block Chain omou
oANQYEC OTO TIEPLEXOUEVO KOl OXL 0TNV Soun Tou Ba Pmopouv va Kavouv Hovo

0 SLaXELPLOTAG KaL N ypappateia

4.2 ANAAYZH KAI ZXEAIAZH
4.2.1 Use CASE DIAGRAM
KaBe xpriotng mou eloépxetal oto mepBarlov tng epapuoyng Umopel va

nipaypatonolnosl SladopeTikEC Aeltoupyiec avaloya HeE Tov pOAo TOu.
MPOKELUEVOU va TTAPOUCLACTOUV OL AELTOUPYIEG aUTEG SnuoupynBnke to Use

Case Diagram.
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{ ogin Error
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At'§A > ist appointments

eturn data
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Display Erro
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<<Include>>

<Include>> hypé
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(nsert New Record

I <<Include

v

<<Include>>

1 =3_Write data to the Ledger
Validate Appointmenf> - <dInclude>>

ist of Today's

ppointments <<Extend>>

Change expiration date

Ewkova 6: Use Case Diagram

To ouykekpluévo Slaypappa Seixvel OAEG TIC TIEPUTTWOELS XPHONG TOU
OUOTNHATOG amod Tou¢ XPROTeC. To oUOTNUO UIMOPEL va XpnolpomnotnBel ano
efoualodotnuévoug xpnoteg, tov Sltaxelplotr (Administrator) kaBwg kat tn

YPOUUATELD TNG €TALPLOC.

ApxIKQ, €vag un e€0UCLOSOTNUEVOG XPOTNG EXEL TN SUVATOTNTA VA ATIOKTHOEL
npoéoBacn oTo cUOTNUA KATOTV gyypadrc. Mo CUYKEKPLUEVA, UTIAPXEL N
Aettoupyia Sing Up. Epocov o xprnotng amoktrnoel mpocfacn oto ocuotnua
(Authorized User), €xeL tn duvatotntal va TPAYUATOTOLROEL LA OO TLG
okOAouBe¢ Aettoupyiec: va ouvdeBel oto ovotnua (Login), va kavovioel éva
pavteBou (Arrange Appointment) kaBwg kat va eAEyEEL TNV nUEPOUNVIia ANENG
tou KTEO tou autokivitou (Check KTEO expiration). A€ilel va tovioTel, Twg
TIPOKELUEVOU O XPAOTNG VA TIPAYLATOTIOOEL EAEYXO TNG NUEpounviag AnEng
Tou KTEO, odeilel va €xel emiokedtel ToUAd)LoTOV pLol popd TO XWPO TNG

etalplag.

H Aettoupyla Login cuoyetiletal e TIG Asttoupyieg emaAnBguong tou Kwdikou
npooPBaong (Verify Password) kat epdadavion obdApatog cuvdeong (Display
Login Error). H ouUvdeon 1tng Aewtoupyiag Login kat Verify Password

npayuatonoleital pe Include, 80Tl mpokelpévou va ouvdebel kavei¢ oto
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ocvotnua odeilel mpwta va emaAnBeutel pe emtuyxia o KwSIKOG MpooPaonc.
AvtiBeta, n ouvdeon NG Aewtoupyiog Login kat Display Login Error
nipaypotonoleital pe Extend. H UGYETLON QUTH) ATMTOTUTTWVETAL LE AUTOV TOV
TPomo kabwg n Asttoupyia Display Login Error v mpaypatomnoleital mavta

KaBw¢ mpoimobétel odAApa eLoaywyng Tou Kwdlkou pocBaong.

H ypappateia €xel tn Asttoupyia va BAETEL Lo AlOTOL IE TAL EKACTOTE pavteBou
™¢ mapovoag nuépag (List of Today’s Appointments), kaBw¢ kat va
npaypotonolel tpomomnoinon autwv  (Modify Appointment). Afilel va
onuewBel mwg n Asttoupyla Modify Appointments ocuoxetiletal pe TN
Aettoupyia List Appointments pe Include. Me tnv mopamnavw Asttoupyia n

ypappateio pmopel va eykpivel 1) va Staypaet éva pavtePou.

ITn Oouvéxela n ypaupateia SlaBetel emumAéov Aettoupyie¢ n  omoieg
oAAnAerudpouv pe to cvotnua kabwg kal pe to Block Chain. M amo Tig
AelTtoupyleg auTég eival n epdavion OAwv Twv SeSopEVwY TTOU UTIAPXOUV OTOV
nupnva (Ledger) tou Blockchain (Query All Cars) kat n eudavion evog
OUYKEKPLUEVOU QUTOKLVITOU TIOU TIPAYLATOTIOLE(TOL PE BAon TV mvakida Tou
oxnuatog (Query Specific Car). Afilel va onuewwBel mwg ol duo AUTES
Aewtoupyiec ouvdéovtal péow include pe tn Asttoupyia Return data from the
Ledger. Avtiotowxa n mpoavadepBbeica ocuoxetiletal pe include av ta
6ebopéva mou epdavioTolv eival owotd, aAAwe cuoXeTileTal pe extend To
oroio Ba eudavioel pvupa opaApatog. AKOUN N YPOUUOTELQ TTPAYLOTOTIOLEL
TV Kataypadn €vog Xprotn, o omolog mpayupatomolel yla mpwtn $opd
eMioken O0TO XWPO. AUTO £XEL OOV ATIOTEAECHO TNV ELOAYWYH HLOG EYYPAPNC
- record - oto Blockchain (Insert New Record).Eniong n Aettoupyia Insert New
Record ouoyetiletal pe include pe tn Aettoupyia Write data to the Ledger omou
autn avtiotolya cuvdéetal pe include pe tnv Aettoupyia Return data from the
Ledger kaBw¢ emiotpedel To ID NG aANaynG TTOU EKTEAECTNKE N £val UVUHA
oddaApato¢ mou ocuoxetiletal pe extend av yivel kdtt AdBo¢ katd NG

Stadkaoia . Mwa akoun Asttoupyia amotelel n HeTafoAn tTNg nUeEpoUnviag
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Anénc KTEO evOoc oxAMOTOC META TNV OAOKARpwon Ttou pavieBou. H
nuepounvia petaBailetal yla évav xpovo apyotepa (Validate Appointment)
oTNV MEPIMTWON MoV To OXNUA €lval TIARPWE AELTOUPYLKO Kal yla €vav pRva
apyotepa (Reschedule Appointment) av oto autokivnto €xel €vtomiotel
BAABnN. Etol, Sivetal n duvatdtnta otov MEAATN VA EMLOKEVACEL TNV BAGBN
HECQ OTO XPOVIKO TEPLBWPLO Kal va eTLOKEDTEL Eava To Xwpo yla €Aeyxo. H
mapanavw Asttoupyia oxetiletal pe include pe t Aettoupyia Write data to the
Ledger Omou auto He Tn Oelpd tou oxetiletal pe include pe t Asttoupyia
Return data from the Ledger. OL mapamdvw A€LTOUPYLEG EVNUEPWVOUV

avtiotolya ta nedia mouv aAAalouv otov nuprva (Ledger) tou Blockchain.

O Administrator €xeL T SuvatoTnTA va TPAYUATOTOLEL OAEC TIG AELTOUPYLES
TIou €xouv Teplypadel mapanavw, T6co tou efouctodotnpévou xprnotn 6co
Kal ™G ypoaupoteiag. EmumpooBétwg, o Admin €xel tn Aswtoupyia va
TIPAYLOTOTIOLEL TPOTOTIOLOELG oTtoug Xproteg (Modify Users) kaBwg kat va
eudaviletl pla Alota pe ta oxnuata twv onoiwv to KTEO €xel Anel (List KTEO
expired cars). A€ilel va toviotel mwg n Alota autr taglvopeitat pe faocn tnv

nuepounvia, o avovoa celpd.

4.2.2 CLASS DIAGRAM
e ¢éva Class Diagram avamapiotavial Ta XOpOoKTNPLOTIKA yla TG TILO

ONUAVTLKEG OVIOTNTEG TOU CUOTNUATOG. TN CUYKEKPLUEVN TIEPLTITWON, AUTES
elvat: o mehatng (Customer), o System Administrator, n ypappoteia

(Secretary), To auvtokivnto kat ta pavtePfou.
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+MakeAppointment()
+ListTodaysApp() Secretary
+ListAllExpiredKteo() +ListTodaysApp()
+Mod!fyU59rs_() Tser +ModifyAppointments()
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register Visual Paradigm Online Diagrams Express Edition

Ewova 7: Class Diagram

ApXLKA, yloL VO QVOTtaPaOTHOOUME TOV  SLOXELPLOTH, TN YPAMUATELD KOl TOV
TeAdtn, SnuUloupynoape tn yevikn kKAdon User. H ouyKeKpLUEVN KAAON EXEL WG
attributes to email kot to password ta omoia €ival TUMOU string Ko MAPEXEL
pneB6doug wote va emTpEneL TNV l0odo Tou kKABe Xpriotn otV LoTooeAida TNG
etalplag. AKOun, ultapyeL To privilege TUMOU string mou deiyvel Ta Sikawpata
TOU KABe xpriotn HEoQ OTO CUOTNUA KOL TOV avoKaTeUBUVEL oTo avtioTtol o
Home Page. Ta first name, last name tumou string kaBwg kal to phone o omnoio

elval tumov int kat deiyvouv mMAnpodopleg OXETIKA |LE TA OTOLYXELD TOU XPHOTN.

Emiong, €xeL tig pebodoug Login yla tn ocuvdeon Tou OlaxeLpLOTH, TNG
YPOUUATELOG 1 TOU TIEAATN OTO cUOTNUA N onola adol mpaypatonolndel pe
erutuyia pe ) BonBela tng ueBodou authentication tov avakateuBuvel otnv
avtiotoyn Apxtkn ZeAida. AMNN pa pEBodo mou mapExetal and to cloTNUA

elval n showexpirationdate, n omoia mapéxetl tnv duvatotnta va eAeyxbel n

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ

26



nuepopnvia Anéng KTEO tou oxnpatog. Baoikn mpounobeon va mepdosl anod

€A\EYXO TO OXNUA YL TOUAGXLOTOV pLa GOopA OTO XWPO TNE ETOLPELOG.

AtileL va yivel avadopa yla TG kKAaoelg System Administrator, Secretary kat
Customer ol omoieg kavouv extend tnv kKAdon User kal €tolL KAnpovopouv Ta

attributes kot Ti¢ peBoS0UC MOV avadEpOnkav mapamavw.

O Suaxelplotng €xel t duvardtnTa va TMPAYUATONOLNOEL €va pavieBol
Talpvovtag w¢ MOPAUETPO TNV Tivakida Tou oxriuato¢ péow tng pebodou
MakeAppointment. MapdAAnAa, pmopel va evnuepwBel yla 0Aa ta paviefou
TIOU €XOUV OPLOTEL yLaL TN onUEPLVH NUEpa e TNV HEBoSO ListTodaysApp, LE Tn
HEBobo ListAllExpiredKteo epdaviletal pia Alota pe OAa Ta OXUATO TTOU EXEL
Anéel to KTEO toug kaBwg emiong kat pe tn pEBodo ModifyAppointments
Umopel va Slaxelplotel OAa ta pavteBou mou elval o€ avapovr Ye tn Bonbela
Twv peBodwv ApproveApp kat DeleteApp. Emumpoobétwg, n péBodog
ModifyUsers 8ivel Tnv duvatotnta otov administrator va epdaviosl pia Alota
HE OAOUG TOUG EVEPYOUG XPNOTEG e Tt HEB0dO ListAllUsers. Xe autr) tn Alota o
Slaxelplotng €xeL Tn duvatotnta va MPooBEaeL Evav KaLvoUupylo Xprnotn, va
adalpécel [ va TPOTOMOLACEL Ta OTOLXEld €vOG UTIAPXOV XPNOTN ME TNV
BonBela twv pebd6dwv AddUser, RemoveUser kat EditUser avtiotoya. Tou
Slvetal n duvatotnta va epdaviost pla Alota e Ta oxAuoTa Ta omoia €xouv
nepaotel oto Block Chain pe ™ BonBela tng neBodou QueryAllCars alhd
mapdAAnAa va epdavioel KOl €va OUYKEKPLUEVO OXNUa HE Tn HEBoSO
QuerySpecificCar maipvovtag w¢ MOpAUETPO TNV TILVAKISA TOU OXNUATOG. Av
KATToLo¢ TteAATNC £pOeL yla mpwtn Gopa OTOV XWPO TNG ETALPLOG KOL TIEPAOEL
aro tov €Aeyxo, o Slaxelplotig Tov pooBétel oto Block Chain pe tn BonBela
™¢ pebodou InsertNewRecord. Ao tnv AAAn MAeupd av £€vag MEAATNG EXEL
emokedtel Eava oto mapeABOV To xwpo NG eTalpeiag, otnv oAoKANPWaon Tou
SlayvwoTikou eAéyxou petafarietal n nuepopnvia KTEO tou oxnuatog os

€vav pnva f évav xpovo av UTIAPXEL KATIOLO EAATTWHA | OXL avTioToLXO LE TN
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BonBela tn¢ peboddou ChangeExpirationDate mou maipvel wg MAPAUETPO TV

Tivakibo Tou EKACTOTE OXAUATOG.

H ypappateia StaBétel kamoleg amd T duvatdtnteg mou avadépdnkav
TAPATAVW OMWCG TNV €UPAVION TWV CNUEPWVWV pavteBol pe tn HEBoSO
ListTodayApp kaBw¢ emiong kat tTnv Staxeiplon Twv pavtefou mou yivetal pe
Vv uéBodo ModifyAppointments kal pe Tig peBodoug ApproveApp yilvetal n
€ykplon autwv f DeleteApp mou yivetal n amdppupn auvtwv. Avtictolxa,
SL0BETEL TIC SUVATOTNTEG TTOU €XEL KAl 0 SLaxeLpLoTng 600 avadopd to Block
Chain. Mnopel va epdaviosl Alota pe 600 OXUATA UTTAPXOUV O aUTO 1 Eva
OUYKEKPLUEVO LE TO OVAYVWPLOTIKO Tou, SnAadn tnv mvakida Tou oxAuaTog,
ue tic peBo6doucg QueryAllCars kat QuerySpecificCar. EmunpoocBétwc, pumopel va
geyypael évav TeAATn OTO OUCTNUO TIOU €PXETAL ylo Tpwtn dopd
(InsertNewRecord) kot va petafalel tnv nuepopnvia Anéng KTEO oe
nieplmtwon mou umapxel kamota BAAPN o SLaoTnUA EVOG HAVA N EVOG XPOVOU

av 0Aa oAokAnpwBouv pe emtuyia pe tn uEBodo ChangeExpirationDate.

O neAdtng amnd tnv aAAn Umopet va KAvel eyypadn oto cuotnua av dev eivat
NdN eyyeypappévog pe tn néBodo SignUp mou maipvel oav mapapéTpoug OAa
TO oTolXEla IOV elval amapaitnta onwg email, first name , last name ,phone
plate,model. AAAN pia Suvatotnta mou SLabEtel o meAdTnG elval OTL umopel va
oploel éva pavtefol wote va mopeupebel otov Ywpo He tn HEBOSO

MakeAppointment.

ZTn ouvexela, dnuloupyndnke n kKAdon Car n omoia avanapLotd to Oxnuo Tou
nipoopiletal yia éAeyxo KTEO. To Car dwaBétel ta €€n¢ attributes: tov aplOuo
kKukAodopiag tou autokivitou (Plate) Tumou string, o omolog eivatl povadikog
yla kaBe oxnua kot To povtedo (Model) Tou autokivitou TUMoU string. AKOuN,
n kKAaon SlaBEtel Tov TUMo tou oxnuatog (Type) TUmou string, Ta XIALOUETP
mou €xet Stavuoel (Km) tomou int kKaBwg emiong Kol ONUELWOEL ylol TO

OUYKEKpPLUEVO Oxnua (Notes) Ttumou string.

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ

28



H kAdon Car cuoyetiletal pe T1¢ KAAoelg System Administrator, Secretary kot
Customer. O System Administrator kataxwpetl (register) and pnédév kot mavw
oxnuata, OmMwg emiong kat kaBe umdaAAnAog Tng ypoppateioag (Secretary)
kataywpet (register) and pundév kot mavw oxnuata. Amd tnv AAAn, Kabe
neAatng SLaBEtel amod €va Kal mapandavw oxnuoata. Emiong, n kAdaon Car
ouoyetiletal e TV KAGon Appointment kKaBwg Eva OxnUa UIMopel va EXEL oo

UN&Ev Kal mavw pavteBou.

H kAaon Appointment StaBtel ta attributes ta omola eival n nuepopnvia mou
opiletal to pavteBou (Date) TuToU string, to Done to omoio deiyvel av €yLve To
TIPONYOUREVO paVTEROU TOU OXNUOTOG TIOU TO «EKAELOEY, TIOU €ival TUTOU

Boolean.

AtileL va onuewwBel mwg n kKAaon Appointment cuoxetiletal pe TV KAAoN
System Administrator kal Secretary koBw¢ kdBe SlaxePLOTAG €XEL TN
Sduvatotnta va kavovicel (makes) éva pavtefol Onwg avtiotolya Kal Kabe

UTTAAANAOC TNC YPOAUHATELOG.

4.2.3 AcTiviTY DIAGRAM
4.2.3.1 APPOINTMENTS ACTIVITY DIAGRAM

al Paradigm Online Diagrams Express Edition

Select "List Today's X
Appointments” Option| Modrl'_y
Appointments
-

No

Secretary

>

Display List of Today"
Appointments )

Display List of
Appointments

KTEO System
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Ewkova 8: Appointments Activity Diagram

H Aewtoupyla Siaxeipiong pavieBou (Appointments) cuoxetiotnke pe €va
oAOKAnpo &laypappa - Activity Diagram — mpokelpévou va avoAuBel
TIEPALTEPW TO oUYKeKPLUEVO Use Case. O umaAAnAo¢g tng ypappateiog Ba €xel
™ duvatotnta va erAéEeL va SeL pia AloTa e Ta onpepva pavteBou ( Select
“List Today’s Appointments” Option ), €lte va TPOMOMOL|CEL OpPLOUEVA
pavteBol ( Modify Appointments ). To cUotnua tou KTEO mapouctalet
avtiotolya pLo AloTa pe T EKAOTOTE PavTeBoU NG MApoUCaG NUEPOG KL Lo
Alota pe ta pavteBou mou mepLuévouy eykplon. Autd ta duo Activities (Display
List of Today's Appointments kat Display List of Appointments) kataArjyouv oto
decision node Expected Appointments. Ekei, umtdpyouv SU0 MEPUTTWOEL OV TA
pavtefol elval T QVOPEVOUEVA TPAYUATOTOLETOL OAOKANPWON 1TNG
Stadkaoilag kal omoladnmote aAlayrn TpaypatonoliOnke oamo to Xpnotn
anoBnkevetal. AvtiBeta, av ta pavieBol dev elval T AVAUEVOUEVQ, O XPOTNG

obnyettal Eava otnv emhoyr Modify Appointments.

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ

30



4.2.3.2 HYPERLEDGER FABRIC ACTIVITY DIAGRAM

Viqual Paradigm Online Diagrams Express Edition

. Select "Insert New

Record" Option
E Select "Query
2 Specific Car"
21 [ Select "Change Option
Expiration Date"
Qption
-
Validate | Query all Cars ) Query specific
Appointment car
( Insert New Record )
—
E
z
T
o > ©
u Reschedule Display Success
< Appointmen Message
( .
Display Error
Message
Return Data ]
~ from Ledger Successil Return
Write Data to

g the ledger
f=]
Lol
w
5
2 \ J
z
5
f=3
=
T

Visual Paradigm Online Diagrams Express Edition

Ewkova 9: Hyperledger Fabric Activity Diagram

H Aettoupyia Hyperledger Fabric cuoxetiotnke pe éva oAokAnpo Slaypappa —
Activity Diagram — mpokelpévou va avaAUBel meplooOTEPO TO CUYKEKPLUEVO
Use Case. Apxlkd o xpnotng €xeL tn duvatotnta va emhé€el va epdaviotolv
oAa ta dedopéva ou umapyouv otov upnva (Ledger) tou Blockchain (Query
all Cars) katto cuotnua ta epdavilel emotpeépovrtac Sdedopéva amno to Ledger.
ITn CUVEXELQ, TO CUYKEKPLUEVO Activity kataAryel oto decision node Successful
Return cUudwva e TO OMOLO OV TTPAYHUATOTIOLNONKE EMITUXAG EMLOTPOPN TWV
6ebopévwyv  epdaviletal éva  pAvupa  emtuxiog kot n o Slepyacia
olokAnpwvetal. e ovtiBetn mepimtwon, TmPOyHATOMOLETAL gudavion

punvupoatog AaBouc. Mapopola Asttoupykotnta €xel kat to Query Specific Car

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ

31



OTIOU 0 XPrOTNG ETUAEYEL TNV EUPAVLION EVOC CUYKEKPLUEVOU QUTOKLVATOU TIOU

TipayUaTOoMOLETAL PE BAon TNV Mvakida Tou oX\UATOG.

ErunpooBétwg, o undAAnAog €xel tn duvatdtnTa Vo ELCAYEL €va XPHoTn o
omolo¢ mpayuatonolel yla mpwtn ¢opd emiokePn oto xwpo. Adou o
UMGAANAOC €lodyel Ta amapaitnta otolxela oto ocvotnua tou KTEO kat
TatnoeL create ta Sedopéva ypadovtal oto Ledger (Write Data to the ledger).
Meta to ouykekpLuévo Activity odnyeital kaveic oto Return Data from Ledger

Activity 6rmou akoAouBeital n Stadikacio Omwg neplypddnke mapamavw.

T€AoG, 0 UMAAANAOC TNG ypappateiog €xel tn duvatotnta va emAEEEL T
HeTaBoAn tng nuepopnviag AnEng KTEO evog oxAUaTog LETA TNV OAOKARpwaon
Tou pavtefol. Me autd tov TPOMo O Xpnotng-umaAAnAog odnyeital oto
decision node Operational Vehicle cUpudwva pe To onoio otnv nepimtwaon mou
TO OXNHUA lval MARPWG AELTOUPYLKO N NUEPOUNVia LeTaBAAAETAL YL EVA XPOVO
apyotepa (Validate Appointment) evw av oto oxnua €xel evromiotel PAGSN
EMAVOTIPOYpApUOTIETAL Yl Tov emopevo pnva (Reschedule Appointment).
Tooo pe to Validate Appointment 6co kat pe to Reschedule Appointment
ypddovtat Oebopéva oto Ledger (Write Data to the Ledger) «kat

enavalappavetal n dStadikaaoia mou mepLypAdnKe MaApATIAVW.
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5 ErKATAITAZH
5.1 Elcaywyn

ITo mopov KkedAAalo TeEPLYPAPETAL QVAAUTIKA N EYKATACTOON TWV
TIPOATIALTOUUEVWY, TIPOKELEVOU VO €KTEAECTEL emituxwg to Hyperledger

Fabric.

‘Exovtag wg Aettoupytkd cvotnua to Ubuntu 16.04.6 LTS Kot XpnOLLOTIOLWVTOG
yla ewkoviky punxavn (Virtual Machine) to Aoylopuikd VMware Workstation,
Kplvetal amapaitnto va eykataotabouv kamola AAAa AOYLOUIKA PECO OTO
Aewtoupyko cvotnua twv Ubuntu, wote va tpé€el emtuxwg to Hyperledger

Fabric.

5.2 MPOANAITOYMENA
1. e mpwTto otadlo, mpayuaTonoleital eykataotaon tou cURL.

MpOKELTAL Yyl ML €VIOAN Tou TapEXEL T Suvatdtnta oto XPnotn va
uetadpEpel Sedopéva amo | mMPog Eva SLOKOULOTI, XWPLG 0 XpPRoTNnG va €xXeL

karmotla aAAnAemnidpaon.

Apxka, o xpnotng odeidel wg Slaxelplotng, va ekteAécel oto terminal tnv
0KOAouON evtoAn:

$ sudo apt-get update

ZTn OUVEXELQ, EKTEAELTOL N EVTOAN:

$ sudo apt-get install curl

TEAOG, MPOKELEVOU 0 XpioTng va BePatwBOel yla TNV EMITUXH EYKATACTACH TOU
cURL, €xeL tn SuvatotnTa va EKTEAECEL TNV EVIOAN:

S curl —version

2. e beltepo otadlo, o XprioTnE MpayUaTonolel eykataotacn tou Docker kot

Docker Compose:
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To Docker yia éva epyaleio mou emTpenel TNV £vapén spapUoywv O €va
OTOUOVWHEVO ELKOVIKO TeplBaliov, oav Virtual Machine.

Mpokeluévou kaveig va poPel otnv eykatdotaon tou Docker, akoAouBwvtag
Tov guvdeopo:

0 XpNotnG odeilel va KATEBACEL TO TAPAKATW avadpePOUEVO apXeio:

docker-ce_17.12.1~ce-0~ubuntu_amd64.deb

Katomuy ano to terminal o xpriotng maet otn B€on mou eival anobnkeupévo to

apxelo kat ekteAel TNV EVIOAN:

$ sudo dpkg -i "package_path/name"

Mpokelévou va eAEYEEL O XPOTNG TTWE N EYKOTAOTACH TOU TPOYPAMUATOG,
T(PAYULATOTIOLNONKE e ETITUXiQ, UMOpPEL va TPEEEL TNV alKOAOUON eVTOAR:

S docker --version

ITN OUVEXELD, TIPOKELMEVOU va Tipaypatomnolnbetl eykatdaotacn tou Docker
Compose, ekteleital n evtoAn: lNa tnv eykataotacn tou docker compose Kot
v emaAnBevon:

$ sudo apt install docker-compose

T€Aog, yla tnv emaAnBeuon ¢ opbnG EyKOTOOTOONG, O XPOTNG EKTEAEL TNV
€VTOAN:

$ docker-compose --version

3. e enbpevo otadlo, o Xprnotng odellel va TPAYUATOTOLNOEL EYKATACTOON
™mM¢ YAwooog Tpoypappotiopol GO. Mo Ouykekplpuéva, n yYAwooo
npoypappatiopol GO xpnowuornoleital amnod to Hyperledger Fabric kuplwg
ylal TO TIPOYPOUUATIONO TwV cuvallaywv (chaincode).

Y10 terminal, o xpriotng MANKTPOAOYEL KL EKTEAEL QPXLKA TNV EVTOAN:

$ sudo apt install golang-go
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KOLL KOLTOTTILV TNV EVTOAN:

$ go version

Ma mo opbr mpoypappatiotiky Staxeiplon, o xprotng Ba Tav cuveto va
dnuoupynoet éva ¢pakeho. O pdakehog kaAd Ba ntav va ovouaotel “go”,
TIPOKELUEVOU VO ATIOTEAEL AVOYVWPLOTIKO TIwG HECA O auTtov, PBplokovrtal
amoBnkeupéva OAa ta apxeio mou adopouv TNV CUYKEKPLUEVN YAwooa
Tipoypappatiopol. Mpokelpévou va  dnuloupynBel o dakehog autdg,
ekTeAe(TAL N EVTOAR:

$ mkdir SHOME/go

ITn OUVEXELX, TIPAYUOTOTIOLE(TAL EYKATAOTAON TOU vim. To vim, amotelel éva
TPOYpOUO  €TeEepyaciog apxeiwv wOoTe va TaApEXETaL N duvatotnta
enefepyaoiag tou apxeio ~/.bashrc . Mpokettal yla éva apyxeio twv Linux mou
ekteAeital kaBe dopd mou avoliyel Eva terminal kal mepLExel pa pubuioeLg
OTMWCG LOTOPKO Tou terminal, xpwua, cuvtopoypadieg evioAwv Kal AAAa.
MpoKELUEVOU VA TTpayATOMOoLN Ol N eyKATACTOON TOU Vim, TipayUATOMOLE(TAL
N eKTEAECN TNG AKOAOUONC EVTOANC:

$ sudo apt install vim
Kal oto TéAog autol Tou apXelou MPooBETwW TIg SU0 MOPAKATW EVIOALEC LE TNV
OELlpA Tov Kataypadovtal:

export GOPATH=SHOME/go

export PATH=$PATH:SGOPATH/bin

He auto deiyvoupe oto KataAAnAo apxeio mou Eekwvael pall pe ta linux mou
Bpilokovtal 6Aa ta apxeia kot ot BPALOBAKEC TNG gO. ZTN OUVEXELA UE TN
Seltepn evioArn TomoBsTtoUpE Ta apxelot TNG go oto egupetnplo bin. Meta
kAelvoupe kal ava avoiyoupe to terminal kat dokipdaloupe av OAa €ywav
OWOTA TANKTPOAOYWVTAC TNV 0KOAOUON €VTOAN:

SGOPATH
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asi@ubuntu:~S SGOPATH
bash: /homefasi/go: Is a directory

asi@ubuntu:~S I

Ewova 10: EAeyxog Eykatdotaong Go
TN OUVEXELD, Tpaypatonolnbnke eykatdaotacn tn¢ node.js. Adyw Tou

yeyovotog otL to Hyperledger fabric mou xpnoiuomnolet Node.js unmootnpilet
€k600ELG TOU node Ttavw amod tnv version 8, eykataotadnke n ékdoon v8.16.1
(xpnowomownbnke 1O akOAouBo 0apyeio) HE TG MOPAKATW €VTOAEG. Na
ONUEWWOEL MW OL EVTOAEG EKTEAEOTNKAV LLE TNV OELPA KaTaypodrg TOUG.

S curl -sL https://deb.nodesource.com/setup_8.x | sudo -E bash -

$ sudo apt-get install -y nodejs

S node —version

Madli pe tnv Node.js eykaBiotatal emiong kat to NPM to omoio mopéxel maketa
HE KWOLKA WOoTe va Umopel va Tpé€el n yA\wooa npoypappatiopov Node.js,
mapoAa autd Tpoteivetal vo  eykotaotadei/avaBadulotel xelpokivnta

(manually),

$ sudo npm install npm —g

ITn ouvéxela mpootiBetal to xprnotn otnv opdda tou Docker wote va

UIOpOUUE Vo To “Tpg€oupe”.

$ sudo usermod -aG docker "user_name"

O xpnotng mpaypoatorolel amoocuvdeon (log out) amd 1o oclOTNUA Kol
ouvdéetal favd, TPOKELUEVOU va €eA€yéel av OAa Tpaypatomnoldnkov
ETUTUXWG KOL TTANKTPOAOYEL TNV EVIOAR:

S docker ps

d =) QOCKer ps
CONTAINER ID INAGE COMMAND (REATED STATUS PORTS NAMES

asigubuntu:~S |

Ewova 11: EAeyxog MpooPacnc Docker
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5.3 ErKATAZTAzZH HYPERLEDGER FABRIC
Mpokelpévou va mpaypatomnolnBei eykatdaotacn tou Hyperledger Fabric, o

XPNotng odeihel va ekteAéoel oto Terminal tnv evtoAn:

$ curl -sSL http://bit.ly/2ysbOFE | bash -s -- <fabric_version> <fabric-
ca_version> <thirdparty_version>

EvOelkTiko mapadelypa anoteAet:

S curl -sSL http://bit.ly/2ysbOFE | bash -s -- 1.4.3 1.4.3 0.4.15

ITn ouvexela, adou ta apxeia Bplokovral oTnV KATOXH TOU XPHOTN, EKELVOC
elvat avaykaio va SnAwaoet oto apyeio ~/.bashrc mou undpyouv ta apxeia

tou fabric.

To apyxeio avolyetal pe to Vim kot oto t€Aog mpootibetat:

export PATH=/usr/local/hyperledger/fabric-samples/bin:SPATH

To /usr/local/hyperledger/fabric-samples/ aAAdZeL avaloya pe To tou Ba

ETUAEEEL KATTOLOG VO KATEBAOEL TA ap)ELaL.

MeTa To MEPAG OAWV TWV APATIAVW, O XPNOTNG KAELVEL KAl avolyel Eava To

Terminal kat TANKTPOAOYEL TNV EVIOAN:

S cryptogen

OMw¢ autn ¢aivetal otnv elkOGvVa OV aKOAOUBEL, TpokeLpEvou va
TIPAYLATOTIOL OEL EAEYXO YLa TNV EMLTUXIA TNG EyKaTAoTaong tou Hyperledger

Fabric:
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asi@ubuntu:~S cryptogen
usage: cryptogen [<flags>] <command> [<args> ...]

Utility for generating Hyperledger Fabric key material

Flags:
--help Show context-sensitive help (also try --help-long and --help-man).

Commands:
help [<command>...]
Show help.

generate [<flags=>]
Generate key material

showtemplate
Show the default configuration template

version
Show version information

extend [<flags=>]
Extend existing network

asi@ubuntu:~$

Ewkova 12:'EAeyxog Eykatdotaon Hyperledger Fabric
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6 YAONOIHZH KAI ZENAPIA XPHZHZ

6.1 YAONOIHZH
Mpoamnattolpeva yla tTnv dnuoupyia tou Web Service sival n Umapén piag

Baong Sedopévwy. ITNV TPOKELUEVN TEpUMTwon €Xel Snuoupyel pa Baon
6ebopévwyv pe T Ponbeia tou MySQL Workbench. O Adyog mou
SnuoupynOnke eival yla vo UMOPOUHE VO KPATAUE apXELO HE TOUG XPNOTEC

Tiou Ba uTtAPXOUV 0TO cUOTNUA KABWG KAt AAAEG TTANPOPOPLEG.

2T CUVEXELX SNULOUPYOUE EVOl APXELO |LE TO OVOUQ Server.js mou HEoa amo
0UTO TO OpXElo Ba UmopoU e va «oTriooupe» To Stakoptotr. H Node.js yl\wooa
€XEL €éva OUVOAO QMO OUVOPTHOEL( TIOU WUMopoUlV TeplAndBolv o KABe
epappoyn, Aéyovtatr modules. o va kdavelg include éva module kat va
XPNOLLOTIOLNOELG OTL TIEPLEXEL QUTO OMAQ CUMMEPAAUPBAVELS pLa require()

ouvaptnon podl ue to évoua tou module.

var http = require(‘http’);
var express = require('express’); // call express
var app = express(); // define our app using express

var bodyParser = require('body-parser');

var http = require('http');

Me auto n edpappoyn ExeLmpooBaon oto HTTP Module kat €xeL tn Suvatotnta
va fekvnosl éva Slakoplotr. AnAwvoupe tn PBLPALOONRKN express Kol OTn
ouvexela opiloupe tnv epapuoyn va tn xpnollomnolel. Express eival éva pikpo
Kal euAvyloto framework pe epappoyry otn Nodejs, To omoio MapéxeL Eva
OUVOAO XOPOKTNPLOTIKWY yla TN Snuoupyia Stadiktuakwyv epappoywv. Itn
OUVEXELX SNAWVOUUE OAa Ta eVOLAUECSO AOYLOMIKA pag Kol puBuiloupe tnv
epappoyn va xpnowlormnolel bodyParser() wote otnv mopeia vol HMopoUE va

naipvoupe dedopéva amo éva POST.

app.use(bodyParser.urlencoded({ extended: true }));
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app.use(bodyParser.json());
// Save our port

var port = process.env.PORT | | 8000;

// Start the server and listen on port
app.listen(port,function(){

console.log("Live on port: " + port);

hE

MEe To aPATMAVW KOMUATL KWOLKA £XOULE VKOO KaL Ypriyopa €va SLAKOULOTH
VO KTPEXELY.
ITn OUVEXELQ, TPOCOETOUUE:
app.get('/', function (request, response) {

response.end('hello word');
});
‘Etol wote kaBe ¢dopd mou mAnktpoAoyoUUe oto browser tnv SlevBuvon
localhost:8000 Ba pag epdaviletat Eva hello word. Emeldn opwg xpeltalopaote
€va Login Page oto cUotnua xpelaletal va Tov avakateuBUvou e o€ éva dAAo
opxelo mou ekel o xpriotng Ba kAvel Login. AUTO EMITUYXAVETAL UE TNV EVTOAN
response.render(“FileName”). Ondte yla va avatateuBUuvouE To XproTn oTo

Login Page Snuwoupyeitat éva apxeio mou Ba Aéyetal login.ejs kot Oa meplexet:

<div class="login-form">
<h1>Login Form</h1>
<form action="/auth" method="POST">
<input type="text" name="email" placeholder="Email"
required>
<input type="password" name="password"
placeholder="Password" required>

<input type="submit">
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</form>

</div>

Me autn tn Stadikaoio aAAnAoemidpacl to frontend pe to backend kabwg otn
ouvexela oto apxeio tou server.js Ba ptiatoupe Eva app.get to onoio Ba £xel
To Ovopa /auth kat Ba ekteAeital 6tav o xpriotng va kavel Login.

Enépevo Brua €ival va Umopoupe va eAEyXOUUE Tolol ival Xproteg. Etol
onuloupyoupe poe Baon Sedopévwv ( MySQL ). 2to apxeio server.js
dnAwvoupe to module yia T xprion t™¢ mysql yYAwWooag Kal otn CUVEXELD

KAVOUUE Tn ouvdeon pe Tn Baon.

var mysql = require('mysql');

var connection = mysql.createConnection({
host: 'localhost’,

user: 'Username’,

password: 'Password’,

database: 'Database_Name'

hE

Mapamdvw opiloupe OTL n petafAnt connection Ba €xel Ta TaApPATAVW
otolxeia yla to kabe medio. Ondte av BEAOUUE va EKTEAECOUE Eva query amo
to backend tng edappoyng, Onwe ywa mapdadelypa to query tou login form

woTe va eAeyxBel av 0 xproTNG UTIAPXEL OTO GUCTN L.
ApXKQ, EAEyXOUUE av TRpape Ta dedopéva amo tn dopua tou Login.
var email = request.body.email;

var pass =request.body.pass;

Adou yivel 0 EAeyx0oG 0T CUVEXELQ:
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connection.query('SELECT * FROM users WHERE email = ? AND pass = ?',
[email, password], function (error, results, fields) {
If(results.length > 0){
...AvakateuBivoupe 10 Xpriotn oto avtiotolyo HomePage pe Baon ta
OLMOTEAECLOLTA TTOU TTHPOLHE...
If(results[0].privilege == ‘s"){
....g0 to Secretary Home Page
} else if (results[0].privilege == ‘@’){

....80 to Admin Home Page

}else {

....g0 to User Home Page

}

}else {
response.send('Incorrect Username and/or Password!');
}
response.end();

1)

Me tov mapandavw Kwdka {ntape amnod tn Bdaon va pog emOTpEPEL OAEG TIG
KOTAXWPNOELG e TO email Kat pass ou 806nkKe amod to xpriotn. Av UTIAPXOUV
arnoteAéopata TOTe To results.length Ba eival Betikd aviiBetwg dev Ba umdpyeL
KaTaxwpnon otn BAcn LE T CUYKEKPLUEVA avayvwpLoTKA. Eylve dnuloupyla
g otiAng otn Baon dedopévwy mou ovopdletal Privilege kal umopel va
TIAPEL TWHEC A, U, S yla Tov SLaXeLpLoTh, TN YPOUUATELD KoL TOV amAd Xprnotn
avtiotolya. Emopévwe, n avakatevBuvon yivetal pe tnv xprion moAAamAwv if

conditions.

Avtiotolya, oto Login Page Sivetal kal n SuvatotnTta og KATOLOV EMLOKETH Va
KAveL eyypadn oto cvotnua (Sign Up button)wote va Tou mapExovtot KATIOLEG

SuvatotnTeg OMwe va eAéyEel TNV nuepopnvia tou KTEO tou f va kAsioel éva
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pavteBou yla va emniokePn oto xwpo tne etatpeiag. MAaAt pe tov idlo tpomo
dnuoupyeital éva <form action="/signup” method="POST”></form> nedio
oto login.ejs apyeio 6mou eMKOWVWVEL e TO avtioTolyo app.get(“/signup”) tou
Opxelou server.js KoL HECA OE QUTO OpPXLKA EAEYXETAL AV O XPHROTNG
CUMMANPwWOE OAa Tta Ttedia ToU VOl UTTOXPEWTLKA KOLL OTN CUVEXELA YIVETAL N
KaTaxwpenon twv otolxelwv tou otn Bacon dedopévwy, pe amotéleoua va

Umopel av 6Aa yivouv owotd va Kavel Login oto cuotnua.

Adou vyivouv ol Sladikaoieg mou meplypadnkav TAPATAVW YIVETAL N
avakatevBuvon tou xpnotn ( Admin, Secretary, User) pe tn BornBela tng
€VTOANG response.render(“HomePageName”) oto avtiotolxo Home Page.
Onote xpelaotnke va dnuioupynBouv tpia avtiotolya Home Page apyeia mou
kKaBe €va amo autd Ba Slabétel éva app.get(“/HomePageName”) wote va
yivetal n avakatevBuvon Kol va PMmopel 0 xpAotng va €XeL OMTIKA emadn).

Avtiotolxa, xpela{OMOOTE KoL app.post WOTE VoL ETUKOWVWVEL E TO server To

apxeio pac.

Av Aoutov o xpnotng mou kavel Login €xel yia privilege = ‘U’, énhadn eivat
armAo¢ xpnotng tote Ba tov avakateuBUvel otnv apxlky ceAida mou PBAEmeL

KABe xpnotng.

To apyeio (HomeUser.ejs) mepléxet BLBALoBnAkeg mou adopoulv to Bootstrap,
Ajax, Angular, Jquery. la va SnuoupynBel n pmapa r To HeEVoU EMAOYWVY TIOU
€XEL 0 XpPNOTNG XpnotpomnotBnke pia kAaon amnod tn BLBAodnkn tou Bootstrap

Tlou ovopaZetat navbar.

<nav class="navbar navbar-inverse">
<div class="container-fluid">
<div class="navbar-header">
<a class="navbar-brand" href="/homeU">KTEO</a>

</div>
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<ul class="nav navbar-nav">
<li class="active"><a href="/homeU">Home</a></li>
<li><a href="/showExDateU">Show Expired Date</a></li>

<li><a href="/makeAppointment">Make Appointment</a></li>

</ul>
<ul class="nav navbar-nav navbar-right">
<li>
<a href="/logout"><span class="glyphicon glyphicon-log-
out"></span></a>
</li>
</ul>
</div>

</nav>

MNapandvw Slakpivetal mwe os kaBe <li></li> undapyxel n avtiotolyn oeAida-
OPXELO TTOU DTLAYTNKE YLaL VA UTTOPEL 0 XPOTNG VAL EKTEAECEL TNV OTtoLAdATIOTE
Aewtoupyila mou €xel dnuioupynBel péoa oto apxeio. TEAOG, UTIAPXEL TO
<li></li> tou Logout mou d¢aivetal otnNV MAPATIAVW ELKOVO OAV ELKOVISLO
€€660uv, Mou ouvdéeTal pe To apxelo Tou server péow app.get(“/logout”) kat
amo ekel yivetal n Stadikacia anoouvéeong Tou Xpriotn ano To cUCTNHA.
app.get('/logout', function (request, response, next) {
if (request.session) {
request.session.destroy(function (err) {
if (err) {
return next(err);
}else {

return response.redirect('/');
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N;

hE

AVOAUTLKOTEPQA QV O XPNOTNG LETAKLVIOEL TOV KEPOOPQ TTAVW OTO CNELO TOU
daivetal to KTEO kabwg kat to Home to cuotnua Ba tov petadEpel to home
page, dnAadn OtV MaAPATAVW ELKOVO. AV HETAKIVAOEL TOV KEPOOPA KO
natroel to Show Expired Date Ba Tov petadEpel o€ pLa Kavoupyta o6o6vn mou

o kwdikag tng oeAidag unapxel oto apyxeio showExDate.ejs.

O XpNotng Uopel va MANKTPOAOYHOEL TNV TILVOKISA TOU OXAHATOG TOU KOl Vo
6eL mote Afjyel to KTEO TOU OXAMOTOC TOU. ITO server apxeio petadEpeTal n
muvakida kot and ekel ekteleital éva Query otn Baon omou emotpédel TO
amotéAeopa tnG otANng ExpiredDate. Av auto eival kevo (NULL) onuaivel mwg
0 xpnotng dev £xel emokedOel To XWPO, onoTE SV €XEL MEPAOTEL 0T BAon n
nuepounvia Anéng KTEO tou oxruatog tou. Emopévwe, Ba epdaviotel pnvupa
oddaipatog. Oa tov avakateuBbuvel pe tn Ponbela tng response.render ot
kalwvoupylo apxeio (ShowExDatel.ejs) omou ekei Ba mapoucialovral n
nUEpounvia 1 aAAwg To PRVURO 0DAAUATOG, OMWE UMOPEL KATTOLOG va SeL

TP OKATW.

AN pa duvatdtnta nmou €XeL 0 XpRotng ivatl to Make Appointment. Otav
AoUov aTHoEL 0€ AUTO PeTadEPETAL OE KalvoUpyla 00ovn oOmou ekel Ba Tou
{ntnBel va oploel TNV nuepounvia mou emBupel yla va mapeupebel oto Xwpo
KalL val TTANKTPOAOYNOEL TNV Tvakida Tou oXAHATOG Tou yla emaAnBguon f Kat

o€ Meplmtwon mou SLabétel mapandvw anod Eva oxnuata.
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EkTo6 oo Tig BLBAL0ORKEG MO UTTAPXOUV O€ OAA TA .ejs APXELD N CUYKEKPLUEVN
SlaBétel pa mapamnavw BLBAoBnkn n omoia pag Bonbdel va evtdaoupe Tto
NUEPOAOYLO KaL elval n Bootstrap-datepicker. H Soun tou apyeiouv 6cov adopd

TO NUEPOAOYLO €lval N MAPAKATW.

<div class="bootstrap-iso">
<div class="container-fluid">
<div class="row">

<div class="col-md-6 col-sm-6 col-xs-12">

<!-- Form code begins -->
<form method="post">
<div class="form-group"> <!-- Date input -->
<label class="control-label" for="date">Date</label>
<input class="form-control" id="date" name="date"
placeholder="MM/DD/YYY" type="text"/>
</div>
<input type="text" name="carid" id="carid"
placeholder="plate" required>
<div class="form-group"> <!-- Submit button -->
<button class="btn btn-primary " name="submit"
type="submit">Submit</button>
</div>
</form>

<!-- Form code ends -->

</div>
</div>
</div>

</div>
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Kat otn ouvéyxela xpetaletal va SnuoupynBel éva script wote va mapBouv Ta

Sebopéva amnd To nuePoAOyLO.

<script>
$(document).ready(function(){
var carid=$('#carid').val();
var date_input=$('input[name="date"]'); //our date input has
the name "date"
var container=$('.bootstrap-iso form').length>0 ?
$('.bootstrap-iso form').parent() : "body";
var options={
format: 'yyyy-mm-dd’,
container: container,
todayHighlight: true,
autoclose: true,
b

date_input.datepicker(options);

})
S.post('/makeAppointment’, { date:
date_input.datepicker(options), carid: carid});

</script>

Me tov mapamavw KwWoLKa aVTAELTAL N NUEPOUNVIA TTOU £8WOE 0 XPHOTNG Kal
otn ouvéxela Slapopdwvetal cUPdwvVA HE KATIOlA TIPOTUTIA TToU BOAgUOUV
TOOO OTNV AVAyvVWaon 000 Kal oTnV anobrnKeuon autng otn BAaon. ITn CUVEXELD,
He t Bonbeta tou jQuery ( S.post ) otélvovtal ta Sedopéva ( nuepounvia,
TIVOKLS O 0XNUaTog) oto server apxeio. ApoU mATAOEL TO KOUupni tou Submit

T(PAYUATOTIOLOUVTAL EAEYXOL Yl TO OV N nuepopnvia eival ocwoth Kabwg
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ETLONC KOl AV N UTAPXEL N TIlVaKiSa 0T BACH TOU GUCTAUOTOC. YT CUVEXELQ,
uetadépetal oe AAAN 066vn mou tou Selyvel av OAa £ylvav cwoTaA Kal Twe TO

pavteBoul €xeL OPLOTEL Lot TNV NUEPOUNVIA TTOU EMEAELE.

ITnv mepintwon mou kavel Login évag untaAAnAog tou KTEO ue privilege S
(Fpappateia) Oa epdaviotet Stadopetikn apxkry 086vn amo autr) Tou anmAov

xprotn.

To apxelo MoOu AvVTIKATOMTPILEL TNV TAPATIAVW apXLKH 080vn éxel SounBel pe
10 (610 potifo kabwg emiong Kal pe TLg idteg BLBALOBRAKES Tou SounBnKe Kat n
opxlkr) 08ovn tou user. Emiong, n Asttoupyia tou Show Expired Date €xet
dtiaxtel pe tov 6o tpoOmo. AnAadn, oto .ejs opxelo umapxeL €va
<form></form> mou ouvdéetaL pe TO server apxeio HEOw €vOC
app.post(/exdate). Ztn cuvéxela, péoa oto POST opilovtal oL peTaBANTEG TTOU
Ba xpelaotouv n omoleg eivatl n mvakida (Plate) kat ta Sikatwpata (Privilege).
Itnv mopeia pe Baon tnv petapAntn privilege ekteleital €va Switch mou €xel
ylo TIEPUTTWOELG av To privilege eivat A, S kat U. Avaloya pe to dikaiwpa tou
XPNotn ekteAsitol Kal n avtiotolyn mepimtwon mou avalnta otn Bacn tnv
nuepounvia Anéng KTEO mou mAnKtpoAoynOnke Kol Tov avakateuBuveL otnv

avtiotolyn oeAida.

Metd uTtdpyeL kot n evotnta Appointments mou npokettal yla éva Dropdown
Menu to omolo gxelL T evotnteg Today’s Appointments kat Modify. 2to mpwto
0 UTIAAANAOG tNG ypappateiag pmopel va Sel OAa ta paviefol mou €xouv
TIPOYPOAUHATLOTEL Yla OAUEPQ, EVW 0TO SeUTEPO PBAEMEL OAEG TIG QLT OELG TTOU
€XOUV YIVEL QIO TOUG XPNOTEC yia pavteBol Kol TIG EYKPLVEL 1) TNG amoppimtel

avaloya Ue To POPTO Epyaciag.

MNa va gtiaxtel to menu xpnotponolonke to Bootstrap.

<!-- Dropdown -->
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<li class="nav-item dropdown">
<a class="nav-link dropdown-toggle" href="#"
id="navbardrop" data-toggle="dropdown">
Appointments
</a>
<div class="dropdown-menu">
<a class="dropdown-item"  href="/today">Today's
Appointments</a>
<a class="dropdown-item"

href="/findAppointment">Modify</a>

</div>
</li>
Av natrioel kamolog to Today’s Appointment oto apxeio Tou server ekteAeital
€va query otn Baon Omou emoTpEdel OAA TO OMOTEAECUATA TIOU £XOUV
EYKPLOEL KalL £€XOUV TN CNUEPLV NUEPOUNVIA. TN CUVEXELO OVAKATEUOUVEL o€
KalvoUpyLa oeAida OTIOU EKTUTIWVOVTAL T ATIOTEAECUATA OE €Va TIVAKA WOTE

va propouv va dtafactolv mio eUKoAa amnod To Xprnotn.

H &AAn emtidoyn eivat to Modify, o xpriotn kateuBuvetal og kawvoupyla oeAida
Omou Tou {nTeltal va emAEEEL NUEPOUNVIO WOTE va TOU UdavVIOTOUV OAEG OL
QULTAOEL TIOU €XOUV YIVEL Yyl TN OUYKEKPLUEVN MEpa. H Snuoupyia Ttou
nUepoAoyiou mpaypotonolndnke Pe tov 8lo TPOMo ONMwE £YLVE TTAPATIAVW.
Ekel epdpaviletal évag mivakag o omoiog SeiXVEL TIG QLT OELG TTOU £XOUV KAVEL
OL XPAOTEG yLa pavieBou. ZTov mivaka EKTOC oo TG OTHAEG Ovoua, ETIOETO Kat
aAM\a oto TéAoC untdpyxouv dUo kouuma tng Eykplong kat tng Anoppudng Tou
pavteBol KaBw¢ He auTOV TOV TPOMO Yyivetal To €UKOAN Kol yprAyopn n
Sladkaoia €ykplong twv pavteBol. O server OTEAVEL OTO .ejs QpPXElo Ta

6ebopéva amnd tn Bfacn ondte o KwWKAG Ba elval 0 TAPAKATW.

<tbody>
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<% for(var i=0; i<results.length; i++) {%>

<tr>

<td><%= results[i]['fname'] %></td>
<td><%-= results[i]['Iname'] %></td>
<td><%-= results[i]['phone'] %></td>
<td><%-= results[i]['plate'] %></td>
<td><button type="button"
onclick="approveAp('<%= results[i]['plate']%>')" class="btn btn-default btn-
sm"><span class="glyphicon glyphicon-ok"></span></button></td>
<td><button type="button"
onclick="deleteAp('<%= results[i]['plate']%>')" class="btn btn-default btn-
sm'><span class="glyphicon glyphicon-trash"></span></button></td>
</tr>
<% } %>
</tbody>

Ta duo teleutaia <td></td> eival To KOUMTTLA OTOV TIVAKOL TTOU OTEAVOU HE
v BorBela evog script ( S.post) ta Sedopéva ( Huepopnvia, Mwvoakiba
O0XNUOTOG) OTO server KAl aUTOC HE TN OELPA TOU EYKPLVEL 1| amoppitel Eva

pavteBoU avaloyo UE TO KOUUTTL TTOU ETUAEXTNKE.

TéAog o teAeutaiog xpnotng mou Kavel Login kot €xel SladopeTik apxkn
0006vn amnod toug napanavw xpnoteg ( Secretary, User) eivatl o Staxelplotic (
Admin ). O Slaxelplotig €xel mapandvw Asttoupyieg otnv oeAiba Home ot
ormoleg tou Sivouv tn duvatotnta va St av to KTEO evog oxipoatog €xel Anén,
va oplogl nuepounvia ywa pavteBou, va SeL ta onuepva pavtefol kabwg
emiong va deL kal OAa Ta oxrpata mou £xeL teAelwoetl to KTEO toug pe avfovoa
oelpd moAatdétntag, dnAadn to o maAlo epdaviletal mpwto. OAeg auTECG oL
Aewtoupyieg ptiaxtnkav pe tn BonBeta Tou jQuery kat to AJAX. AvoAuTikOoTEpQ

oto apxeio HomePageAdmin.ejs ekto¢ amd ta scripts twv BiBAL0ONKwv
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UTIAPXOUV KoL scripts mou maipvouv ta Sedopéva amd T aviiotolyn
Aewtoupyio mou Ba emAEEEL O SLAXELPLOTNC VA KAVEL, ETULKOWVWVOUV UE TO
QVTIOTOLXO app.post Tou server Kal EMOTPEPOUV TA ATMOTEAEGUATA XWPIG va

kateuBuvBel oe SladopeTiko .ejs apxelo.

ITn umdpa mMAORyNoNng UTIAPXEL n oeAida mou o SlaxXelpLoTAG UMopel va
TPOTIOTIOL|OEL TOUG XPrNOTEG TOU CUCTNUATOC, VO IPOCBECEL Evav KalvoUpyLo

xpnotn, va dtaypadel A va aAAA€eL T oTOLXELD TWV XPNOTWV.

Metd unapyetl to Modify Appointments mou €xeL tnv (&la AELITOUPYLIKOTNTA UE

oUTA TNG YpOUUaTELQC.

TéNog, oto SLaxELPLOTNA KOl OTN YpappaTela uTtApXEL N oeAlda Tou ovoualetal
Validate. Autr) xpnoLlomoLe(Tal yla TNV EKTUNTWON OAWV Twv Sedopévwy OTo
Blockchain, avalntnon ouykekpilpévou otolxeiou pe Baon tnv mwvakida evog
oxNuatog. Av o TeEAATNG €PXETAL yla TPpWTN Popd OTO XWPOo TNG eralpiog
npootiBetal and t ypaupoteia toco oto Blockchain 6co kat otn Bdon
6ebopévwy tou KTEO. TéEAog, av oAokAnpwOel to pavteBou kat yivel o EAeyxog
N ypappateia aAAalel tTnv nuepopnvia Anéng tou KTEO eite og éva xpovo av
OAa eival evtdaéel i Sivel Slopila evog pnva otov meAdtn va Gtldgel ta
TMPAYUATA TIOU Sloyvwotnkov amd Ttov €Asyxo OTL 8ev TMAnpouv TIC
npoUmoBéoeLc.

MNa va eival o eukoAo dtidxvouue Toug pakéAoug mou ival péoa To project.
O mnpwtog ¢akelo¢ Oa ovopootel HyperledgerApp péoa o€ aQuTOv
xpelalopaote aAAoug Tpelg untd pakéloug mou Ba Aéyovtal basic-network,
chaincode kat kteo-app. Méoa oto ¢pakeho kteo-app undapyxouv OAa Ta apxeia
mou adopouv TNV LotooeAida (server.js kaL OAa ta .ejs apxela) emiong Kal to
opxelo package.json to omoio gival amapaitnTto. ITn CUVEXELA OTO PAKEAO
basic-network mpénel va avtiypadolv 6Aa ta apxeia mou Bpiokovtal oto

daxelo (./fabric-samples/basic-network) mou katéBnke and 1o cUVEECUO TOU
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Hyperledger otnv evotnta pe ta mpoamnattolpeva. H doun mpémel va sival
OMwG daivetal mMapaKATW.

4 HYPERLEDGERAPP
b wscode
basic-network
chaincode

hyperledger

kteo-app

Ewkova 13: Directory

To emopevo Prua epdoov undapyouv ta apxeia tou Hyperledger péoa oto
dakelo tou basic-network, gival n dnuioupyia Tplwv apxeiwv mouv adopolv
1o hyperledger, starFabric.sh to omoio £ekivdel to diktuo Katl dnpLoupyel To
apxiko block (genesis.block) kat dnuloupyel to péoo ylwa va pmopouv va
ETUKOWVWVOULV Ta PEAN Tou blockchain pe Stadpavela (channel.tx). To emouevo
opxelo mou xpelalopaote eival to registerAdmin.js To omoio eyypadel to
XPrnotn oto miotomnolntikd aocdaAeiag tou blockchain (certification-authority,
CA) kat &ivel oto xpnotn éva kAeldl aopaleiag mou amnobnkeveTal O Evav
dakeAo TOU SLOXELPLOTH. TN CUVEXELA XpELalOpaOoTE To registerUser.js Ye TO
omoio o admin kavel gyypadrn tou userl oto CA pall Ye TIC amapPALTNTEC
nAnpodopieg. TéAog, oto dpdakelo chaincode xpelaletal va dSnuoupynbet Eva
opxelo mou OSlaxelpiletal tov mupnva Ttou blockchain kal emtpénel va

T(PAYLATOTIOLOUVTAL OL CUVOAAQYEC aTtd TNV edappoyn.

AvoAuTikotepa, yla va EekivrioeL to Siktuo tou Hyperledger Fabric mpémnel anod
TO TEPUATIKO (terminal) va Bplokopoote péoa oto pakelo tou kteo-app. Anod
€KEL TPEXOUUE TNV EVTOANR

S ./startFabric.sh
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Me tnv nopandavw evtoAn adatpouvtal ano tov Docker 6Aa ta umdpyovrta
Siktua kat dnuloupyeital éva katvoupylo pe 1 peer & couch DB pall pe évav

orderer.

set -e

# don't rewrite paths for Windows Git Bash users

export MSYS_NO_PATHCONV=1

starttime=S$(date +%s)

if [ ! -d ~/.hfc-key-store/ ]; then
mkdir ~/.hfc-key-store/
fi

# launch network; create channel and join peer to channel
cd ../basic-network

./start.sh

Anuoupyeital éva wallet ( hfc-key-store) kat otn ouvéxela kaAeital To apxeio
./start.sh 6mou auto pe tn oslpd Tou KAvel clean-up and re-populate tov
Docker. Entiong, dnuoupyeital to channel yla tnv enikowvwvia kat évag peer
npootiBetal. 2tn cuvéxela epooov To SIKTUO £lval ETOLUO, TIPETEL VOl KAVOULE
eyypadn tou admin oto SiKTUO KAl AUTO YIVETOL UE TO VO TPEEOULE TO OPXELD

registerAdmin.js.

$ node registerAdmin.js

Méoa otov kwdika Tou apyxelou dnuloupyeitat o Admin pali pe to anapaitnto

KA£L&L. AdoU SnuioupynBel o Admin, Tpéxoupe To apxeio registerUser.js Kat
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otnv ouaota yivetal eyypadn tou userl. Tehevutaio Brpa ivat va TpéEou e T

SlaKouLoTn TTou €XeL OTLAXTEL, server.js.

Mo vo urmopoU e va €xoupe aAAnAenidpaon petafl Tou web service Kat Tou
blockchain mpénel mpwta va ¢ptidéoupe to apxeio mou adopd ta chaincode n
oMuwwg smart contracts. To apyeio to ovoupdloupe kteo-app.go Kal TO
TomoBetoU e péoca oto pakeAo tou chaincode. Ma apxn TPEMEL VA KAVOULLE
import ta anapaitnta epyaieia-BiBAlobrkeg mou BonBouv otn Slaxeiplon Twv

bytes, tTnv avayvwon kat tn ypadn JSON deSopévwy Kat string.

import (

"bytes"
"encoding/json"
"fmt"

"strconv"

"github.com/hyperledger/fabric/core/chaincode/shim"

sc "github.com/hyperledger/fabric/protos/peer"
)

Kal otn ouvéyxela opiloupe Tn SoU TOU AVTLIKELMEVOU Kal T Sour Tou smart

contract.

// Define the Smart Contract structure

type SmartContract struct {

}

/* Define Car structure,

Structure tags are used by encoding/json library

YAOMOIHZH MIAZ WEB EQAPMOTHZ ME TH XPHEZH TEXNOAOTIAZ BLOCKCHAIN / ANTQNIOY AZHMAKHZ

54



*/

type Car struct {
Fname string “json:"fname""
Lname string “json:"Iname"’
Phone string “json:"phone""
Model string “json:"model""
Type string “json:"type"’
Km string “json:"km""
Notes string “json:"notes"’

ExDate string “json:"exdate""

Xpelalopaote pla pEBodo n omoia Ba eykablotd to smart contract Katd TN
dnuoupyia tou Siktvou. Auth n péBodog Aéyetal Init. EmutAéov, xpelalopaote
g péBodo mou Ba kaAeltal otav n epappoyn HAg KAVEL request yla tnv

€KTEAEON €vOC Smart contract “chaincode”.

func (s *SmartContract) Invoke(APIstub shim.ChaincodeStublnterface)

sc.Response {

// Retrieve the requested Smart Contract function and arguments
function, args := APIstub.GetFunctionAndParameters()

// Route to the appropriate handler function to interact with the

ledger
if function == "queryCar" {
return s.queryCar(APIstub, args)
} else if function == "initLedger" {
return s.initLedger(APIstub)
} else if function == "queryAllCars" {

return s.queryAllCars(APIstub)
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} else if function == "recordCar" {

return s.recordCar(APIstub, args)
} else if function == "nextYear" {

return s.nextYear(APIstub, args)
} else if function == "nextMonth" {

return s.nextMonth(APIstub, args)

return shim.Error("Invalid Smart Contract function aname.")

MapaKATw O AUTO TO APXELO CUVTACOOUE TIG ueBOdoug oL UdwvaA PE TG
anattioelg. H pébodog queryCar maipvel ocov Oplopa pia petaBAntni
(ruvakida )tou otnv MPoKeLUEVN TTeEpIMTWaon SLVETAL ATO TO XProTN Kal autn
avalntael oto ledger av UTTAPYXEL N CUYKEKPLUEVN KATAXWPNON LE OUTO TO
OVAYVWPLOTLKO. 2T CUVEXELA UTIAPXEL N MEBO0SOG initLedger mou kaAeital and
To apxeio startFabric kat «yepilew» 1o ledger pe debopéva. H pébodog
gueryAllCars emotpedel OAEG TIG KATAXWPNOELG TIOU UTtAp)XoUuV oto ledger kat
Sev naipvel opiopata, mapd povo emiotpedet €va JSON string pe ta
bebopéva. OL péBodol nextYear, nextMonth naipvouv cav opiopata tnv
TIWVOKLS O TOU OXAMOTOC KAL TNV NEPOUNVLA KOL TIPOYLATOTIOLOUV TLG
avtiotolxec aAAayég oto ledger. Emiong, n néBodog recordCar maipvel ta
oplopata mou divovtal amnod 1o Xpriotn Kol KAVEL pia Kavoupyla Kataxwpnon
oto ledger. TEAoG, UTtApPXEL N cuvAPTnon Main n onolia £ekwvael to chaincode

o€ €va container Tou Docker katd tn dtadikacia Tnv eykatdotaong.

/*
* main function *
calls the Start function

The main function starts the chaincode in the container during instantiation.

*/
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func main() {

// Create a new Smart Contract
err := shim.Start(new(SmartContract))
if err = nil {

fmt.Printf("Error creating new Smart Contract: %s", err)

Adou houtov €xoupe to Siktuo tou blockchain evepyo, €xel mpoypappatiotel
TO apxeio mou ekteAel Ta chaincode pnmopoupe Xewpokivnta va KAVOUHE invoke
otov ledger tou blockchain kat yla mapddetypa va avalnTtiooupe €va oxnua
VOl EKTUTIWOOUME OAa 60 UTIAPYXOUV amoBnkeupéva péoa o autd. Auto

UIopel va yivel eUKoAa amo to terminal EKTEAWVTAC TNV TTAPAKATW EVTOAN.

docker exec -e "CORE_PEER_LOCALMSPID=0rg1lMSP" -e
"CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/

fabric/peer/crypto/peerOrganizations/orgl.example.com/users/Admin@or
gl.example.com/msp" cli peer chaincode invoke -0
orderer.example.com:7050 -C mychannel -n kteo-app -C

{"function":"queryAllCars","Args":[""]}'

Me autov tov Tpomo Ba eudavicoupe OTL UTAPXEL UE Ttupriva Tou ledger.
MmnopoUpue emiong va KoAEooupe Kol SlodpopeTikéc pebodoug apkel va

aAAGEoupe To Ovopa tou function ko TLG TLUEG oTO Args.

MNapakatw Ba avaAuBel o tpomog mou Ba cuvdéocoupe to blockchain pe to
ocvuotnua tou KTEO £toL wote va umopel évag xpotng va kavel invoke o€ auto
arno 1o web service kal oxL ano 1o terminal kaBw¢ avtd Ba mpokaAouvos

nipoPAnuata kat 6a SuokoAeve Toug XpNoTeC. Na tnv ouvdeon xpelaleTal va
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TPOTOTOLCOUE To apxeio index.html, va mpocBEoou e KOPUATLIO KWELKO OTO
server apxeilo kat va ¢tiafoupe Kal €va kKawvoupylo apxeio mou Ba eival o
pneocalwv Petagl Tou server, TG 066vng mou aAAnAoeTdpAEL 0 XPoTNG Kal

TOU apyeiov mou ekteAel ta smart contracts kot Ba to ovopdooupe controller.js

MNa va ektunwooupe oto html apyeio, 6Aa Ta oxAuOTO TIOU UTIAPXOUV OTO
ledger mpémnel mpwta va ¢tdfoupe Tov mivaka mou Ba dlhofevioel ta
b6ebopéva mou Ba otalouv amd autdv. Apxlkd, XPnoLLOTIolOUVTOL Ol
BBAL0BrKeC TOU jQuery, Bootstrap kaBwg emiong kat Angular. Opiloupe oto
<body> t¢ html 6Tl xpnowuomnoloU e ng-app Kal to ovoudloupe application,
QUTO yivetal yla va dei€oupe oto html apyelo otL ta Sedopéva péca oto body
umopouv va €xouv Angular)S kwdiwka. Emiong opiloupe ng-controller kat to
ovopaloupe appController, autd PonBdel va Sloxelpiletal KaAmolog Ta

element péoa otov html kwdika cav avtikeipeva.

<div id="body">
<div class="form-group">
<label>Query All Cars Catches</label>
<p><input id="queryAllCars" type="submit" value="Query" class="btn
btn-primary" ng-click="queryAllCars()"></p>

</div>

Anploupyeital To KOuumi mou autd otav matnBel kaAeltal n avrtiotown

ouvaptnon mou €xeL oplotel oto ng-click.

<table id="all_cars" class="table" align="center">

<tr>
<th>ID</th>
<th>FistName</th>

<th>LastName</th>
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<th>Model</th>
<th>Type</th>
<th>ExDate</th>

</tr>

<tr ng-repeat="car in all_cars">
<td>{{car.plate}}</td>
<td>{{car.fname}}</td>
<td>{{car.Iname}}</td>
<td>{{car.model}}</td>
<td>{{car.type}}</td>
<td>{{car.exdate}}</td>

</tr>

</table>

@Oudxvoupe tov mivaka mou Ba ¢lofeviioel ta dedopéva. Emeldn autd Ba
elval meploootepa amo £va XpNOLLOTIOLOU LE TO NE-repeat ToU EKTUTTWVEL OAa
ta 6ebopéva mou umapyouv otnv petaPAnth all_cars. Zewpd twpa €XEL N
Snpoupyia Twv scripts mou Ba kAvouv request 0To server KAl 0Tn CUVEXELA Ba

petadépouv ta dedopéva oTov TVaKa.

var app = angular.module('application’, []);
// Angular Controller

app.controller(‘appController', function ($scope, appFactory) {

Sscope.queryAllCars = function () {

appFactory.queryAllCars(function (data) {
var array = [];

console.log(data.data[1].Record);
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for (var i = 0; i < data.data.length; i++) {
parseint(data.datali].plate);
data.data[i].Record.plate = parselnt(data.data[i].plate);
array.push(data.data[i].Record);

}

array.sort(function (a, b) {
return parseFloat(a.Key) - parseFloat(b.Key);

3

// console.log(array);

Sscope.all_cars = array;

hE

N;

//A€0tepo script
// Angular Factory

app.factory(‘appFactory', function (Shttp) {

var factory = {};
factory.queryAllCars = function (callback) {
Shttp({
method: 'GET',
url: '/get_all_cars/'
}).then(function (output) {
callback(output)

}, function (error) {

N;
}

return factory;
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N;

To Sscope.queryAllCars Staxetpiletal Tov mivaka mou GTIAXTNKE TOPATIAVW
OO0V QVTIKELUEVO. 2T OUVEXELa, KaAE(Tal To &eUTeEPO script moU OTEAVEL €va
request oto server apxeio, otav o server oteilel ta Sedopéva wg JSON data
amno to ledger, Sivovtal TAAL 0TO MPWTO script KAl AUTO TA LETATPEMEL O Array

WOTE va UIopouV va ekTuntwdouv otov mivaka pe tn BorBsia tou Sscope.

ITn CUVEXELD IPOCOETOUE OTO server apxelo Tov €€n¢ kwdika wote va AdPeL
Ta dedopéva Tou amootEAAovTOL oo Ta scripts Kol va Ta mpowBnoeL oto
controller yla va €mIKOWVWVNAOEL HE TN O€lpd tou He to blockchain. Ma va
umnopel va Stafactel to apxeio controller.js mpémnet va SnAwoou e tnv Umapén

TOU OTO QPXELO TOU server.

//Tivetaw import to controller
var car = require('../kteo-app/controller.js');
//Méow 1o get yivetal to request ano to frontend oto blockchain
app.get('/get_car/:id', function (req, res) {
car.get_car(regq, res);

N;

TeAevtaio BrApa eivat n ouvtagn tou controller apyeiov wWoTe va UMOPEDEL val
ETUKOWVWVNOEL Pe To chaincode. Ze auto yla apyxn dnAwvoupe OAa Ta TTOKETA

Tou Ba pag xpeLaotouv.

// call the packages we need

var express = require('express'); // call express

var app = express(); // define our app using express
var bodyParser = require('body-parser');

var http = require('http')
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var fs = require('fs');

var Fabric_Client = require('fabric-client');
var path = require('path’);

var util = require('util’);

var os = require('os');

Metd amd Ta import Twv TOKETWV CUVIACCOOUUE TOV KwoIKA WOTE va

emotpePel ta Sedopéva mou Ba AdBet amnod to blockchain miow oto server.

module.exports = (function () {
return {

//€6w kaAovvtal oL pEBodot ou £xouv avamntuxOei péca oto apxeio

GO

get_all_cars: function (req, res) {}

H;

Méoa oto function apylkd yivovtal oL TPOETOLOCIiEG WOoTE va ouvdeBel To
ocvuotnua pe to blockchain, to channel, nAwvetal n peer kal To port mou £xeL
Kall armoBnKeVETAL PUE pia LETABANTA TO LOVOTIATL TTOU €XOUV amoBNKeUTEL T

KAeL&LA tou blockchain.

var fabric_client = new Fabric_Client();

// setup the fabric network
var channel = fabric_client.newChannel('mychannel’);
var peer = fabric_client.newPeer('grpc://localhost:7051');

channel.addPeer(peer);
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var member_user = null;
var store_path = path.join(os.homedir(), '.hfc-key-store');
console.log('Store path:' + store_path);

var tx_id = null;

2Tn ouVEXeLa SnULOUpPYELTAL O AOBNKEUTIKOG XWwpPog Tou to kavaAl (Channel)
XPNOLUOMOLEL yla va amoBnkevoel evaioBnte¢ mAnpodopieg, OnMwG TO
TILOTOTOLNUEVO, WOWWTIKO KAelWSL TOu Xprotn. Anuoupyeitat n KkKAdAon
newCryptoSuite mou BonBdel otnv kpumtoypddnon alyopiBuwv Kat KAEWSLWV

Kall ylVeTaL n eyypacdr tou xprnotn mou Ba KAveL OAQ T ALTHUATA.

// create the key value store as defined in the fabric-

client/config/default.json 'key-value-store' setting

Fabric_Client.newDefaultKeyValueStore({
path: store_path

}).then((state_store) => {
// assign the store to the fabric client
fabric_client.setStateStore(state_store);
var crypto_suite = Fabric_Client.newCryptoSuite();

// use the same title for the state store (where the users' certificate are kept)
// and the crypto store (where the users' keys are kept)

var crypto_store = Fabric_Client.newCryptoKeyStore({ path:

store_path });
crypto_suite.setCryptoKeyStore(crypto_store);

fabric_client.setCryptoSuite(crypto_suite);

// get the enrolled user from persistence, this user will sign all

requests

return fabric_client.getUserContext('userl’, true);
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}).then((user_from_store) => {
if (user_from_store &&
user_from_store.isEnrolled()) {
console.log('Successfully loaded userl
from persistence');
member_user = user_from_store;
}else {
throw new Error('Failed to get userl....

run registerUser.js');

// queryAlICars - requires no arguments, ex: args:
["1,
const request = {
chaincodeld: 'kteo-app’,
txid: tx_id,
fcn: 'queryAllCars',
args: ["']
b

// send the query proposal to the peer

return channel.queryByChaincode(request);

})-then((query_responses) => {
console.log("Query has completed, checking
results");
// query_responses could have more than one
results if there multiple peers were used as targets
if (query_responses && query_responses.length

== 1){
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if (query_responses[0] instanceof Error) {
console.error("error from query =
", query_responses[0]);
}else {
console.log("Response is ,

query_responses[0].toString());

res.json(JSON.parse(query_responses[0].toString()));
}

}else {
console.log("No payloads were returned
from query");
}
}).catch((err) => {
console.error('Failed to query successfully :: ' +

err);

hE

KaAettal n péBodog amnd to .GO apxeio mou Ba mpaypatomoliosLl to smart
contract kat otn cuvéxela to .GO apxelo emMIOTPEPEL pLa KOTAOTOAON TIOU
eAéyxetal ano 1o controller av 6Aa mryov cwotd. Metd av 6Aa eival cwota
otélvetal éva JSON apyeio amnd tov controller miow oto html apxeio oto script
Tou app.Factory kal ekel pe tn BonBela tng callback cuvaptnong otéAvovtal ta

6e6opéva 0TO MPWTO Script KoL Ao EKEL «TUTIWVOVTAL» OTOV TiVaKa.

Av OAa mpaypoatornolnBolv cwotd To ANMOTEAECUA TTOU €UdAVIOTEL OTav O
Xpnotng naet oto Validate kol MATAOEL VoL EKTUTIWOEL OAQ TAL LUTOKLVNTA TIOU

undpyxouv oto blockchain Ba 6eL To mapakdtw amotéAeopa oto terminal.
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getting all Cars from database:

Store path:/homefasi/.hfc-key-store

Successfully loaded userl from persistence

Query has completed, checking results

Response is [{"plate":"1", "Record":{"exdate":"2020-07-25","fname":"Glorgos","km":"332.4

5","lname":"papadopoylos","model":"Cayenne","notes":"blabdgdssa","phone":"23423423","type
""SUV"}}, {"plate":"2", "Record":{"exdate":"2021-81-10","fname":"Asimakis","kn":"332","ln

ame":"antoniou","model":"Sypra","notes":"ba","phone":"2342","type":"Sport"}},{"plate":"3"
, "Record":{"exdate":"2020-12-05","fname":"Giannis","km":"33.45","lname": "kuriakopoulos",
"model”:"RAV-4","notes":"bsa","phone":"23423", "type":"Sport"}}]

Ewkova 14: Results From Querying All Cars in Terminal

Me mapopoLo TpOmo GTLaxVoVTaL Kal KAAOUVTAL KOL OL UTIOAOUTEG CUVOPTHOELG
KOl HME autov Tov tpomo O&ivouv Aesttoupykotnta oto frontend mou
oAAnAoemubpdel o xpnotng pe to blockchain. Ooeg cuvaptroelg maipvouv

oplopata aAAalel o TPOMOC Mo KOAE(TAL OTWG GALVETAL TTOPAKATW.

var request = {
chaincodeld: 'kteo-app’,
fcn: 'nextYear',
args: [key, date],
chainld: 'mychannel’,
txid: tx_id

b

6.2 ZENAPIA XPHZHZ

Otav karmnolog natioel tnv StevBuvon ¢ oeAibag Ba tou epdavioTet:
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Login Form

Submit Query

Sign up here for free
Sign Up

Ewkova 15: Login Page
Av MooV o xpriotng mou Kavel Login €xet yia privilege = ‘U’, dnAadn eival amAog

XPNoTNG TOTE Ba ToV avakateuBUVEL oTNV apxikr oeAida mou BAETEL KABE XprioTNG.

KTEQO  Home

Welcome Mike

|

Ewova 16: User Home Page

Ao ekel 0 Xpnotng €xeL tn duvatotnta va St mote Anyetl to KTEO Tou oXUaTog Tou av

HETAKLVIOEL TOV KEPOOPA KOL OTNV Urtapa mAorynoeg nmatroetl to Show Expired Date.

Show Expired Date

Welcome

Show expired date

plate Submit Query
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Ewova 17: Show Expiration Date

Tou {nteital va mAnKTpoAoynoeL TV mvakida toco yla emBeBaiwon 600 Kat

otnv nepintwon nmou SLabETel mapanavw amno £va Oxnua.

KTEQ Home  Show Expired Date  Make Appointment

Welcome
Expired date of this plate: tri123
17-10-2020

Ewkova 18: Show Expiration Date Results

MNatwvtag otnv iAoy Tou Make Appointment Tou epdavileTal n mMopaKATwW
0006vn omou tou {nteital va SLaAEEEL TNV NUEpPOUNVia TTou emBUUEL yla TO

pavteBou, kabwc emiong kot TNV mvakida Tou ox\UaAToG.

Make Appointment

Date

Ewkova 19: Make Appointment
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Av OAa yivouv e emtuyia, mopakatw daivetol TL Oa epdavioTel oto xprnotn.

Make Appointment

Your Appointment ( 2020-01-24 ) for the vehicle with
plate number (AKZ-123) has been set..

You will be informed via e-mail when your apointment is approved

Ewkova 20: Make Appointment Results

ITnv mepintwon mou kavel Login évag untaAAnAog tou KTEO e privilege S
(Fpappateia) Oa epdaviotet Stadopetikn apxkry 066vn amod autr) Tou aniou

XPNotn. Autr lval n MOpOKATW.

KTEQO Home  Show Expired Date  Appointments  Validate

Welcome asi

Ewova 21: Secretary Home Page

H Aettoupyia tou Show Expired Date eival n idla pe autn mou eidapue
napanavw. H &AAn Asttoupyia mou €xeL n ypappateia eival to Appointments
TIoU TPOKELTaL yia €va Drop down menu pe Tig emiidoyég Today’s

Appointments kat Modify.

KTEQ Home ShowExpiredDate  Appointments  Validate

Today's Appointments
Modify

Welcome asi

Ewkova 22: Drop - Down Menu
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Av emtlexBei n emloyn Today’s Appointments epudaviletal To mopakaTw

OTOTEAEC QL.

KTEQ  Home
First Name Last Name Phone Plate
Mike Silverson 695175515 AKZ-123
Kate Harriet 697154521 HMO-156 |
Rivera Warren 695623489 IRZ-489 ‘

Ewkova 23: Results of Today’s Appointments

Av ertihexBel n emloyn Modify epdavilovtol OAEC oL ALTAOELS TTOU £XOUV

KAVEL OL XpPNOTEG.

First Name Last Name Phone Plate
Mike Silverson 695175515 AKZ-123 v i
Rivera Warren 695623489 IRZ-489 v i

Ewkova 24: Results of Modify Appointments

MapdAAnAa untdpxel kat n Aettoupyia Validate mou avadépBnke napandavw.
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Validate

Query All Cars Catches

ID FistName LastName Model Type ExDate
Query a Specific Car Catch
Enter plate:

FistName LastName Model Type ExDate

Ewova 25: Validation Page, Query All Cars and Specific Car

ESw daivovtal ol Asettoupyileg tnG eudaviong OAwv twv dedopévwv mou
undpyouv oto Blockchain kat amd kdtw n avalntnon evog pe Baon v
miwvokida. Mapakdtw aivetal n Asttoupyia TG MPoodNKNG vOg KavoupyLou

neharn.

Insert New Record
Enter Plate:

Enter First Name:
Enter Last Name:
Enter Model:
Enter Type:
Enter Phone:
Enter Km:

Enter Notes:

=

Ewova 26: Validation Page, Insert New Record
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Kat otn ouvéxewa daivetal n televtaia Aewtoupyia mou aMAdlel tnv

nuepounvia KTEO gvog oxrpatog e Baon tnv mvakida.

Validate Appointment
Enter Plate:

If the car has a problem
Enter Plate:

Ewova 27: Validation Page, Reschedule Appointment

T€Nog 0 TeAeuTaiog XprioTNnG mou KAVeL Login Kat €xel SLapOPETIKA apXLKN
0006vn amnd toug mapanavw xpnoteg ( Secretary, User) eivatl o SLaxelplotig
(Admin). TéAog o TeAeuTaiog XpHoTNnG ou KAvel Login kat £xel SLapopeTIKN
opXLKr) 006vN amo Toug mapandavw Xpnoteg ( Secretary, User) ivat o
Slaxelplotng ( Admin ). H Aettoupyieg Modify Appointments kat to Validate

glval (6leg Pe aUTEG TOU UTTAPXOUV OTOV UTIAAANAO TNG YPOUUOTELQC.
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KTEQ Home  Moc

Welcome asimakis

Show expiration date:

ype here the CAR_ID Search

Make Appointment

Today's Appointment

Search

List all employes that have expired plate

Search

Ewkova 28: Admin Home Page

Av O0Aa yivouv Omwe avaAuBnkav 1o mavw Kat adou ExeL SnULOUpPYEL TO

Siktuo tou Blockchain kal to €xoupe yepioel pe dedopéva, otnv nepimtwon

TIou A e oto validate kot matriooupe va epdavicoupe OAa ta dSeSopéva

BAETOULE AUTO TO ATIOTEAECAL.

Query All Cars Catches

ID FistName LastName Model
1 Giorgos papadopoylos Cayenne
2 Asimakis antoniou Sypra
3 Giannis kuriakopoulos RAV-4

Ewkova 29: Results of Querying All Cars From Blockchain
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7 Eninoros

Elvat ebAoyo emopévwe wg n Snuoupyia evog Siktvou Blockchain eivat
Alyo moAUTAoKkn otnv apxn Kabwg xpelaletal tnv KAtdAAnAn e€otkeiwaorn. Auto
oupBaivel emeldn n texvoloyia autr ival véa kat avantiooetal paydaia. 2Zto
HENov Ba urtapéouv o e€eAypéva epyoldeia katl kamoleg dtadikaoieg lowg
va autopatonownBolv. O okomog tng epyaciag eivat n StaoddAion mou
TPOODEPEL TO CUOTNHO WOTE N XPHOTEG VAL LNV UItopouv va dnAwaoouv Peudn
oTolyela ylo T OXNUATA TOUG. AUTO EMITUYXAVETAL UE TNV PonBela tou
Blockchain kaBwg n al\ayég mou pmopoUuv va Yivouv gival TEPLOPLOUEVEG.
Eniong, og oxéon pe TG KOWEC Baoelg Sedopévwy otav yivetal po aAdayn n
Tiponyoupevn Katoaxwpnon OSlaypadetal, avilbétwg oto Blockhain ta
TiponyouHeva otolxeia pévouv. H Soun mou npoodépet to Blockchain pmopet
va BewpnBel amapdalaktn kabBwg umapxeL Kown kotaypodry OAwv Twv
ONUAVTLKWY YEYOVOTWV ATtO OAEC TIG EUMAEKOUEVEG OVTOTNTEG. Me T Xprion
TNG TEXVOAOYLAC QUTH CUVETAYETAL OTL N AVAYKN YLo Lot EUTTLOTN OVTOTNTA N
omnolia Ba pecoAafel wote va mpaypatonolnBet pla cuvaAiayn, Katapyeitol.
0Oco avadopd 10 BewpnTKO KOUUATL TNG epyaciag, €uaba TL eival To
Blockchain, ta kpumtovouiopota Kot Tn AOYWK) HE TNV omola autd
Aewtoupyolv. MéEoo NG epyaciag evotepviotnka HE TNV 6€a ylo TNV
pneAAovTikn xprion tou Blockchain toco oe emxelprioelg kaL otov LOLWTLKO
TOUEQ, 000 KoL oto Odnuoolo. Oco TO MPAKTIKO £paba TOLKIAEC YAWOOEG
npoypappatiopol onwg NodelS, Go-lang, Angular]S. Ot SuokoAieg mou
OUVAVTNOO NATOV KUPLWG OTO TIPOKTIKO KOMUATL TNG gpyaciag kabwg to
Hyperledger Fabric eivat aképa og mpwipo otadlo kat n mAnpodopieg yla tnv

ovamntuér tou NTav SUCEVPETEG.
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